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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO CornalleHusi. bes cneuymansHOro nMCbMEHHOro paspeLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactoswuii gokymeHT onucbiBaeT coctaB dyHkunii n Tectoeoe 1O nporpaMMHOro KOMMJIEKCa 3alinThl
nHdpopmauumn (panee — TMK3WN) Kpuntollpo JavaTLS u npepHasHayen pns paspabotku npuknagHoro MO ¢
HenocpencTBeHHbIM Bbi3oBOM yHkuuii MMK3W, a Takxe onpegensier TpeboBaHMsi K ONepauMoOHHBLIM CUCTEMAaM Mpu
sctpausanun CK3W Kpuntollpo CSP.

1 BBepgeHue

Kpuntollpo JavaTLS peanusyet npotokonsl SSL n TLS B cooTeeTcTBUM C poccuiickumu KpunTorpadudeckumu
anroputmamu, npegocrasisiembimu kpuntonposaiigepom Kpuntollpo JavaCSP (CK3W Kpuntollpo CSP 5.0 KC1).

OcHoBgHble yHkuumn, peannsyemble Kpuntollpo JavaTLS:

e [Be cxeMbl ayTeHTUdMKaLMM C MCMOJb30BaHWEM obMmeHa Kitodeid no anroputmam Ludcbu-Xsnnmana u
xawmposanus B cooteetctun ¢ FOCT P 34.11-94 u TOCT P 34.11-2012:

— OAHOCTOPOHHSISt — aHOHUMHbIV KJINEHT, ayTEHTUPULUPYEMbIT CEPBEP;
— [BYXCTOPOHHSA — ayTeHTUduLMpyemble KANEHT 1 cepBep.

B cnyyae ayTeHTMbUKAUNM KAMEHTA HA KJHOYE MOAMMUCK MPUMEHSIIOTCS aNrOpUTMbl BbIPADOTKU 31EKTPOHHOI
nognucn B cooteetrctBum ¢ TOCT P 34.10-2001 nan TOCT P 34.10-2012 n npoeepku B cooteetrcteumn ¢ [OCT P
34.10-2001 wnn TOCT P 34.10-2012.

e wudposanue coeamHerus s cooteetcteum ¢ OCT 28147-89;

e UMUTO3aLMTA NepefaBaeMbix gaHHbix B cootBeTcTBum ¢ [OCT 28147-89.

2 VYcrtaHoBka Kpuntollpo JavaTLS

Vcranoeka mogynsi Kpuntollpo JavaTLS He Tpebyetcs, dyHkumonan nposaiifepa byaet moctyneH nocne
nobaeneHns moayns B classpath.

JKCnyaTauus OCyLLECTBASIETCSA nyTeM AobasneHus nposaiiepa B CNCOK java.security:
security.provider.<N>=JTLS

WaM nporpaMmmMHo, ¢ nomoubto Security.addProvider:

Security.addProvider (new Provider()); // mposaiizep JTLS

Mepen Tem, kak npuctynutb Kk yctaHoeke Kpuntollpo JavaTLS, Heobxogumo ycTaHOBWTH KpunTonpoBaiigep
Kpuntollpo JavaCSP, Bkntouasi mogynn wudposaHus.

[ns 3anycka nporpaMmbl YCTaHOBKU HeObXOAMMO BbI3BaTh Java ¢ umeHem jar-cpaiina, Hanpumep:
<JRE>/bin/java -jar cpSSL.jar
TakKe BO3MOXHa YCTaHOBKa C BBOZOM CEpUIHOrO HoMepa ¢ nomouybto knacca ru.CryptoPro.ssl.JTLSInstall:

<JRE>/bin/java -cp cpSSL.jar ru.CryptoPro.ssl.JTLSInstall -install -verbose -sslserial
XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -sslcompany "My Company"

VcTaHOBKa MOZYAS TaK XKE MOXET ObITb BbIMOJSHEHA C NOMOLLbIO rpaduyeckoro (setup.exe, setup gui.sh) nan
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KOHCobHOrO (setup console.bat, setup console.sh) nxcrannstopos.

Moapobryto mHdopmaumio no ycraHoske Kpuntollpo JavaTLS cm. B « KTHAM.00101-01 92 05. Kpuntollpo
CSP. WHctpykumsi no ucnons3osanuto JavaTLS».

WNcnonbzosanue Kpuntollpo JavaTLS Bo3moxHo Tonbko Ha Java 1.7 u 1.8. [lns npeogoneHunsi 3KCNOPTHbIX
orpaHuYeHunii Ha cTolikyto kpuntorpaduio cm. Ocobernoctun noakntodenus Kpuntollpo JavaTLS.
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3 PaboTta 4epe3 BHewHuin nHtepdgeiic JSSE

MK3W Kpuntollpo JavaTLS peannsyer crangaptHbiii uHtepdeiic Java Secure Socket Extension (JSSE)
v.1.7 n obecneynBaeT BbINOJHEHNE 3aLUMLLEHHOW Nepedaqn faHHbIX no npotokosam SSL u TLS B cooTeeTtcTBUM
C poccuiickumu KpunTorpaduHecKMmn anropuTMamMm Yepes cTaHgapTHoli nHtepdeiic JSSE.

3.1 OcobeHHocTu nogkntodeHna Kpuntollpo JavaTLS

Mo npuuute BratoyeHns B JSSE nommmo camoro nHTepdeiica HEKOTOPbIX €ro peannsauunii (MPUMepPoOM TaKoii
peanu3aumn Ha BupTyanbHoii MawwmHe SUN sBnsietcs nposaiifep com.sun.net.ssl.internal.ssl.Provider),
CYLLECTBYIOT HeKoTopble ocobeHHocTu ncnonbsosanust NMK3UM Kpuntollpo JavaTLS.

BosmoxHa cutyauus, korga ycraHoenenHast JRE umeet akcnopthble orpannyenns. CLLA 3anpewaet sakcnopt
«cunsHoiiy kpuntorpadpum n JavaCSP ¢ pnuHoii kntoda 256 6ut nonagaer nog 31o orpaHuyerune. OrpaHuydeHuns
ycTaHaBnmeatoTcs paiinamm local_policy. jar u US_export_policy. jar B katanore <JRE>/jre/lib/security.
[ns CHATUS 3KCMOPTHBIX OrpaHuYeHunii HeobxoanmMo ckavaTtb aiin jce_policy.zip C NOANTUKAMM CO CTpaHWLbI
http://www.oracle.com/technetwork/java/javase/downloads/index.html, Bbibupas «Java Cryptography
Extension (JCE) Unlimited Strength Jurisdiction Policy Files» Bepcum 6 wnu 7. [ns oTnagkm MOXHO MpoCToO
ckonupoBath US_export_policy.jar B local_policy.jar (oba chaiina fosxHbl NPUCyTCTBOBATL).

3.2 Wcnonb3oBaHune Kpuntollpo JavaTLS uepe3 BHewHunii nntepdeiic
JSSE

Mocne Toro, kak Kpuntollpo JavaTLS nogkntoueH, paneHeliwast pabota ¢ npoTtokonamm SSL u TLS 8
COOTBETCTBUN C POCCUICKMMIN KPUNTOrpachnyeCcKUM afiropuTMamm OCYLLEECTBSIETCS Yepe3 CTaHAapTHbIA nHTepdeiic
JSSE, Hanpumep, npu nomowm metopa getDefault () knaccos SSLServerSocketFactory u SSLSocketFactory.

e Ecnn paccmaTpuBaemasi CTOpOHa SIBISIETCS CEPBEPOM, TO YCTAHOBJEHNE 3aLULLEHHOMO MO NpoTokosam SSL
u TLS coeguHeHnst ocywecTBASIETCS NpU NOMoLM hyHKLMOHaNBHOCTU Kiacca SSLServerSocket. s nosnydeHus
0bbeKTa TaKoro Klacca, NMEIOLLErO BOSMOXHOCTb OCYLUECTBASATL 3aLUNLLIEHHbIA OBMEH AaHHLIMU B COOTBETCTBUU C
POCCUACKMMU KPUNTOrpachudecKuMiy aaropuTMamMm, HeobXoanMo caenathb creaytollee:

// TOpT, N0 KOTOPOMY HAaHHHN CepBep yCTaHaBIMBAET COEINUHEHUE
int port;
SSLServerSocketFactory sslSrvFact =
(SSLServerSocketFactory) SSLServerSocketFactory.getDefault();
SSLServerSocket ss = (SSLServerSocket)sslSrvFact.createServerSocket (port);

3awmuieHHoe coefuHeHmne B obweM Crlydae MOXET DbiTb OCyLLeCTBAEHO 1 npu nomowm knacca ServerSocket
(0bbeKTbl MMEHHO 3TOro Knacca BO3BpaLialoTCs MeTogom createServerSocket (port)). OpHako, Takoii knacc
MMEET MEHbLUYIO (PYHKLMOHAIBHOCTL, YeM ero paclumpenne — knacc SSLServerSocket. Boibop Toro, kakum kiaccom
noNb30BaThLCs, ba3upyeTcs Ha HEOBXOAMMOCTN YCTAaHOBMEHNS TEX MW WHbIX aTpubyToB npouecca obmeHa.

e Ecnn paccmaTprBaemasi CTOpoHa SIBASIETCS KJIMEHTOM, TO YCTAHOBJIEHME 3aLUMLLEHHOTO MO MPOTOKOJaM
SSL n TLS coeauHeHusi ocyLiecTBAsieTCs npu nomowm hbyHKUMoHanbHocTu knacca SSLSocket. [ns nonyyerus
obbeKTa TaKoro Kjacca, MMEIOLLEro BO3MOXHOCTb OCYLUECTBSATL 3aLMLLEHHbIA OOMEH JaHHLIMW B COOTBETCTBUW C
POCCUIACKMMI KPUNTOrpachriHeckMMuy anroputMamm, HeObXxognMmMo chenathb CregytoLlee:

// moOpT cepBepa, NO KOTOPOMy yCTAaHAaBIMBAETCSH COEIUHEHUE

int port;

// mMa xocTa cepBepa, IO KOTOPOMy yCTAaHABIMBAETCSH COEINUHEHHE

String host

SSLSocketFactory sslFact = (SSLSocketFactory) SSLSocketFactory.getDefault();
SSLSocket soc = (SSLSocket)sslFact.createSocket(host, port);
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3aumuieHHoe coeauHeHne B obliem criydae MOXET OblTb OCYLIECTBJEHO W npw nomowwm knacca Socket
(0bbekTbl MMEHHO 3TOro Kjlacca BO3BpalaloTcst MeTopom createSocket (host, port)). OpHako, Takoii knacc
MMEET MeHbLUYIO PYHKLMOHANBLHOCTL, YeM ero pacwmpeHne — knacc SSLSocket. Bblbop Toro, kakum knaccom
NoNb30BaThLCsl, ba3upyeTcs Ha HEOBXOAMMOCTN YCTaHOBEHNS TEX WIN UHbIX aTpubyToB npouecca obmeHa.

[pyroii cnocob cospaTe 3awmiieHHbIli SSL KoHTeKCT:

KeyStore trustStore = KeyStore.getInstance(JCP.CERT_STORE_NAME) ;
trustStore.load(new FileInputStream(‘‘path_to_trust_store’’),
"trust_store_password".toCharArray()); // xpaHunume KOpPHEBHX CEpPTUPUKATOB
// EcCiu KOHTEKCT AJid CepBepa WIM IJd KINEHTa C ayTeHTUUKaluei
if (isServer || clientNeedsAuth) {
KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");
KeyStore keyStore = KeyStore.getInstance(JCP.HD_STORE _NAME);
keyStore.load(null, null);
kmf .init (keyStore, ‘key_store_password’’.toCharArray()); // llaposmb K KOHTelHepy
} // cepBepa unu KIHEHTA
TrustManagerFactory tmf = TrustManagerFactory.getInstance("GostX509") ;
tmf . init (trustStore);
SSLContext sslCtx = SSLContext.getInstance("GostTLS"); // BamumeHHHN KOHTEKCT
sslCtx.init(kmf != null ? kmf.getKeyManagers() : null,
tmf . getTrustManagers (), null);

3 SSLContext ganee MmoxHo noayuntb SSLSocketFactory u co3faBaTb COKETHI.

MprMepbl CO3aaHNS 3aLUNLLEHHOrO COEAMHEHUSI MEXY KJWEHTOM U CEPBEPOM Mo npoTokony TLS npueogsaTcs
B Samples/JTLS_samples, Bxogsawmux B auctpubytue Kpuntollpo JavaCSP. [Maketr ComLine mogyns Samples
COLEPXKUT NPUMEPLI CEpBEpPa N KMEHTA, 3aMyCKaeMble M3 KOMaHLHOW CTPOKMU.

MoafepXuBaemMble NPOTOKOIbI:

e GostTLS — cooteetcTtByeT TLS v. 1.0

e GostTLSv1.1 — cooteetcteyeT TLS v. 1.1
e GostTLSv1.2 — cooteercTyeT TLS v. 1.2
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4 VYnpaBneHue ka4amum n ceptudmnkaTamm

B MNMK3W Kpuntollpo JavaTLS B npouecce ycTaHOBNEHUSI 3aLLUMLLEHHOMO COEAMHEHUst No npoTokosnam SSL u
TLS ucnonb3ytoTcs cnepytouime Tpu Tna obbeKToB:

® 3aKpbITbIF K4 0bMeHa;

e ceptndpmkat (MaM yenoyuka cepTnnKaToB) OTKPLITOrO KJKOHa, COOTBETCTBYIOLLIErO 3aKPLITOMY KIIHOYY;

® [10BepeHHbIll cepTdMKaT ANsi NpoBepkn cepTudbmkata (Mam Lenoykn cepTndrKaToB) MPOTMBOMONOKHONM
CTOPOHbI.

B 3aBucumoctu OT posnu gaHHOW CTOpPOHbI (KAMEHT uAM CepBep), a Takxke OT Tuna ayTeHTUdmMKauum
(OBHOCTOPOHHSIS UM ABYCTOPOHHSIS) CYLLECTBYIOT OCODEHHOCTN MCMOb30BaHNS AAHHBIX OOBHEKTOB.

4.1 YnpaBneHue kno4amm n ceptuukaTamm cepBepom

4.1.1 OO6wwme nonoxxeHuns

B MK3W Kpuntollpo JavaTLS ayteHTudmkauus MoxeT 6biTb OAHOCTOPOHHEN NN ABYCTOPOHHEN (T.e. cepsep
BCEFJA otnpasnsieT cBoii cepTudpukat ayTeHTudpmkaumm kameHty). [oaTomy, ecnn fJaHHasi CTOpPOHA SIBASIETCS
CEepBEPOM, TO Heobxognmmo, 4TODblI y Hee CyLleCTBOBaiN 3aKpbiTblA KAOY 1 COOTBETCTBYIOLWMIA eMy cepTudpmkaT
(uenouka cepTnnKaToB) ayTeHTUUKALMN, B COOTBETCTBUN C KOTOPbIMU U OyfeT yCTaHaBAMBATLCS 3alLMLLEHHOE
coeauHeHmne. [lpuyem, AONYCTMMBI K MCMONb30BAaHWIO TOMBKO Chedytolyne napbl (3aKpbITblid K04 obMeHa w
COOTBETCTBYIOLNIA €My CepTUUKAT ayTeHTMdMKaLUK):

® 3aKpbITbIN KAOY COOTBETCTBYET anroputmam obmeHa Audpcpu-Xannmana n nognucu TOCT 34.10-2001 vnw
FOCT 34.10-2012;

e cepTudmkaT MMeeT creaytoume pacwmpenus: pacwuperune "Mcnonb3sosanus katoda' Bkatovaer B cebs
"Wudpporarue kntoveir" unu "Cornacosavue knwouein"; pacwmperune "VaydwenHsiii kaod" nmeer 3HaueHune
"Mposepka noganHHOCTU cepeepa.

4.1.2 [eiictBus nepeg Ha4asom oOMeHa C KJANEHTOM

Takum obpa3om, nepes Ha4valOM OCYLUECTBIEHUS COEAVNHEHUS] C KJWEHTOM, TaKue 3aKpbiTblli KoY 1
cooTBeTCTBYOWMI eMy cepTudpukaT (Lenoyvka cepTudmkaToB) HeOOXOAMMO CO3AaTh M 3aTEM MOJIOKUTL B KIIKOHEBOE
XpaHWINLLE, N3 KOTOPOrO OHN 1 ByayT NpoYunTaHbl B npouecce obmena. MeTogbl BbINOMHEHNS 3THX ONepaLnii nogpobHo
onucanel B XXTHAM.00101-01 92 06. Pykosogcteo nporpammucta JavaCSP. Huxke npusogsTcs npumepbl Takux
MeTOAOB.

CospaHne 3akpbITOro Kitoda obMeHa 1 COOTBETCTBYHOLLErO €My OTKPbITOFO KJjto4a OCYLLIECTBASIETCS MpU
NOMOLLM METOAOB CTaHAApTHOro knacca KeyPairGenerator, nponHuyunanusmposartioro umeHem "GOST3410DHEL"
(310 MMs cooTeeTcTBYET anroputmam obmeHa Adudpdpu-Xannmana n nognucn FOCT P 34.10-2001:

KeyPairGenerator kg = KeyPairGenerator.getInstance("GOST3410DH") ;
KeyPair pair = kg.generateKeyPair();

// 3arphHTHI KiIod obMeHa

PrivateKey privKey = pair.getPrivate();

// COOTBeTCTByOWHUH €My OTKPHITHIH KIIOY

PublicKey pubKey = pair.getPublic();

CosgaHne ceptudpmkata ayTeHTWpMKaLMM NpU  MOMOLWM MeTOROB knacca GostCertificateRequest,
NpeacTaBastowero coboii JONONHUTENBHYIO BOSMOXHOCTL paboThl ¢ cepTudbukatamu, peannsosarHyto Ha baze CK3U:
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String keyAlg = "GOST3410DHEL";

String certName = "CN=newCert, 0=CryptoPro, C=RU";

String httpAddress = "http://www.cryptopro.ru/certsrv/";

// co3paHue 3ampoca Ha CepTHPUMKAT ayTeHTUOUKAIUN CepBepa
GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage (GostCertificateRequest.CRYPT_DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_CLIENT_AUTH) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_SERVER_AUTH) ;
request.setPublicKeyInfo (pubKey) ;

request.setSubjectInfo(certName) ;

request.encodeAndSign (privKey) ;

// oTmpaBKa 3ampoca ILEHTPy CepTHIMKAUNY ¥ HOIydIeHHe OT LEeHTpa

// ceprupurata B DER-KOmupoBKe

byte[] encoded = request.getEncodedCert (httpAddress);

// renepaunus X509-cepTuduraTa U3 3aKOLUPOBAHHOTO IPELCTABJICHUS CepTUdPuKaTa
CertificateFactory cf = CertificateFactory.getInstance("X509");
java.security.cert.Certificate cert =

cf.generateCertificate(new ByteArrayInputStream(encoded)) ;

3anncb CO3AAaHHOrO  3aKpLITOrO  KJOYa W UENOYKM  CepTUdrKaToB, COCTOsIWER M3  cepTudpmkaTa
ayTeHTUMKALMM U KOPHEBOTO CEPTUPMKATA LEHTPa CEPTMDUKALNN, HA XKECTKNA AUCK:

String password = '"password";
String alias = "newKey";
String certPath = "C:\\certificate.cer"; // ¢aiinm, B KOTOpHil 6HI IpemBapUTEILHO

// coxpaHeH KOpHEeBO#l CepTuPUKAT I[eHTpa
CertificateFactory cf = CertificateFactory.getInstance("X509");
FileInputStream fis = new FileInputStream(certPath);
java.security.cert.Certificate certRoot =

cf.generateCertificate(new BufferedInputStream(fis));

java.security.cert.Certificate[] certs = new java.security.cert.Certificate[2];
certs[0] = certRoot;
certs[1] = cert;
KeyStore hdImageStore = KeyStore.getInstance("HDImageStore");
hdImageStore.load(null, null);
hdImageStore.setKeyEntry(alias, privKey, password.toCharArray(), certs);
hdImageStore.store(null, null);

B paHHBIX NpuMepax UCNoNb30BasCa TeCTOBOro ueHTpa ceptudpmkaumm Kpuntollpo.

Takxe MOXHO BOCMONBL30BaTbLCA FOTOBbIMM Kjaccamu naketa ComLine n3 moaynsi Samples, BXOASLLETO
B coctas Kpuntollpo JavaCSP. 3anyctute ComLine C BbI30BOM HY>XXHOro knacca simbo cam Knacc, WCnosb3ys
cnepyrouine napaMmeTpbl KOMaHAHOW CTPOKU:

java ComLine NameofClass args unau java NameofClass args
Hanpumep:

java ComLine KeyPairGen -alias name_of_key -dname CN=autor,0U=Security,0=CryptoPro,C=RU
-reqCertpath C:/req.txt
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nin

java KeyPairGen -alias name_of_key -dname CN=autor, 0U=Security, 0=CryptoPro, C=RU
-reqCertpath C:/req.txt

Mpn 3ToM npoucxofsT reHepupoBaHue KitodeBol napbl (B cooTBeTcTBue anroputmam obmeHa [dudbdu-
Xenmata n nognucn FOCT P 34.10-2001) u coOTBETCTBYIOLIErO €ii CaMOMOAMMCAHHOIO CepTMdmMKaTa, 3anncb UX
Ha HocuTenb, renepauus 3anpoca (DER) Ha cepTtudpukat n 3anuce ero B daiin, nonyyeHne ceptudprkata U3 3anpoca,
npeacraenedHoro B DER-koaupoeke n 3anuck ero B xpaHunuiie n B gaiifl, NOCTPOEHNE LENOYKUN CepTUNKATOB.

4.1.3 Pabota c knto4Yamum obmeHa n ceptudmkatamun ayteHTudmnkaumm

Cam npouecc obMeHa HauYMHAETCS C TOrO, YTO OMPEAENSIETCS, Kakasi MMEHHO mapa (3akpbiTbili kKN4 0bMeHa
— cepTudmkat ayTeHTudbmrKaumm cepeepa) byser mcnonb3oBaH. [lns 3TOro nonb3oBaTento, BbIMOIHSIOWEMY POJb
cepBepa, HeobXo4MMO yKa3aTb, U3 KaKOro KJOYEBOro xpaHuauwa bypeTt npodntaHa Tpebyemasi napa. YKasbiBaeTcs
3TO MPW NOMOLLM CUCTEMHbIX HAaCTPOEK Cieaytowmnm obpasom:

System.setProperty("javax.net.ssl.keyStoreType","HDImageStore") ;
System.setProperty("javax.net.ssl.keyStorePassword", "password");

HacTtpoiika javax.net.ssl.keyStoreType 3aAaeT TuM KJIOHEBOrO HOCUTENS, C KOTOPOro OyaeT mpo4uTaH
3aKPbITbIN KAHOY 11 COOTBETCTBYHOLWMIA eMy CcepTudmKaT ayTeHTudukaumm (Lenoyka ceptudukaTos). Takum obpasom,
B Ka4YeCTBe TUMa HOCUTENSI HY>XXHO YKa3blBaTb TOT HOCUTESb, HA KOTOPLIA NpeABapuTeNbHO bbiia 3anucaHa Tpebyemasi
napa. Ecnu Takyto HacTpoiiky He Npon3BOANTbL, TO MO YMOAYAHNIO B KA4ECTBE HOCUTESS DyAET NCMOJIb30BaH XXECTKUI
ONCK.

Hactpoilika javax.net.ssl.keyStorePassword onpegensieT naposib Ha 3aKpbiTbill ka4 obmena. Takum
0bpa3oM, B Ka4yecTBe Maposisi HY>XXHO YKa3blBaTb TOT MapoJib, C KOTOPbIM Ha HOoCUTENb DObina 3anucaHa Tpebyemas
katoYeBasi napa. Ecaum takyto HacTpoliky He Mpon3BOANTL, TO MO YMOAYaHMIO DYAET NCNONbL30BaTLCS HYJIEBOI Napoib.

Takum obpasom, ¢ 3agaHHOro HocuTens javax.net.ssl.keyStoreType OyayT nmpounTaHbl BCE XpaHSLLMECS
Ha HeM 3aKpbiTble KaO4M 1 ceptudpmukaThl  (Lenoykn CepTUdUKATOB), YAOBIETBOPSIOWME  MAPOIIIO
javax.net.ssl.keyStorePassword u TpeboBaHusM:

® 3aKpbLITLIV KJIKOY COOTBETCTBYET anroputmam obmena dudpdpu-Xannmana u nognucn FTOCT 34.10-2001 unn
FOCT 34.10-2012;

e cepTucmkaT UMeeT cneayowme paclimpenusi: pacwmpedune "Wcnonbsosanus kntoda' Bkatovaet B cebs
"Wndporanne katoveii" unn "CornacosaHue kntouein"; pacwumpenune "VaydwenHslii k4" nmeer 3HaveHne
"Mpoeepka nogauHHoCcTU cepeepa’.

B kauectee paboueii napbl byaet BoibpaHa nepsas.
4.1.4 Pabota c goBepeHHbiMU cepTudmnkaTamm

B cnyuyae gByCTOpOHHel ayTeHTUdMKaLUM KAUEHT MPUCHIIAET CEpPBEPY CBOW cepTudbukaTt ayTeHTudmKaLmuu.
CepBep npn 3TOM [OJ/KEH MPOBEPUTL, HTO cepTudmKaTy KIMeHTa MOXHO foBepsitb. [ns atux ueneii 8 MNK3U
Kpuntollpo JavaTLS ncnonb3yercs Tak Ha3biBaeMOe MHOXXECTBO AOBEPEHHbLIX CepTUNKATOB, KOTOPOE ONPEeAENsIeTCs
Npy NOMOLLMN CHefyHOWMX CUCTEMHBIX HaCTPOEK:

System.setProperty("javax.net.ssl.trustStoreType","HDImageStore");
System.setProperty("javax.net.ssl.trustStore","C:\\Java\\jcp\\trust");
System.setProperty("javax.net.ssl.trustStorePassword", "password");
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Hactpolika javax.net.ssl.trustStoreType onpegensier Tun xpaHunuwa ceptucpmkatos. Kpuntollpo
JavaCSP xpannnuiwe ceptndmkaToB, Kak npasuio, acCOLMNPYETCS C HEKOTOPbLIM KJOYEBLIM HOCUTENEM (MpU 3TOM
TUM XPaHUANLLA CEPTUPUKATOB COBMAAAET C TUMOM KJIKOHEBOrO HOCUTESS). TakiM 0bpa3oM, ecnv B AaHHON HaCTpPOiike
B Ka4yecTBe TUMNa XPaHWINLLA YKa3bIBAET TUM KIOYEBOrO HOCUTESS!, TO C YKa3aHHOMO HocuTenst ByayT npoymTaHbl BCe
KOpHEBble CepTUdMKaTbI LENoYeK 1 3T cepTudnkaTel byayT aobaBneHbl BO MHOXECTBO AOBEPEHHbBIX CEPTUQNKATOB
(ecnn uenoyka cOCTONT U3 OAHOrO CepTudrKaTa, TO STOT CepTUdUKAT Takxke DyaeT cumTaTbCs AoBepeHHbIM). Ecin
TaKylo HaCTPOIiKy He MPOU3BOANTbL, TO MO YMOJIHAHMIO B KAYECTBE THMNa XpaHuanwa ceptudrkaTos byaeT ncnonb3osat
KECTKNIA [UCK.

Hactpolika javax.net.ssl.trustStore 3agaeT nyTb K XpaHWINLLY CEPTMPUKATOB, COOTBETCTBYIOLLEMY TUMY
javax.net.ssl.trustStoreType. Takoe XpaHunulie WCMONAL3YETCs B TOM Ciydae, Korga ceptudmkaT KineHTa
NoAnNMCaH HEKOTOPbLIM LIEHTPOM cepTudnKaLmumn, KOPHEBOW CEPTMRMKAT KOTOPOro HE Y4aCTBYET HN B OAHOI LIEMOYKE,
MPOYUTAHHON C HocuTenss javax.net.ssl.trustStoreType, OfHAaKO cepBepy W3BECTHO, 4TO TAKOMy LEHTPY
cepTndmKaumm MoXXHO foBepsTh. [nsi 3Toro, cepeepy npeaBapuTenbHO HEOOXOANMO NONOXKMNTL KOPHEBOW cepTudmnkaT
3TOro LEHTPa B XpaHMuLLe cepTudUKaToB javax.net.ssl.trustStore creayowmm obpasom:

String certPath = "C:\\certificate.cer"; // ®daiin, B KOTOpH# GBIl IpEeIBApUTEILHO
// coxpaseH KopHeBo¥ ceprudpuraT IC

KeyStore ks = KeyStore.getInstance("HDImageStore");

ks.load(null, null);

CertificateFactory cf = CertificateFactory.getInstance("X509");

FileInputStream fis = new FileInputStream(certPath);

java.security.cert.Certificate cert = cf.generateCertificate(new BufferedInputStream(fis));

ks.setCertificateEntry("certificate", cert);

FileQOutputStream fos = null;

fos = new FileOutputStream("C:\\Java\\jcp\\trust");

ks.store(fos, "password".toCharArray());

fos.close();

/13 ykazaHHoro xpaHuania ceptudnkaTtos byayT npoYmnTaHbl BCe cepTUMKaThI, N OHN Takxe byayT gobasneHsb
BO MHOXXECTBO A0BEPEHHbIX cepTudumkaTos. Ecnu ganHyo HacTpoliky He NpoM3BOANTL, TO MO YMOHAHNIO XpaHUANLLE
cepTnrKaToB NCMONbL30BaTbC He bypeT (B KavecTBe [OBEPEHHbIX OyAyT WCMONBb30BATLCS TOJILKO KOPHEBbIE
cepTndMKaTbl LENOYEK, NPOYNTAHHLIX C HOCUTENsI javax.net.ssl.trustStoreType).

HacTtpoiika javax.net.ssl.trustStorePassword onpefensieT naponb Ha JOCTYN K  XpaHWauLy
cepTucprkaToB (Naposib, C KOTOPbIM 3TO XpaHunuwe bbino coxpaHeHo). Ecnu Takyto HacTpoiiky He Mpon3BoanTb,
TO MapoJib CHUTAETCS HY/EBbIM.

OnpepeneHHoe TakMMm 0BpPa3’oOM MHOXECTBO [OBEPEHHbIX CEPTMUKATOB CEPBEPOM WCMOJb3YETCS TONBKO B
cNyyae ABYCTOPOHHel ayTeHTudmKaumm (T.e. B 3TOM ClyHae OHO He AOJKHO BbiTk nycTeim). B cnyyae ayctopoHHei
ayTeHTUdMKaLMU CEpBEP OTPABASIET KJWEHTY CMWCOK WMEH u3gateneli, KOTOpPbIM OH AOBEPsieT. DTOT CMMCOK
dopmMupyeTcst n3 nMeH CybbEKTOB BCEX [AOBEPEHHbLIX CEPTUINKATOB.

Mpu nonyuerun ceptudpukata ayteHTudprkaumn (Lenovkn cepTnrkaToB) OT KANEHTA, OH CHUTAETCS YCMELIHO
NPOBEPEHHBLIM B OJHOM M3 YeTbIpeX CJIyYaes:

e cepTudpnkat ayTeHTUdMKaLMM (KOHEYHDBIA CEepTMMKAT LENOYKM) COAEPXKMTCS BO MHOXKECTBE LOBEPEHHbBIX
cepTudUNKaToB;

e KnMeHTOM Oblna oTMpaBneHa LUenodka CepTUUKATOB, CcepTuduKaT ayTeHTuduKaumm (KOHEYHbIRA
cepTndMKaT) He SIBASETCA AOBEPEHHBIM, HO LOBEPEHHLIM SIBASIETCS OAWH U3 MPOMEXYTOHHBIX CEPTUNKATOB UM
KOPHEBOI cepTudpmkaT LenoYkn. Toraa OCyLeCTBASIETCS NPOBEpPKa LENOYKN OT KOHEYHOrO 40 TaKoro [OBEPEHHOro
ceptudpmkata. Ecnm uenoyka npoeepeHa, To n cepTUUKaT CHUTAETCA NPOBEPEHHbIM;
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® HU OfUH N3 CEPTUPUKATOB LEMOYKUN He SABSIETCS JOBEPEHHBLIM, HO UMSI U3JATENs KOPHEBOrO, HO MpY 3TOM
HE CaMOMOAMMCAHHOrO, CepTUMKATa LENOYKN COAEPXKUTCA B CMUCKE AOBEPEHHBIX UMEH. TOraa OCYLLECTBIAETCS
MpoBEPKa LLENOYKN CEPTUMKATOB, COCTOSILLEN N3 NEPefaHHON LEeNnoYKN N JOBEPEHHOrO CEpTMUKATa, UMs CybbekTa
KOTOPOro COBMafaeT C UMEHEM u3faTessi nepefaHHoro kopHeeoro. Ecim uenouyka nposepeHa, To u ceptudpmkat
CYMTAETCS NPOBEPEHHBIM;

® B MNPOTUBHOM CJ1y4ae, OCYLLECTBSIETCS MOMbITKA NOCTPOEHNS LENOYKM CEPTUUKATOB Ha OCHOBE MEpesaHHo
LEMOYKM U BCEr0 MHOXECTBA [OBEpeHHbIX cepTudukaToB. Ecnm uenouka noctpoeHa, To cepTudpmkaT CHUTAETCS
NPOBEPEHHbIM.

4.2 YnpaBneHue kKno4amm n ceptudpukaTtaMmm KJIaneHTom

4.2.1 OO6uwwme nonoxxeHuns

C TOYKYM 3peHnst PO KIMEHTA OCHOBHOE pasfinyune B yNpaBAeHN KAKOYaMy NMPOBOAUTCS AJist 3heMepanbLHOro 1
HeadhemepanbHoro obmena. Heapemepanshbili obmen B [MK3W Kpuntollpo JavaTLS gonyctum Tonbko s knroyei
obmeHa, cooTBeTcTBytoWMX anroputmam obmeHa Audpdpun-Xannmana n nognucu TOCT P 34.10-2001 wanm FTOCT
P 34.10-2012. Bo Bcex ocTanbHbIX ciydasix, sdeMepasibHblli 0OMeEH MPOM3BOANTCA Ha KJKOYax, COOTBETCTBYHOLUX
anroputmy FOCT P 34.10-2001 wan FTOCT P 34.10-2012.

DbemepasibHbill 0OMEH OCYLLECTBASIETCS B ABYX C/yHasix:

e B C/lyd4ae OOHOCTOPOHHEelW ayTeHTWUKauUM, KOrAa 3aKpbiThlii KAOY obMeHa kjneHTa Boobue He
NCNONb3YeTCs;

e B C/ly4ae ABYCTOPOHHel ayTeHTudnKauum, KOrAa 3aKpbiTbili K04 OOMEHa KAMeHTa He COOTBETCTBYET MO
napameTpam nepefaHHOMY CEPBEPOM OTKPLITOMY KJItOHY, HO MPW 3TOM CO3LAETCS SNEKTPOHHAS MOAMMCH HA 3aKPbITOM
Kto4e obmeHa.

Kak crefyeT n3 onucaHHOro Bbille, B C/lyYae ABYCTOPOHHEN ayTeHTudmKaLmuy, ecim faHHasi CTOPOHA SIBJISETCS
KJIMEHTOM, HeODXOANMO HYTODbI y HEe CYLLLeCTBOBaNM 3aKPbITbIV KIOY 1 COOTBETCTBYIOLWUI eMy cepTudbnkaT (Lenoyka
ceptudmkatos) ayteHTudpukaumu. [puyem, AOMYCTUMBbI K WCMOMB30BAHUIO TOJIBKO Clegytolyne napbl (3akpbiTblii
KoY OOMEHa M COOTBETCTBYIOLNIA eMy cepTunKaT ayTeHTMdMKaLum):

® 3aKpbLITLIV K4 COOTBETCTBYET anroputmam obmena dudpdpu-Xannmana n nognucn FTOCT 34.10-2001 unu
FOCT 34.10-2012;

e cepTudmkaT MMeeT creaytoume pacmpenns: pacwuperune "Mcnonbsosanus katova' Bkatovaer B cebs
"Wndpporarue knatoyeir" unu "CornacosaHue katouein"; pacwmperune "VaydwenHeblii kntou" nmeer 3HauveHne
"Mpoeepka noasMHHOCTK KAneHTa".

4.2.2 [eiictBusa nepepn Hadanom obmeHa c cepBepom

Takum obpasom, nepes Ha4yaNOM OCYLIECTBNIEHUS COEAVNHEHWSt C CEpPBEPOM B CJy4ae [BYCTOPOHHel
ayTeHTUPUKALNM, TaKWE 3aKPbITblA KAOY W COOTBETCTBYHOWMA eMy cepTudpukaT (Uenoyky cepTudunkaTos)
HEOBXOAMMO CO3AaTh M 3aTEM MOJIOKNTL B KJHOYEBOE XPaHWINLLE, U3 KOTOPOro OHM 1 ByayT nMpoYuTaHbl B Npouecce
obmena. OcylecTBneHne Taknx SEACTBMIA NPOM3BOANTCS aHASIOMMYHO ONMCAHNIO 415 cepeepa. EgnHcTeeHHas pasvunua
COCTOMT B TOM, YTO CO3AaBaeMblil cepTudpmKkaT ayTeHTUdbMKaLUM UMEET paclunpenmnst ceptTudpukaTa ayTeHTudmkaumum
knuenta. CozgaHne Takux cepTncrKaToB NPON3BOAUTCS MO CHEAYIOLLEA CxeMe:

String keyAlg = "GOST3410DH";
String certName = "CN=newCert, 0=CryptoPro, C=RU";
String httpAddress = "http://www.cryptopro.ru/certsrv/";

// co3gmaHue 3ampoca Ha CepTUQUKAT ayTeHTUPUKAIUK CepBepa
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GostCertificateRequest request = new GostCertificateRequest();
request.setKeyUsage (GostCertificateRequest.CRYPT_DEFAULT) ;
request.addExtKeyUsage (GostCertificateRequest.INTS_PKIX_CLIENT_AUTH);
request.setPublicKeyInfo (pubKey) ;
request.encodeAndSign (privKey) ;
// oTIpaBKa 3ampoca LeHTPy CepTUPUKAUNU K I[OJIydYeHHe OT IleHTpa
// ceprupurata B DER-KOZUpOBKE
byte[] encoded = request.getEncodedCert (httpAddress) ;
// reHepanua X509-cepTupuraTa U3 3aKOLUPOBAHHOTO NPEICTABIEHUA CepTHPUKATA
CertificateFactory cf = CertificateFactory.getInstance("X509");
java.security.cert.Certificate cert =

cf.generateCertificate(new ByteArrayInputStream(encoded));

4.2.3 Pabota c knto4Yamun obmeHa n ceptudpmkatamu ayteHTucpmkaumnm

ODTa paboTa OCYWECTBASIET TONAbKO B Cllydae ABYCTOPOHHeW ayTeHTUdMKAUWM W aHAJOTM4YHa OMUCAHMIO
st cepeepa. EpmHcTBeHHas pasHuua coctout B BbibOpe napbl (3aKpbITbii Kato4 obmeHa — cepTudpmkat
ayTeHTudpukaumn). Ecnm B cnyvae cepeepa, B kadecTBe paboueii napbl BbibMpaeTcsi nepBas noaxofslias napa,
MPOYNUTAHHAS C KJIKOYEBOIrO HOCUTESNS, TO B AaHHOM CJly4ae BO3MOXKHbI ABa BapuaHTa:

® €C/IM Ha HOCUTENe CYLIECTBYeT nogxoaswmii ceptucdmkat (Lenodka cepTucpmkaToB) u npu 3TOM
YOOBNIETBOPSIOLWMI NEPESAHHOMY CEPBEPOM CMUCKY [OBEPEHHbIX WMEH u3pateseli, a OTKpPbLITbIA K04 3TOro
cepTudpMkata CoBMagaeT no napameTpaM C OTKPbITLIM KJKOHYOM cepTudmkaTa cepeepa, To 3ToT cepTudpukaT byger
nepefaH cepeepy, a Ha COOTBETCTBYIOLLEM €My 3aKpbITOM Kjtode byaeT ocyliecteneH obmen;

e B MPOTUBHOM Ciiyyae, byaeT BbibpaH nepBbIii nogxoaawmii ceptudpmnkat, cosgaHa aemepasibHas KioyeBas
napa c napamMeTpamMm OTKpbITOro kito4a cepsepa u otnpasneHo coobuienne CERTIFICATE VERIFY B cootseTcTBMM
C co3paHHol chemepanbHoii Napoii n BeIbpaHHBIM cepTUdMKaTOM.

4.2.4 Pabota c goBepeHHbiMU cepTudmnkaTamm

Mockonbky cumTaetcsi, 4to cepeep BCEMJA npuckinaeT cBoii cepTudpmkaT KAUEHTY, TO NpoOBEpPKa cepTudmKaTa
KNIMEHTOM ocyliecTisieTcst Bcerga. OHa OCHOBBLIBaETCS Ha MHOXECTBE [OBEPEHHbIX CEPTU(PUKATOB KJIMEHTA,
opMMpyeMOro n MCMosib3yeMOro aHasorM4Ho onucaHmio cepeepa. O4eBUAHO, YTO 3TO MHOXKECTBO LOJIKHO ObITb
HE MYCTbIM.
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5 Peanusyemble windp-ctonTbl U COBMECTUMOCTb MO HUM
c pa3nudHbimu Bepcusimm Kpuntollpo CSP

5.1 Onucaxune peannsyembix Kpuntollpo JavaTLS wundp-cront

MK3W Kpuntollpo JavaTLS peanusyer Tpu BapuaHTa wudpp-ctout. B peanusoBanHbix Lwmndpp-crontax
UCMOMIb3YIOTCS CefyoWmne aaropuTMbi:

e anroputm kato4vesoro obmera [udpcpu-XannmaHa B COOTBETCTBUM C aNrOpPMTMOM SJIEKTPOHHOW Mognucu
FOCT P 34.10-2001 wnn T'OCT P 34.10-2012.

e anropuTtm xawuposanust B cootsetcteum ¢ FOCT P 34.11-94 unn TOCT P 34.11-2012;

e anropuTm BolpaboTkm anekTpoHHoli nognucu B cooteetcTaum ¢ FOCT P 34.10-2001 nan TOCT P 34.10-2012.

BeipaboTtka 3l ocywecTensieTcs B TOM Cilydae, Korga AaHHasi CTOPOHA SIBJSIETCS KJIMEHTOM, TpebyeTcs ee
ayTeHTudmKaLms, Ho napameTpbl kntoda Il kKNmeHTa He COOTBETCTBYIOT NapaMeTpam Kitoda nposepku DI cepeepa;

® aNropuTM npoBepku 3nekTpoHHoi noanucu B cooteBercTBum ¢ [OCT P 34.10-2001 wan TOCT P 34.10-
2012. MMpoeepka JI1 ocyuwiecTensieTcss B TOM C/lydae, Korja AaHHasi CTOpPOHa siBAsieTcss cepsepom, TpeboBanach
ayTeHTUdMKaLMs KIMEHTA, HO napaMeTpbl kitoda DI kaneHTa He COOTBETCTBOBA/M MAapaMeTpam KJHo4a MpPOBEPKU
3I1 cepeepa;

e anroputm wudpoBaHus coegutenunst B cootsercteum ¢ FOCT 28147-89;

® A/IrTOPUTM UMUTO3ALLNTEI NepefaBaemMblx gaHHbix B cooteetcTteun ¢ [OCT 28147-89.

KpaTtkoe onucaHue peanusyemebix Kpuntollpo JavaTLS wwudp-ctont npegcraeneqo B T1abn. 1. B paHHoii
Tabauue Wudp-cronTel NepedncieHbl B NOpsiake yMeHblueHus npuoputeta. COOTBETCTBEHHO, NMPW MOJNYYEHUM OT
KJIMEHTA CMUCKA WNDP-CIONT, CepBep BbIOUPAET NoAxoAsiLyo Windp-CIOUTY C HaMBONLLWIUM NMPUOPUTETOM.

Tabnnua 1. OnucaHue peannsyembix WNP-CIONTOB

Nmsa wndpp-ctontsl | pentndmkatop wudp-cronTsl | Anroputm kntodein obmena Pexum wndposanus
OAHHbIX MO aAropuTMy

rOCT P 28147-89
TLS CIPHER 2012 0xff85 FOCT 34.10-2012 [ammupoBaHue

TLS CIPHER 2001 0x81 FOCT 34.10-2001 lammuposaHue

5.2 Tloppepxka wudp-ctont knmeHtom u cepsepom B Kpuntollpo
JavaTLS

Mpn uHMumanusaumm npouecca obmeHa Tekywlasi CTOpoHa POPMUPYET CMUCOK MOAAEPKMNBAEMbIX LWINP-
ctonT. DTOT CNUCOK OyAeT pasnnyaTbCs B 3aBUCUMOCTU OT TOMO, SIBASIETCS TeKyliast CTOPOHA KJMWEHTOM Win
cepsepom. [logaepxnBaembie WNGP-CIOUTLI 3aHOCATCS B CMUCOK B COOTBETCTBMM C MOPSIGKOM WX MPUOpUTETA
(nepBoii 3aHocuTCs Wwndpp-clonTa ¢ Hanbonbwmm npuoputeTom). JansHelwmii npouecc obMeHa TekyLueid CTOPOHOIA
OymeT OCyLLECTBAATLCA B COOTBETCTBUM C CPOPMUPOBaHHBLIM cnuckoM. OTnpaBka KAMEHTOM CMWCKa CepBepy
OCYLLIECTB/ISIETCS UIMEHHO B TakOM BUAE, B KakOM OH bbln cpopmupoBaH (B MOpsiike YMEHbLUEHUSI MPUOPUTETA).
Pa3bop nonay4eHHOro OT KAMEHTa CNNCKA CEPBEPOM TaKXXE OCYLUECTBSIETCS B MOPSIAKE YMEHbLUEHNS NPUOPUTETA.

e TLS CIPHER 2012 — noggepxuaetcsi obermu ctopoHamu. Ecnn paHHasi cTopoHa siBisieTcst CepBepom,
W B MOJYHYEHHOM €10 CMNCKE MOALEPKMBAEMBIX KNUEHTOM wwndpp-ctonT cogepxutes TLS CIPHER 2012, To umenHo
OHa 1 BblbupaeTcs B kayecTBe pabouyeii. Ecnn gaHHas cTtopoHa siBisietcs knmeHtom, To wudp-ctonta TLS CIPHER
2012 oTnpaBnsieTcst NEpBOIl B CNUCKE MOAAEP’KNBAEMbIX.
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e TLS CIPHER 2001 — nogaepxuBaetcs obermmu ctopoHamu. Ecnn pgaHHas cTopoHa siBNsieTCst CepBEpOM,
M B MOJIYHEHHOM €10 CMUCKE MOAAEPKMBAEMbIX KAUEHTOM wmndp-ctouT He copgepxanocs TLS CIPHER 2012, to B
KayecTBe paboyeii Bbibupaetcs TLS CIPHER 2001. Ecau gaHHasi cTopoHa siIBASIeTCSt KAMEHTOM, TO LIMDP-CIOUTA
TLS CIPHER 2001 oTnpaensieTcsi BTOpPOii B CMUCKE NOAAEPKNBAEMBbIX.

Takum 0bpazom, hopMUpyIOTCS CNeaytoLne CNNCKN NOALEPKUBAEMBIX LN P-CIONT:

Knuent Cepsep
TLS CIPHER 2012|TLS CIPHER 2012
TLS CIPHER 2001 |TLS CIPHER 2001

5.3 CoBmectumocTb no wudp-cronTam C pasINYHbIMU BEPCUAMU
KpunTtollpo CSP

B Tabn. 2 onucbiBaeTcs, Kakasi UMeHHO Wwndp-ctonTa byneT BoibpaHa cepBepoM Npu OCYLLECTBEHUN NpoLecca
obmeHa ¢ pasnudnbimu Bepcuamu Kpuntollpo JavaTLS.

Tabnnua 2. CoBmecTumocTs no wudp-ctontam ¢ pasnndrsimu sepcusmu Kpuntollpo CSP

KnuenT Cepsep Bbibupaemas cepsepom wudpp-crouta
JTLS 2.0 / CSP 5.0 | CSP 5.0 / JTLS 2.0 TLS CIPHER 2012
JTLS 2.0 / JTLS 2.0|JTLS 2.0 / JTLS 2.0 TLS CIPHER 2012
JTLS 2.0 JTLS 2.0 TLS CIPHER 2012
JTLS 2.0 / CSP 5.0 | CSP 5.0 / JTLS 2.0 TLS CIPHER 2012
JTLS 2.0 / CSP 4.0 | CSP 4.0 / JTLS 2.0 TLS CIPHER 2012, TLS CIPHER 2001
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6 HacTpoiika cepBepa 4Yepe3 KOHTPOJIbHYIO NaHesb

Mocne yctaHoskn Kpuntollpo JavaTLS Ha koHTponbHol nanenn noseastotcst 2 3aknagku — «Cepeep JTLS» u
«Hactpoiiku TLS». MogpobHyto nxdopmauuio o Hux cm. B « XTHAKN.00101-01 92 05. Kpuntollpo CSP. UHcTpykuus
no ucnonb3osaHuto JavaTLSy».

C nomoubto 3aknagku «Hactpoiikn TLS» yctanaBnusatoTcs cnegytolime HacTpoiiki cepeepa:

e HeobxoanMocCTb ayTeHTUdMKaLUM KaneHTa (No ymondaHumto He Tpebyetcs);

e pasmep Kawa ceccuii (KoNmM4ecTso ceccuii; no ymondanmo 0 - HeorpaHMHeHHoOe);

® BpeMsi XpaHeHUsi ceccuii B Kawe (no ymonyaHuto 24 yaca; ecnu pasmep kawa ceccuit He 3agan (=0), To
CTapble ceccuu ypansitecsi He byayT);

® BO3MOXXHOCTb MOJIHOFO OTKJIKOYEHUsSI MPOBEPKM LIENOYKN CEPTUPUKATOB Ha OT3bIB, BKJLOYEHUE MPOBEPKMN C
ycnoeuem 3arpyskun COC uz cetn no CRLDP ceptudumkarta, Bkntodenne nposepku ¢ ycnosuem 3arpysku COC us
nankn (3agaetcst abcontotHblii nyTe k nanke ¢ COC);

® OTKJIOYEHME, BKJIOHEHME M TpeboBaHue noanepxkm pacwmpenusi Renegotiation Indication (RFC 5746).
3ajaHune JaHHbIX HACTPOeK C Momolyblo napameTpos Dru.CryptoPro.ssl.allowUnsafeRenegotiation=<value>
n Dru.CryptoPro.ssl.allowLegacyHelloMessages=<value> B NpuIOXKeHNN UMeET Hosiee BbICOKUI NPUOPUTET 1
nepeonpegensiet Hactpoliku JavaTLS. Mapbl ykasaHHbIX CBOWCTB 0bpasytoT cneaytowme rpynnsl (cm. Tabn. 3);

® BO3MOXHOCTb OTMPaBKM KAMEHTOM paclumnpeHusi Renegotiation Indication (no ymonuanuto paspetuero).

Tabnnua 3. Pexunmbl nogaepxxkn Renegotiation Indication (RFC 5746)

Pexum Allow Legacy Hello | Allow Unsafe | Ananorus c¢ Kpuntollpo CSP TLS
Messages Renegotiation

Crporwnii (strict) false false Tpebyem RFC 5746: nannune Rl obsizaTensHo,
NpoBepKa BbIMOJHSAETCS

BesonacHbiii true (SUN default) |false Mopaepxunsaem RFC 5746 (no ymonyanuio

(interoperable) 8 Kpuntollpo CSP 5.0 KC1): Hanuune RI
Heobsi3aTeNbHO, NPOBEPKA MOXKET BbIMOAHSATHCS

HebesonacHblii true true He nopgepxunsaem RFC 5746 (no ymonyanuio

(insecure) 8 Kpuntollpo CSP 5.0 KC1): Hanuune RI

HeO6$I3aTeJ1bHO, NpOBEPKa HE BbIMOJIHAETCA

CrpaHuua 16 us 23


https://tools.ietf.org/html/rfc5746

MKT4AN.00101-01 96 03. Kpuntollpo CSP. Pykoeogcteo nporpammucta JavaTLS

7 Wcnonb3oBanue Kpuntollpo JavaTLS B Apache Tomcat

OcHoBbl ncnonbsosanust SSL/TLS cm. B Apache Tomcat SSL/TLS Configuration HOW-TO.
Apache Tomcat nmeeT cobcTeHHbIl nHTepdelic anst BcTpamsavus SSL/TLS npotokonos.

HacTpoiika Apache Tomcat npoBoguTcs B Cnefyowem Nopsiake:
1) Vcranoeka Kpuntollpo JavaTLS;

2) Coszpganue ceptucpukaTa "lMposepkn nognuHHocTn cepeepa;
3) Hacrpoiika koHHekTopa Apache Tomcat.

BaxkHbIM 0BCTOATENLCTBOM SIBSAETCS TOT (PaKT, YTO €C/IM BKJIOYEHA MPOBEPKA LEMOYKU CEPTUMUKATOB Ha
ot3bie no CRLDP ceptudukara, To Heobxogumo paspewntsb 3arpy3ky COC, 3apae napametpbi:

‘ System.setProperty("com.sun.security.enableCRLDP", "true");

nnbo

‘ System.setProperty("com.ibm.security.enableCRLDP", "true");

7.1 Cospatue ceptudukata Apache Tomcat

[ns Bbinycka cepTudbukaTta cneayiite MHCTPYKUMSAM, ONUCAHHLIM B YNpaBieHne Kaodamu u ceptucbmkatamm.
Obuwee ums ceptucpukata (Common Name, CN) gomxHo cosnagate ¢ DNS-umenem (unu IP — npu obpawerun
knneHToB Tosbko no IP) cepeepa Apache Tomcat. Apache Tomcat nepebupaer Bce ceptudpmkaTbl nosb3oBaTens,
noJ, yHeTHOM 3anncbio KOTOPOro oH paboTaeT, Noka He HaliaeT nogxoaswmii (N0 HA3HA4YEHUIO N NapOJIIO), NO3TOMY
HeobxoAMnMO 0becnedmnTb ero YHUKaAbHOCTb UMEHHO B 3TOM CMbICE.

Mo ymonuanuo (B Windows) Apache Tomcat wnwieT koHTeiiHep C cepTupUKaTOM MOZ YYETHOW 3amucbio
cnctembl  (gaxe ecim B Hactpolikax Apache Tomcat ykasatb cBoiictBo LogOn nop nonb3oBaTenbckoii
YYETHOW 3amuCblo, MOUCK MOAXOASLLEro KOHTeliHepa OH BCe pPaBHO BefeT B 3TOW Marke), Mo3ToMy
cnepgyet nAubo co3paTb €ro MOA  YHETHOW 3amncblo  CUCTEMbI, MO0  BPYYHYKO MEPENOKUTb  CO3AaHHbIN
nof, CBOel y4eTHOW 3anucbto koHTeiiHep u3 %USERPROFILEY\LocalSettings\ApplicationData\CryptoPro\
B8 %USERPROFILEY\..\DefaultUser\LocalSettings\ApplicationData\CryptoPro\, smbo HacTpoutb Apache
Tomcat nopg cBoto y4eTHyto 3anuck cnegyrowum obpasom: MNaHens ynpasneHns—Agmuuunctprposatne— Cayxbbl 1
npunoxenusi— Cnyx6bi—Apache Tomcat ceoiictBa—Bxog B cuctemy: ¢ yueTHoli 3anuceio (ykasaTb UMsi 1 Naposib).

7.2 HacTpoiika koHHekTopa Apache Tomcat

Ons HaCTpoiKn KOHHEKTOpa Apache Tomcat HeobxoaumMo nobaeuThb B caliin
<CATALINA_HOME>/conf/server.xml CTPOKW MO ciaeaytowemy obpasuy:

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll.Httpl1NioProtocol"
SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enablelLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false"
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/>

sslProtocol="GostTLS"
algorithm="GostX509"

keystoreProvider="JCP"
keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="HDImageStore"

keyalg="GOST3410EL"
sigalg="GOST3411withGOST3410EL"

OnuncaHne OCHOBHbIX MapameTpoB CM. B foKymeHTaumm Ha Apache Tomcat. B keystoreFile ykasbiBaercs
nyTb K COOTBeTCTBYytoeMy daiiny. B keystorePass — maposib Ha koHTeiiHep. [pn yka3aHHOM Bbilwe onucaHuu
MCMO/Ib3YeTCst BCTPOEHHbIN nepexogHuk ans JSSE.

ﬂ'ﬂﬂ TOro, 4TObBI HacTponTb tomcat Ansa ncnosib3oBaHNA JavaCSP, CNneayeT ykasaThb cnegyrowme napamMeTpbl:

/>

<Connector port="8443" maxHttpHeaderSize="8192"
protocol="org.apache.coyote.httpll . Httpl1iNioProtocol"

SSLEnabled="true"

maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enablelLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"

clientAuth="false"
sslProtocol="GostTLS"
algorithm="GostX509"

keystoreProvider="JCSP"
keystoreFile="<USER_HOME>/.keystore"
keystorePass="11111111"
keystoreType="<TYPE>"

truststoreProvider="JCP"
truststoreType="CertStore"
truststoreFile="<USER_HOME>/.keystore"
truststorePass="11111111"

keyalg="GOST3410EL"
sigalg="GOST3411withGOST3410EL"

[ns paboTbl ¢ KoHTelHepaMu ncnonbsyetcs npoeaiigep JavaCSP, B To BpeMs Kak C XpaHUAULEM AOBEPEHHbIX
ceptucprkatos paboraer JCP (c tunom xpanmnuwa CertStore). <TYPE> — obo3HauaeT Twun KoHTeliHepa Ans
nposaiigepa JavaCSP, nanpumep, npu nactpoiike tomcat 8 OC Windows TYPE cootsetcteyer REGISTRY, a B
OC Linux — HDIMAGE.

BaxHo oTmetutsb, u4to gns Apache Tomcat Bepcum 7.0.42 u Bbllwe MoXeT noTpeboBaThbCs ykasaHue
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AONONHNTENbHbBIX NAPaMETPOB:

ciphers="TLS_CIPHER_2001"
sslEnabledProtocols="TLSv1"

Tomcat ~ moxer  wucnonb3oBatb  bubnvotekm  Apache  Portable  Runtime  (APR)  pns
nosbllweHnsi npoussogutensHocT. APR ncnonb3syer nnatdopmo-3asucumyto peanusaumio SSL, kotopasi He mMoxeT
pabotatb ¢ poccuiickumu [TOCT anropntmamu n Java HacTpoiikamu Tuna keystoreFile u BbigacT owunbky. [ns
npefoTBpaLyeHnst aBTokoHdurypaumum depe3 APR u 3agavus Java KOHHeKTOpa, HE3aBMCMMO OT TOrO, 3arpy’>keHsbl
ARP 6unbnvotekn nan Het, HeOOXOANMO B ONMCAHMM KOHHEKTOPA sIBHO 3a4aTb MMs Kjacca peanmsauun B aTpubyTte
npoTokoJia protocol="org.apache.coyote.httpll.HttpliNioProtocol".

Mpn aytenTudpmkaumm kaventa (clientAuth="true") cnefyeT TakXKe yKasaTb MyTb K XPaHUINLLY
ceptudmkatos (truststoreFile="<USER_HOME>/.keystore") u naponb (truststorePass="1111111").

BaxkHo oTMeTuThb, 4to ana Apache Tomcat 8.5 u Bblle MoxeT noTpeboBaTbCa CneumanbHbIR Moayib-afanTep,
4bn OMbANOTEKA, ONMCaHME N UCXOGHUKM HAXOAATCS B nanke anctpubytuea Doc\WebServerIntegration\Tomcat9.

7.3 Hactpoiika >xypHanupoBaHusi Kpuntollpo JavaTLS B8 Apache
Tomcat

Ons wHactpoiikm >xypHanuposaHus peiicteuin Kpuntollpo JavaTLS B daiine <CATALINA_HOME>/conf/
logging.properties Heobxogumo:
e 106aBuTL HOBLIN handler B cTpoky handlers = ...;

e [06aBNTb ONMCaHNeE ero CBOWCTB B COOTBETCTBYIOLLEM pa3fene;
e nobaeuTb onucanme ru.CryptoPro.ssl.SSLLogger.

Mpumep HacTpoiiku dpaiina logging.properties ¢ yposHem FINE:

handlers = 1lcatalina.org.apache.juli.FileHandler, 2localhost.org.apache. juli.FileHandler,
3manager.org.apache. juli.FileHandler, 4admin.org.apache. juli.FileHandler,
Shost-manager.org.apache. juli.FileHandler, 6jtls.org.apache.juli.FileHandler,
java.util.logging.ConsoleHandler

.handlers = 1lcatalina.org.apache. juli.FileHandler, java.util.logging.ConsoleHandler

HHHHEHAAAAAAA
# Handler specific properties.

# Describes specific configuration info for Handlers.
IS

lcatalina.org.apache. juli.FileHandler.level = FINE
lcatalina.org.apache.juli.FileHandler.directory = $catalina.base/logs
lcatalina.org.apache. juli.FileHandler.prefix = catalina.

2localhost.org.apache. juli.FileHandler.level = FINE
2localhost.org.apache.juli.FileHandler.directory = $catalina.base/logs

2localhost.org.apache. juli.FileHandler.prefix = localhost.

3manager.org.apache. juli.FileHandler.level = FINE
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3manager.org.apache. juli.FileHandler.directory = $catalina.base/logs
3manager.org.apache. juli.FileHandler.prefix = manager.

4admin.org.apache. juli.FileHandler.level = FINE
4admin.org.apache. juli.FileHandler.directory = $catalina.base/logs
4admin.org.apache. juli.FileHandler.prefix = admin.

Shost-manager.org.apache. juli.FileHandler.level = FINE
Shost-manager.org.apache. juli.FileHandler.directory = $catalina.base/logs
Shost-manager.org.apache. juli.FileHandler.prefix = host-manager.

6jtls.org.apache. juli.FileHandler.level = FINE
6jtls.org.apache.juli.FileHandler.directory = $catalina.base/logs
6jtls.org.apache.juli.FileHandler.prefix = jtls.

java.util.logging.ConsoleHandler.level = FINE

java.util.logging.ConsoleHandler.formatter = java.util.logging.SimpleFormatter

S e e e R R R R R R R R
# Facility specific properties.

# Provides extra control for each logger.
B s

org.apache.catalina.core.ContainerBase. [Catalina].[localhost].level = INF
org.apache.catalina.core.ContainerBase. [Catalina] . [localhost].handlers =

2localhost.org.apache. juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost] . [/manager] .

0

level = INFO

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost]. [/manager] .handlers =

3manager.org.apache. juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost].[/admin] .level = INFO
org.apache.catalina.core.ContainerBase. [Catalina] . [localhost].[/admin] .handlers =

4admin.org.apache. juli.FileHandler

org.apache.catalina.core.ContainerBase. [Catalina] . [localhost]. [/host-manager] .level = INFO
org.apache.catalina.core.ContainerBase. [Catalina].[localhost] . [/host-manager].handlers =

Shost-manager.org.apache. juli.FileHandler

ru.CryptoPro.ssl.SSLLogger.level = FINE
ru.CryptoPro.ssl.SSLLogger .handlers = 6jtls.org.apache. juli.FileHandler

# For example, set the com.xyz.foo logger to only log SEVERE
# messages:

#org.apache.catalina.startup.ContextConfig.level = FINE
#org.apache.catalina.startup.HostConfig.level = FINE
#org.apache.catalina.session.ManagerBase.level = FINE
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8 OTnapka SSL-coepgnHeHuns

Ons otnagku SSL-coeamnHeHUss MOXXHO BOCMOJ/Ib30BAaTLCS BCTPOEHHbIM norrepom SSLLogger.

Hns storo yctanosuTe yposeHb FINE B jre/lib/logging.properties:

.level = FINE

java.util.logging.ConsoleHandler.level = FINE

SSLLogger ABASIETCS paclUMpeHNeM CTaHAapTHoro knacca Java Logger.
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9 (OcobeHHocTu kpuntonposaigepa Kpuntollpo JavaCSP

JCSP (JavaCSP) — nposaiigep, oCyliecTBASIOWMA BCE KPUNTOrpacriyeckne onepaumn nytem obpaiieHus K
Kpuntollpo CSP. Kpuntonpogaiigep Kpuntollpo JavaCSP peanusyet crangaptHbiii untepdeiic Java Cryptography
Architecture (JCA) B cOOTBETCTBNN C POCCHIACKAMYI KPUMTOrPachuHeCKNMI anropuTMamu.

[ns ykazaHusi umenn nposaiigepa smecto JCP.PROVIDER_NAME cnegyet ncnosns3sosats JCSP.PROVIDER_NAME.
[ns Toro, 4Tobbl ncnonb3osaTh ycTaHosseHHblii nposaiigep JavaCSP B cpSSL, nepepn BoinonHennem kopa cnegyet
yKasaTb CnefyroLyto KOMaHAay:

cpSSLConfig.setDefaultSSLProvider (JCSP.PROVIDER_NAME) ; // xmacc cpSSLConfig BxomuT B
// makeT ru.CryptoPro.ssl.util

nnbo

‘ System.setProperty("ru.CryptoPro.defaultSSLProv", "JCSP");

9.1 3arpyska ogHOro 3k3emmnssipa KJl04eBOro KoHTeHepa C NoOMOLLbIO
knacca StorelnputStream

Mo ymonuaHuio MeHefykep kitodeit Moaynst cpSSL ocyLecTBAsieT NOAOOP KI/IOYEBBLIX KOHTEAHEPOB MPOCTHIM
nepevynciieHneM ux ¢ nomollblo Metoga aliases() knacca KeyStore m NpuMEHEHMEM K HUM HEKOTOPOrO MapoJs,
KOTOpbI/i MOXeT ObITb nepeaaH Kak npu cosgaHum obbekta SSLContext, Tak UM nNyTeM 3ajaHus CBOWCTBA
keyStorePassword.

OpgHako 3TOT cnocob nogbopa KoHTeliHepa MMeeT HekoTopble HeraTueHble nocnencTeusi B JavaCSP, nostomy
bonee npaBuabHLIM SBASIETCA 3arpy3ka OLHOTO 3apaHee N3BECTHOTO KJIOYEBOrO KOHTelHepa. JTO BO3MOXHO C
nomowibto knacca ru.CryptoPro.JCP.KeyStore.StoreInputStream. Knacc onucaH B javadoc-gokymeHTauuu
anctpubytuea. KOHCTpYKTOp knacca MpuHMMaeT Ha3BaHue KoHTeliHepa (anmac) B AByx cpopmaTtax: asmac Kiao4a
n FQCN-umsa koHTeiiHepa.

Hanpumep, MmoxHo cosgaTte SSL-koHTeKcT cnegytowmm obpasom:

// ®opMmpyeM IIOTOK C HMEHEeM KOHTeitHepa

InputStream container = new StorelInputStream("alias");

// ®opMupyeM O6BeKT Iysi 3arpy3KM KOHTelHepa

KeyStore keyStore = KeyStore.getInstance (JCSP.HD_STORE_NAME) ;
keyStore.load(container, null); // 3arpyxaeM KOHTelHEp

KeyManagerFactory kmf = KeyManagerFactory.getInstance("GostX509");

kmf . init (keyStore, "password".toCharArray()); // Vuunmamusanus MeHeZxepa Kiobdel
SSLContext sslCtx = SSLContext.getInstance("GostTLS"); // Nozroroska SSL-KOHTEKCTa
ss1lCtx.init (kmf .getKeyManagers(), ... , null); // Cosgmamme SSL-KOHTEKCTa

nmbo Bocnosib30BaThCA cBoiicTBamu keyStore:

System.setProperty("javax.net.ssl.keyStoreType", "HDIMAGE") ;
System.setProperty("javax.net.ssl.keyStore", "alias");
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1 NepegaTb B HErO afnnac KOHTeliHepa.

Mpn 3arpyske KoHTeliHepa C nomouibto knacca StoreIlnputStream Bce dyHkuuu n3 KeyStore byayt
BO3BpaLLaTh K4, CEPTUMKAT U ApPYrue AaHHble TOJBKO W3 YKAa3aHHOTO KOHTeliHepa, 3a UcktodeHueM dyHKLui
Tuna SetXXX, KOTOpble NpeAnoNaratoT COXpaHeHNe KOHTeliHepa.

OcobeHHocTblo ncnonb3osaHus StorelnputStream SBASETCA TakXKe TO, YTO MOXHO MOJYHUTb 3aKPbITbIii
KJIKOY, cepTndukaTt 1 apyryto uHopmauumio, Boi3sae getXXX ¢ null BMECTO anmaca, HanpuMep:

// TlomydeHHe 3aKpHTOTO KIIOYa

InputStream PrivateKey pk = keyStore.getKey(null, "password");
// TlomydeHHe CIMCKa 13 ONHOTO KOHTeiHepa

InputStream Enumeration aliases = keyStore.aliases();

// TonydueHue cepTuduraTa

InputStream Certificate cert = keyStore.getCertificate(null);

Anmnac B 3TOM cny4dae He TpebyeTcsi, T.K. NPeAnonaraeTcsi, 4YTo OH y>xe Dbl nepeaaH paHee C NOMOLLLIO Kiacca
StoreInputStream. OgHako, AaHHOe MPaBWIO He PaCMpOCTPaHSIETCs Ha PyHKUuto getEntry, T.K. el 3anpewieHo
nepegasaTtb null BMecTo anmaca.
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