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© 000 «KPUNTO-MPO>x», 2000-2019. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokymeHT BxoauT B KOMMekT noctaBku nporpammHoro obecnedveHns CK3U Kpuntollpo CSP Bepcum 5.0 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA

Hacrosiwee PykoBoacTeo cogepxunT obliee onucaHmne cpeacrea kpuntorpadpuyeckoli 3awutsl nHopmaummn Kpuntollpo
CSP Bepcus 5.0 KC1 Wcnonnenne 1-Base (XKTAWN.00101-01) v pekomengaumn no wucnonbsosaHuio CK3W B pasanytbix
ABTOMATU3NPOBAHHbLIX CUCTEMaAX.

B 3aBncuMOCTN OT KOMMNEKTALMUM U MCMOAL3YEMON NporpaMMHo-annapaTHoii cpeabl dyHkumoHuposaHus CK3U cnegyet
PYKOBOACTBOBATLCS TakXe fOKyMeHTamu [1—17].

NHcTpykummn agMmuHncTpaTopa 6e30MacHOCTY 1 NOAb30BaTeNs Pa3/InYHbIX aBTOMATU3UPOBAHHbIX CUCTEM, NCTOSb3YHOLWNX
Kpuntollpo CSP Bepcnn 5.0 KC1, gomxHbl paspabaTeiBaThest € yyeToM TpeboBaHuii HacTosiwero PykosoacTsa.
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Cnuncok onpeaeneHnii n cokpalleHunii

Crincok otosBaHHbIx ceptudbmkaTtos (Certificate Revocation List)
AsTomatusuposaHHoe pabouee mecTo

ABTOMaTM3MpOBaHHas cucTema

[MbkMiA MarHUTHBIG Anck

Jatumnk cayyaiiHeix Yucen

MKecTknii marnuthelii guck (Hard Disk Drive)
HecankumnoHnmpoBarHbIii gocTtyn

OnepaunoHHas cucrema

lMporpaMmHo-annapaTHbIii KOMMIEKC

Mporpammuoe obecneyerune

Mpuceoerne onpefeneHtHbix aTpnbyTos (agpeca, HoOMepa Kito4a, NPaB UCMOJbL30BaHNS 1 T.M.) abOHEHTY

COBOKYNHOCTb ~ WHCTPYKUWMIA 1 ApYyroll  pernameHTuUpylowleid  LOKyMeHTauumun,  obecneduBatoLleli
byHKLMOHNPOBaHNE aBTOMATU3MPOBAHHON CUCTEMbI BO BCEX PEXUMAX

CpeACTBa BbIYUCANTENBHON TEXHUKMN

DJIEKTPOHHbLIT AOKYMEHT, MOATBEPXKAAIOLWMIA MPUHAANEXXHOCTL OTKPLITOrO KJKOYa WKW KJOYa MPOBEPKU
SNEKTPOHHOV MOAMUCU 1 ONpPefeNeHHbIX aTpubyTOB KOHKPETHOMY aboHeHTY

Mpouecc mn3roToBneHnsi cepTUMKaTa OTKPLITOrO KJOYa WM K/KOHa MPOBEPKM SNEKTPOHHOIR nognucu
aboHeHTa B LeHTpe cepTudmkaymu

CpeacTBo KpunTorpacmyeckoin 3awmnTsl nHopmauun
Crincok otosBaHHbIx cepTudbmkaTtos (Certificate Revocation List)

CnpaBo4HMK CepTUUKATOB OTKPbITbIX KIOYeli 1 KiKoYeli NpoBepku 3aekTpoHHoi nognucu. Cetesol
CNpaBOYHUK

Cpeaa dyHkuMoHMpoBaHus

Uentp Ceptudpukauum (Ymoctosepsitownii LienTp)
LenTtp Peructpauun

DNeKTPOHHbIV AOKYMEHT

DNeKTPOHHas NoANnuch
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OcHoBHble TEPMWMHDbLI N NMNOHATUA

AsTomaTtunsnposaHHasi UHpOpMaLMOHHaAs CMCTEMA
Komnaekc nporpamMMHbIX W TEXHUHECKUX CPeLCTB, MpeAHa3HayeHHbIX Ansi cbopa, XpaHeHWUsi, Moucka M BblAayu
uHcpopMaLUy No 3anpocam.

ABTOMaTM3upoOBaHHasA cucTema
Cuctema, cocTosiLlass M3 NepcoHana U KOMMJIEKCA CPeACcTB aBTOMaTu3auuuM ero AesTenbHOCTM, peanusytollas
MH(OPMALMOHHYIO TEXHOJOTNIO BbINOJSHEHUSI YCTAHOBAEHHbBIX (DYHKLMIA.

AstopcTBo nHdopmauyun
OpHo3HaYHOE COOTBETCTBUE MeXZY coaepxaHuem u/unu  opmoii  uHdopmaumm n cybbektom (0bbekTOM),
cchopMunpoBaBwM 3Ty uHpopMaumo. s nonb3oBaTenst aBTOPCTBO MOJYHEHHON UM N3 CUCTEMbl WU KaHana CBS3u
MHGOPMALMN 03HAYAET OAHO3HAYHOE YCTAHOBIEHUE UCTOHHUKA, CPOPMNPOBABLLEro 3Ty nHopmauuto (ee aBTopa).

AkTyanbHOCTb nHcopmaymm
CBOIiCTBO MH(OPMaLMM COXPaHsTL CBOM CBOICTBA (LEHHOCTL) Ans cybbekTa (Nonb30BaTeNs) B TEHEHNE OMPEAENEHHOTO
nepvoga BpeMeHN.

AamunHuctpartop besonacHocTun
Cy6'beKT [ocCTyna, OCHOBHOWA O6ﬂ3aHHOCTb}O KOTOPOro ABAETCA O6€CI'I€‘-I€HVIG 6630I'IaCHOCTI/I KOHCbI/I,EI,eHLI,VIaﬂbHOVI CBA3N
Ha TOM Y4aCTKe CETU, KOTOPYIO OH KypupyeT.

Cucrema AAMNHUCTPATUBHOIO ynpaBneHuns 6e30nacHOCTbIO BKAOYaeT B cebs KOMMAEKC OpraHn3auyNOHHO-TEXHNYECKNX
Mep, HaNpaBJI€HHbIX Ha obecneyveHne KOHCbVIAEHLl'VIaJ'IbHOCTVI CBA3N.

OcHOBHble HaMNpaBieHUs AeSATEeNbHOCTM afMUHUCTpaTopa besonacHocTu:

® KOHTPOJIb LENIOCTHOCTM MPOrpamMmmHOro obecnedeHus;

e yrpas/ieHne KJOYeBON CUCTEMOIli: XpaHeHuMe, BBOJ B AEACTBME M CMEHAa KJto4ell nosb3oBaTesiell, reHepauust
3aKPbITbIX W OTKPLITbIX KitoYell nognucu nosib3oBaTeneli, Kitodell 3NEKTPOHHON MOAMUCKM, KIIHOYEA MpOBepKH
3/1EKTPOHHOI mognucy;

e ynpaB/ieHne JOCTYNOM MoJfib30BaTesiell CUCTEMbI K NPOrpaMMHOMY 0BeCnedeHmnio N AaHHbIM, BKJIKOYasi YCTaHOBKY U
NEPUOANYECKYIO CMeHY naposieil, ynpaefieHne CpeacTBaMiy 3alyuTbl KOMMYHUKaUWUD, NepefaBaeMbiX, XpaHUMbIX U
obpabaTbiBaeMbIX faHHbIX.

AaMuHUCTpaTop 3auThbl
CybbekT pocTyna, OTBETCTBEHHbIA 3a 3alyMTy aBTOMAaTU3MPOBAHHOW CUCTEMbI OT HECAHKLMOHWPOBAHHOrO JOCTyMna K
nHdopmaumu.

Aytentudmkayums
MNpoBepka NpuHagIEXHOCTN CyOBLEKTY AOCTYNa NPeAbsBAEHHOrO UM UAEHTUNKATOPA, NOLTBEPXKAEHNE NOAINHHOCTH.

AyTtentudmkaumua vudopmauun
VcTaHOBNEHNE MOAJVHHOCTM WHPOPMALMN UCKIIOYUTENBHO Ha OCHOBE BHYTPEHHeli CTPYyKTypbl camoii uHdopMauuu
HE3aBMCMMO OT MCTOYHUKA 3TOW MHOPMALML, YCTAHOBEHME 3aKOHHBIM nosyvaTenem (BO3MOXHO apbuTpom) dakTa,
4TO nonydeHHast uHdopmaums Hanbonee BeposTHO Bbina NepeaaHa 3akOHHbIM OTNpaBuTenem (MCTOYHMKOM) M HYTO OHa
Mpn 3TOM He 3aMeHeHa n He uckakeHa. Jliobble npegHaMepeHHble M CayYaliHble MONbITKM WCKaXeHuii uHdopMmaumu
0bHapy>KMBAOTCA C COOTBETCTBYIOLLEN BEPOATHOCTHIO.

Be3onacHocTb
COCTOFIHI/Ie 3aWNLWEHHOCTU XXN3HEHHO Ba>XHbIX I/IHTepeCOB JINHHOCTMN, O6LLI1€CTBa n rocyp,apCTBa oT BHyTPEHHVIX N BHELWHWNX
yrpos.

OTcyTcTBUE HEAOMYCTUMOMO PUCKA, CBS3AHHOMO C BO3MOXHOCTbLIO HaHeceHus yuiepba.

BesonacHocTb undopmauun (nHopmauymorHas 6esonacHocTb)
CocTosiine uHdopmauum, MHAOPMALMOHHBIX PECYpPCOB U WHOPMALMOHHBIX CUCTEM, MpU KOTOpoM C Tpebyemoii
BEPOSITHOCTLIO obecreymBaeTcs 3awmta nHopmaummn (AaHHbIX) OT YTEHKMN, XULLEHWUS, YTPaAThl, HECAHKLMOHNPOBAHHOTO
YHUHTOXEHNSI, NCKaXKeHUsi, Moandukaunm (noaaenkn), KonnposaHus, 6aoKnpoBaHns n T.n.

CocTosiHne  3awuwieHHocTn  mHdopmaunm, obpabaTbiBaeMoli  CpeACTBAMU  BbIYUCAUTENBHON — TEXHUKW WK
aBTOMATU3MPOBAHHOM CUCTEMBbI, OT BHYTPEHHUX WM BHELLIHUX Yrpo3.
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Bnokuposanue nndopmauun
lNpekpalyeHne unu 3aTpyaHeHre JOCTYNa 3aKOHHbIX NOJb30BaTeseR K nHdopmaLum.

Bepudukauuns
VcTaHoB/IEHNE COOTBETCTBUSI MPUHATO U nepesaHHol NHOPMALNU C MOMOLLBIO JIOTUHECKUX METOLOB.

I'Ipou,ecc CpaBHEHUNA OBYX ypOBHeﬁ cneu,vlcbleau,vm cpeacTe BbIYUNCANTENIBHOW TEXHUKN NN dBTOMATU3NPOBAHHbLIX CNCTEM
Ha Hafnexxallee COOTBETCTBUE.

Bnageney vHcgopmaunmn, nHpopMaynoHHOK CUCTEMDI
CybbekT, ocyliecTBasitownii BNAfeHNE N MOSb30BaHMWE WH(OPMALMER 1 peanu3ytoLnii NONHOMOYNST PACTOPSKEHUS B
npefenax npas, YCTaHOBEHHbIX 3aKOHOM 1/unu cobcTBeHHMKOM MHdopMauun.

CybbekT nHMOPMALMOHHBLIX OTHOLWEHWM, obnajatrownii MpPaBoOM  BAAAEHUS,, PACMOPSKEHUS U NOJb30BAHNEM
NH(OPMALMOHHBIM PECYPCOM MO JOrOBOPY C COBCTBEHHMKOM MHDOpMaL MK,

Cy6'beKT, B HENOCPEACTBEHHOM BEAEHNN KOTOPOIro B COOTBETCTBUN C 3aKOHOM HaxXo4AaTCA I/IHCbOpMaLl'VIﬂ, I/IHCbOpMaLl'VIOHHaﬂ
CTPYKTYpa.

FocypapcTBeHHas TaiiHa
3awMwaemMsle  rocygapcTeBOM — CBeAeHUss B 0bfacTu  ero  BOEHHON, BHELIHENONNTUYECKONR, SKOHOMUYECKOIA,
pa3BeAblBAaTENbHOMN, KOHTPPa3BeAbIBAaTE/IbHON W OMNEpaTUBHO-Pa3bICKHON [esATESbHOCTU, PaCcnpoOCTPaHEHME KOTOPbIX
MOXET HaHecTu yuepb 6esonacHoctn Poccuniickoii Penepaumnn.

OokymenT
JokymeHTupoBaHHas nHdopmMaumsi, CHabKeHHas onpefeseHHbIMU PEKBU3UTAMMN.
MaTtepunanbHblii 06BEKT ¢ HOpMaLMeid, 3aKpenieHHON CO34aHHbIM YeN0BEKOM Cnocobom AJisi ee nepeaaqun BO BpeMeHU

N NMPOCTPAHCTBE.

JokymeHTuposaHHasn nHdopmaums ([0KyMeHT)
3adhmkcupoBaHHas Ha MaTepuasibHOM HOCUTeNe WHOPMaLNA C PEKBU3NTAMU, NO3BONAIOWMMIN ee NAeHTUULNPOBaTh.

Mpumevanue. [JokymeHTUpoBaHHast MHPOPMALUS C OrpaHMHEHHbIM LOCTYNOM MO YC/AOBUSIM €€ NPaBOBOro
peXxuMa nofpasfensieTcss Ha MHOPMaLMIO, OTHECEHHYIO K FOCYAAapPCTBEHHON TaliHe, 1 KOH(DUAEHLMABHYIO.

JokymeHT B 3n1ekTpoHHOW hopme (DNEKTPOHHBIA [OKYMEHT)
DNEKTPOHHbIN 0bpa3 fokyMeHTa (N1aTEXXHOro WA UHOTO) - haiis, JOCTOBEPHOCTL KOTOPOro 0beCNeHMBaETCst KOMIMIEKCOM
MeponpusTrii no 3awunTe nHcdopmauun. MNpu 3ToM aiin MOXeET cofepKaTb HECKOIbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

2[ npeacrasnsier coboli JOKYMEHTUPOBaHHYIO COBOKYMHOCTb AAHHbLIX, 3aPUKCUPOBAHHBIX HA MaTEpUasbHOM HOCUTENE
(marHuTHOM MM Byma)KHOM) C pekBU3UTaMu, MO3BOASIOWMMU UAEHTUDULMPOBATL 3TY WHMOPMALNIO 1 aBTOPOB
gokymenTa. Wpentndpmkaums 3I[1 obecneunBaeTcs cpefcTBaMM  3aliWTa Ha OCHOBE afirOPUTMOB  LUNMPPOBaHMS,
3N1EKTPOHHOW MOAMMCU W 3aLMTbl OT HECAHKLMOHUPOBAHHOIO JOCTYyNa.

O[] cospaeTcs y4aCTHUKOM CUCTEMblI Ha OCHOBe OymMakHOrO [OKyMeHTa Aubo Ha OCHOBaHMU APYroro 31eKTPOHHOrO
LOKYMEHTa 1 MOJIHOCTLIO MOBTOPSIET €ro no cogepxxaruto. /] obpabatbisatotcs u xpanatcs 8 9BM u moryT nepegasatbcs
Mo 3/1eKTPOHHBIM KaHajaM CBA3MU.

Doctyn k nHcopmaumn
MonyyeHne cybbLEKTOM BO3MOXHOCTM O3HAKOMAEHMSI C UHAOPMaUWeRd, B TOM 4YUCIe C MOMOLLBLIO TEXHUYECKUX
cpeacte. O3HakomneHne ¢ nHdopmaumeii, ee 0bpaboTka, B 4aCTHOCTW, KOMUPOBaHUE, MOAUMDUKALMS NN YHUYTOXKEHME
uHdpopmaLmu.

DoctynHoctb nHdopmaumn
CeoiicTBO uHOpMaLMM, TEXHUYECKUX CPEACTB U  TeXHonorum obpaboTku, xapakTepusylolleecss CnocobHOCTLIO
obecneynBsaTh becnpenaTcTeeHHbIl JocTyn K nHdopMaLnm CybHLEKTOB, UMEIOWMX Ha 3TO HaglexXalyue NoJHOMOYUS.

3asepeHue (HoTapusauus)
Pernctpauyusi faHHbIX y JOBEPEHHOTO TPETLETO ML AJ15 NOBBILLIEHNS YBEPEHHOCTH B NPABUIBHOCTY TaKMX XapakTePUCTUK,
KaK CoAep»XaHne, NCTOYHUK OaHHbIX, BPEMA OOCTAaBKW.
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3awwmra undopmauun
JeaTensHOCTb MO MPefoTBPALLEHNIO YTEYKM 3aLLNLLAEMOl MHOPMALMK, HECAHKLUOHUPOBAHHbLIX 1 HEMpegHAMEPEHHbIX
BO3LECTBUI Ha 3awuLiaeMyto UHOPMAaLUIO.

Komnnekc MeponpusaTuii, NPOBOANMBIX C LeAblo NPesoTBPaLLEHNA YTEUYKN, XULLEHWUS, YTPaThl, HECAaHKLMOHNPOBAaHHOMO
YHUUTOXEHNS, U3MeHeHusi, mogudukauum  (Mogaenkn), HeCaHKLMOHWPO-BAHHOMO  KOMUPOBaHMUs, BAOKNPOBaHWS
nHcpopmaLmu.

3awwmTa undopmauyun ot HCJ,

CocTaBHas 4acTb obuieli npobnemsl obecnederuns besonacHocTn undgopmauyun. MeponpusTus no 3awmTe nHdopMaummn
oT HCL'| AOJIKHbI  OCYLLECTBNIATLCA B3aUWMOCBA3aHO C  MeponpunaTnamMun no CI'IeLU/IaJ'IbHOﬁ 3alNTE OCHOBHbIX 1"
BCMOMOTraTe/IbHbIX CPEACTB BbIYNCIUTENBHON TEXHWKMN, CPEACTB U CUCTEM CBSI3M OT TEXHUYECKUX CPEACTE PasBeaKu
U NPOMbILIEHHOrO WNMoHaxa. B obuwem cnyyae, KOMMAEKC NPOrpaMMHO-TEXHUYECKMX CPEACTB M OPraHM3aLnOHHbIX
(npoueaypHbix) pewenuii no sawute uHdopmaumn ot HCJ peanusyercs B pamkax cMCTeMbl 3awuTbl UHOPMaLMu
ot HCJ, ycnoeHo cocTosiuieli M3 Clegytowux 4YeTbipex MOACUCTEM: YMpaBieHWs AOCTYNOM; PErucTpauuy n y4eTa;
KpunTorpacn4eckoii; obecnedeHunsi LeNOCTHOCTU.

3awmuieHHoe CPeACTBO BbIYMCINTENBHON TEXHUKMN (3almnLieHHas aBTOMaTU3MPOBaHHaA CMcTemMa)
CpencTBO BbIYNCAUTENLHON TexHMKN (aBTOMaTU3MPOBAHHAsi CUCTEMA), B KOTOPOM peasim30BaH KOMMIEKC CPeACTB
3aLWnThI.

1A32, 1A64, x64, SPARC, Power PC, ARM, ARM64, ARMv7, MIPS, 3nbbpyc
AnnapaTHble NnaTopMbl, NCNoNb3yeMble npoussogutensamu [NIBM

Naentudmnkauyns
Mpuceoerue cybbekTam n obbekTam gocTyna uaeHTudpmkatopa n (nim) cpaBHeHUe NpeabsBAsSeMOro naeHTudnKaTopa
C nepeYyHeM MPUCBOEHHbIX NAEHTUUKATOPOB.

Nmutosawumra
3awmTa cucteMbl WNGPOBAHHON CBA3WN OT HABA3LIBAHUS JIOXKHBIX JaHHbIX.

Nmunrtoscraska
OTpesok nndopmaLmu hrKCUPOBAHHOW AJIMHbI, MONYUEHHbI MO ONpeAeneHHOMY NPaBUY U3 OTKPbLITLIX AAHHbLIX 1 K043
1 fobaBneHHbI K 3aWnM@poBaHHbIM AaHHBIM ANs obecnedyeHns MMUTO3aLWMNTbI.

KsannduuynposaHHbiii cepTudunkaTt K1t04a NPOBEPKMN 3/1IEKTPOHHOK NOANUCK
CepTudpmkaT K/toHa MPOBEPKM IMEKTPOHHON MOAMUCH, BbILAHHBI aKKPEAUTOBAHHbLIM YAOCTOBEPSIOWUM LIEHTPOM UK
JOOBEPEHHBIM JINLOM aKKPeAUTOBAHHOMO YAOCTOBEPSIIOWEro LeHTpa inbo defepasibHbIM OPraHOM  MCMOJTHUTESNbHOI
BJIACTUN, YNOJHOMOYEHHbLIM B Chepe UCMOsIb30BaHNS SEKTPOHHOR noanucu.

Kntou (kpuntorpadmyeckunii knroy)
KoHKpeTHOe cekpeTHOe COCTOsiHME HEKOTOPbLIX MapaMeTpoB aaropuTma Kpuntorpaduyeckoro npeobpasoBaHnst LaHHbIX,
obecneymBatowiee BbIOOP OfHOrO NpeobpazoBaHUsi M3 COBOKYMHOCTW BCEBO3MOXHbLIX [AJsi  AAHHOrO ajropuTMa
npeobpasoBaHuii.

Knio4 npoBepku 3nekTpoHHOW nognucu
VHuKanbHasi nocnefoBaTeNbHOCTL CUMBOJIOB, OJHO3HAYHO CBsiI3aHHAasi C  KJIOYOM  3NIEKTPOHHOW  mognucy u
npefHa3HayYeHHasl ANs NPOBEPKM NOAJUHHOCTU SNIEKTPOHHOW noanmciu.

Kniou 3J'IeKTp0HHOI7I noanmncun
VYHukanbHas nocnefoBaTeNbHOCTb CMMBOIOB, NpeaHa3Ha4Y€HHasa OANA Co34aHnA 3J'IEKTpOHHOI7I noanuncu.

Komnpomerauus kntouya
VTpaTa foBepusi K TOMY, 4TO MCMOJb3yEMbIE KoUK obecnednBatoT besonacHocTs nHdopmaruu. K cobbitusim, cBsizaHHbIM
C KOMMpOMEeTaUMel KNtoYell OTHOCATCS, BKJIKOYAs, HO HE OrpaHNyYUBasiChb, ClefyoLme:
1) MoTeps kNtOUEBLIX HOCUTENEIA.
2) ToTeps kitoHeBbIX HOCUTENEN C UX NOCAEeAYIOWM OBHAPYKEHUEM.
3) VYBonbHeHME COTPYAHUKOB, MMEBLUNX AOCTYN K KOYEBON MHAOpMaLmn.
4) HapyleHne npaBui XpaHeHUsl 1 YHUHTOXEHNS (MOC/IE OKOHYaHUsI CPOKa AEICTBUS) 3aKPLITOro Kito4a.
5) BosHukHOBeHMe nopo3peHuii Ha yTeuky MHPOPMALMK NN €€ NCKAXKEHME B CUCTEME KOH(UAEHLNANLHON CBA3M.
6) HapyweHue neyatu Ha celichbe C KNOHEBLIMU HOCUTENSAMN.
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7) Cnydam, Korga Hesb3st JOCTOBEPHO YCTAHOBUTL, YTO MPOM3OLLIO C KJHOHEBLIMU HOCUTENsIMK (B TOM HUC/IE Clyyau,
KOrAa KJIt0YeBOM HOCWTENb BbILIEN U3 CTPOSi U AOKA3aTeSIbHO HE OMPOBEPrHYTa BO3MOXXHOCTb TOrO, 4TO, JAHHbIN
hakT nponsoLuen B pesynbTaTe HECAHKLMOHNPOBAHHbLIX AeNCTBUIA 3N10yMbILLNEHHIKA )

Paznnuatorcs gBa BuAa KOMNpoMeTaLuum 3aKpbITOro Ktoda: siBHasi U HesiBHast. [epBble YeTbipe CODLITUS TPAKTYOTCA Kak
siBHas komnpomeTauus katodeii. Cnegytowine Tpu TpeDYIOT CneLnanbHOr0 PacCCMOTPEHNS B KAaXKAOM KOHKPETHOM CJlyyae.

KondumpgeHumnanbHoctb nudopmauun
CybbekTneHo onpegensiemasi (npunucbiBaemas) unHOpMaumMn XxapakTepucTuka (CBOCTBO), yKasblBatlowasi Ha
HEOBXOAMMOCTb BBEAEHUS! OrPaHMYEHNIE HA KPYT CYyDBEKTOB, UMEIOLWMX AOCTYN K AaHHOl nHdopMauum, n obecneynsaemas
CNocobHOCTLIO cucTeMbl (Cpesibl) COXPaHATL yKa3aHHY0 nH(OPMaLuio B TaliHe OT CyBBLEKTOB, HE NMEIOLLMX NOJHOMOY NI
Ha NpaBO JOCTyna K Heil.

KondumpgeHumnansHas nucopmaumns
JokymeHTupoBaHHas nHdopmMaums, 4OCTYN K KOTOPO OrpaHnYMBaeTCsl B COOTBETCTBUM C 3akoHogaTenscteom PO.

Opyras undpopmauus, Tpebyrowas 3awuTsl.

KoHTponb gocryna (ynpasnexmne gocrynom)
lMpouecc orpaHnyeHns AOCTyNa K pecypcam CUCTEMbl TONbKO PaspeLleHHbIM CyObekTaM uin obbekTam.

Kpuntorpacduyeckas 3awumra
3awmTa JaHHbIX NpY NOMOLLM KPUNTOrpadhmyecknx npeobpasoBaHnii JaHHbIX.

KpunTtonposaiigep
Peanusyetr dyHKUnM WndpoBaHns, BbIYUCIEHUS WMUTOBCTABKW, X3LMPOBAHWUS, CO34aHWS W MPOBEPKM MOANUCH,
reHepauum nosib3oBaTenbckux kitodeir. ObecnedmsaeT paboTy € CecCMOHHBIMM KOYamMu wndpoBaHus (reHepauus,
3KCMOPT/NMNOPT B 3aLULLEHHOM BUAE), 3aKPbITHIMUA 1 OTKPbITEIMU Katodamu 11 n obmena, BBOA KitoUel € KIIOHeBbIX
HOCUTENENA, 3alUNLLEHHOE XPAaHEHUE N YHUYTOXEHWE KIIlOYeil B onepaTusHol namsTu. Peanusyertcs kak bubnuoTteka,
AVNHAMUNYECKN 3arpy>Kaemasl B e4nHOe afpeCcHOe NPOCTPAHCTBO MPOLLECCa, UHNLIMUPYEMOrO NPUKNAAHON 3ajdadei.

KpunTtoppaiisep

Peannsyet dyHKUMKN WNpoBaHNS 1 BbIYUCAEHUA UMUTOBCTABKU, X3WMPoBaHus u nposepku nognucu. ObecneymsaeT
paboTy ¢ ceccnoHHbIMK Kato4aMu  wncppoBaHns (reHepaumsi, 3KCMOPT/MMMOPT B 3alyulLeHHOM BUAE), KJYamu
npoeepku I, 3dbeMepHbIMN 3aKPLITLIMU U OTKPLITBIMU KAHOY4aMu OBMeHa, 3alMLIEHHOE XPAHEHWE W YHUYTOXEHUE
Kto4eld B onepaTusHoii namsaATw. 3arpyxaetcs B agpecHoe npocTtpaHctBo sigpa OC. [llo cBoemy unTepdeiicy u
hYHKLMOHANBHBIM BO3MOXHOCTSIM KpUnTogpalisep obecneynsaeT BOSMOXHOCTW KpUNTOMNPOBalifepa 3a WCKOYEHUEM
dbyHKUMIA co3aaHNA 2AeKTPOHHON nognucy, paboThel C HOCUTENEM KItoUel, reHepaumn Katodeli nonb3osaTens. [ossonser
OpraHn30BbIBaTh WNQPOBaHME [AaHHBIX U NPOBEPKY LMMPOBO NOAMUCK Ha YPOBHE AApa OMNEPaLMOHHOV CUCTEMbI W
YCKOpUTbL KpunTorpachuyeckme onepauyunm C NOTOKOM AAHHbIX 33 CHET UCKAOYEHMA U3 npouecca obpaboTkn AaHHbIX UX
NEPECBISIKY C YPOBHS SiApa Ha YPOBEHb NPUIOXKEHMI 1 0BpaTHO.

KpunTtocepsuc
Mpouecc, 3anyckaemblii B cOBCTBEHHOM afpecHOM mpocTpaHcTee. KpuntocepBuc, Kak v KpUnTonpoBaigep, BbINMOSHSAET
BCe KpunTorpaduyeckne byHKLUN, BKIKOHAs reHepaLmnto KatoYeid nosb3osatens. KpnntocepBuc MoXeT MCnosib30BaThCs
HEeCKOJIbKUMU npoueccamu. Baanmogeiicteue kpuntocepeuca ¢ npoueccamu ocywectsasietcss no npotokosy RPC B
pPeXXnme pasgeneHnsa KJIANEHTOB. Kmoquaﬂ VIHdI)OpMaLl'VIFI C HOCUTeneld BCEX KJIMEHTOB KSLWNPYETCA B HECBOMUNPYEMYHO
4acTb afPECHOTrO NPOCTPAHCTBA KPUMTOCEPBUCA.

Kpuntorpacunyeckoe npeobpasosaHue
MNpeobpazoBaHue nHopMaLnm ¢ UCMObL30BaAHNEM KPUMTOrpacPuyeCcKnx asropuTMoB.

Jluuensnposanue B obnactu 3awutbl nHdopmaunm
JesatenbHOCTb, 3aKN0YaOWAsncs B Nepeaade Wam MojyyeHun npae Ha npoBeAeHue pabot B obnactm 3awuThbl
nHdopmaumu.

Meponpusatusa no 3awmre nidopmauum
CoBoKynHOCTb AeiicTBUi MO pa3paboTke U/nMau NpakTUHECKOMY NPUMEHEHUIO CNOCOBOB U CPEACTB 3alyuUTbl MHbopMaLui.

Meponpusatus no koHTponto 3hekTMBHOCTY 3aWmnThl nHhopmaumn
CoBOKYNHOCTL  AeCTBUA No pa3paboTke U/Wanm NpPakTUHECKOMY MPUMEHEHMIO CNOCODOB N CPEACTB  KOHTPOJIS
apdheKTUBHOCTY 3aWwnTbl HpOPMaLUN.
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MeTtka koHduaeHumnanbHOCTN
DieMeHT UHOpMaLMK, KOTOPLIA XapakTepu3yeT KOH(UAEHLNANBHOCTL NH(OPMaLIMK, COAepXKaLlelics B 0bbekTe.

Hapywurenb 6e3onacHoctu nudopmayun
Dusnyeckoe AnULo, CIYHaiHO WIN NpefHaMEpeHHo coBepluatoLlee AelicTBUS, CeACTBMEM KOTOPbLIX SIBASIETCS HapyLlueHue
6esonacHocTn nHdopMaunmn npu ee obpaboTke TEXHUYECKUMU CPEACTBaMMU.

Hapywutens npasun pasrpaHuyeHus pgocryna
CybbekT foCTyna, OCyLeCTBASIOWMNI HECAHKLMOHUPOBAHHBIT JOCTYN K UHpOpMaLun.

HekoppekTHbIi 3NEKTPOHHbI JOKYMEHT
DNEKTPOHHbBIA JOKYMEHT, He MpOLWeEAWNiA npouesypbl paclwuindpoBaHMsl LaHHbIX, MPOBEPKM 3JIEKTPOHHON nognucy,
KOHTpOAsi hopMaTa [OKYMEHTOB, a TaKXKE AOKYMEHT, UMEIOLWU NCKAXKEHUST B TEKCTE COODLLEHNS (HaﬂVI'-H/Ie CUMBOJIOB,
byke nau uudp B pacindpoBaHHOM (OTKprTOM) TEKCTe AOKYMEHTA, HE MO3BOJIAIOWNX MOHATb €ro CMbICJ‘I).

HenpeanamepenHoe Bo3geiictBue Ha nHgpopmauymio
Ownbka nonb3osaTensi, cOON TEXHMYECKUX W NPOrPaMMHbLIX CPeACTB UH(OPMALMOHHBIX CUCTEM, a TaKXe MpUpoaHoe
ABMEHNE UAWN WHOE HeueNeHanpaBfeHHOe Ha W3MeHeHne uHcpopmauun BO34eACTBME, CBA3aHHOE C (DYHKLMNOHUPOBAaHNEM
TEXHNYECKNX CPEACTB, CUCTEM UW C AEATENbHOCTLIO oAeli, NPUBOASLLNE K UCKAXKEHUIO, YHUHTOXKEHUIO, KOMMPOBAHMIO,
6MOKMPOBaHUNIO JOCTYyNa K MHAOPMaLMMN, a TaKXe K YyTpaTe, YHUUYTOXKEHUIO UAn cOoto OYHKLMOHUPOBAHUS HOCUTENS
nHdpopmaLmu.

HecaHkunonuposaHHoe Bo3geiicTBue Ha nHdopmaymio
Bozgelictene Ha 3awmwiaemyro MHMOPMaLMIO C HApPYLIEHWEM YCTAHOBMEHHbIX MpPaB U/WAu NpaBui Ha M3MEHeHue
nHpopMaLK, NPUBOASILLEE K NCKAXKEHWIO, YHUUYTOXEHNIO, BAOKMPOBaHMIO AOCTYNA K MHOPMaLMK, a TakxKe K yTpaTe,
YHUHTOXEHUNIO 1A OO0 (PYHKLMOHNPOBAHUS HOCMTENST MHAOPMALMN.

HecankunonunposanHbiii goctyn k undopmauyun (HCA)
I-IOJ'Iy‘-IeHVIe 3a|JJ'|/|LL|'aeMOVI IllHdDOpMaU'VIVI 3aNHTEPECOBAHHbBIM Cy6'beKTOM C HapyweHnem YCTaHOBJIEHHbIX NpPpaBOBbIMU
OOKYMEHTaMN N COBCTBEHHNKOM, BAagenbLem MHdOpMaLun Npas uan NpaBua AOCTyna K 3amwaemMoii nHdopmauum.

JocTtyn k nHdopmaumm, Hapywatowuii yCTaHOB/IEHHbIE NMPaBUIa Pa3rpaHMYeHnst SOCTYNa, C MCMOJb30BAaHUEM LUTATHbIX
cpencts, npepoctasnsiembix CBT wan AC. Tog wTaTHbIMKW CpeACTBaMN MOHUMAETCS COBOKYMHOCTb MPOrpaMMHOrO,
MUKPOMNPOrpaMMHOro u TexHuueckoro obecnedennss CBT uan asTomaTnsmposanHoii cuctemsl (AC).

Hocutensb unndopmauyun
Dusnyeckoe NULO UAU MaTepuasibHbill OOBEKT, B TOM 4ucie (PU3NYECKOe MoJie, B KOTOPbIX UH(OPMAaLMs HaxoguT
cBOe OTODpaxkeHue B BuUAE CUMBOJOB, ODpa30B, CUIHANOB, TEXHUYECKMX PELIEHUli U MPOLECCOB, KONMYECTBEHHbIX
XapaKTepucTnk husnyecknx BeanHmH.

O6bekT gocryna
EavHuua nHopmauoHHOro pecypca aBTOMaTU3NPOBAHHON CMCTEMbI, JOCTYN K KOTOPOUi pernamMeHTUpyeTcst npasuiamu
pasrpaHuYeHns JocTyna.

O6beKkT 3awnThI
Nudopmaumns unam Hocutens uHdopmaumm, uam MHAOPMALIMOHHLIA MNPOLECC, B OTHOLIEHWM KOTOPbIX Heobxoaumo
obecneunBaTh 3aWUTY B COOTBETCTBUM C NOCTABAEHHON Lienbio 3almnTel nHdopMaLmuu.

Nndopmaums, TexHuyeckme Cpeactsa M TexHONOrMsi ee 0bpaboTKu, B OTHOLEHWM KOTOPbIX Heobxogumo obecneumTb
besonacHoCcTb MHopMaymn.

O6paboTtka nHcopmauum
MNepegaya, npuem, xpaHerune, npeobpasoBaHune n otobpaxeHne nHdopmaumu.

OpraHnsauusa 3awmuTtsl nicpopmaymn
CopepxaHune v NopsaaoK aeicTeuii no obecneveHnto 3awmnTbl MHOPMaLMA.

OTKpbITbIA KNOY
KpunTorpaduyeckuii knto4, KOTOpbIii CBSi3aH C 3aKpbITbIM C MOMOLLbIO 0CODOr0 MaTEMaTWHeCKOro COOTHOLUEHUS.
OTKpbITBIA KAOY M3BECTEH BCEM APYrUM MOJMb30BaTENISIM CUCTEMbI W MpefHa3HaYeH A/t MNPOBEPKN SEKTPOHHOI
nognucu m pacwndpoBaHuns, NO3BOASIET ONPEAE/INTL aBTOPa MOANUCU U JOCTOBEPHOCTL 3JIEKTPOHHOrO JOKYMEHTa, HO
HE MO3BOJISIET BbIYUCAUTL 3aKPbITbIA KNto4. OTKPbITLIT KAOY CHUTAETCS NMPUHAANEXALLUM MOb30BATENO, €C/IN OH Dbl
3aperncTpupoBaH (cepTnduLmMpoBaH) yCTaHOBIEHHBIM MOPSLKOM.
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Maponb
WNpeHtudukatop cybbekTa foctyna, koTopblili siBnsieTcs ero (cybbekTa) cekpetom.

CekpeTHasi nHpopmauus ayTeHTudrKaLmm, obbIYHO NpeacTaBasitowas coboli CTPOKY 3HAKOB, KOTOPOIi [OJIXKeH obnagaTb
nosb30BaTeNb AN OCTYNa K 3alWLLEHHbIM AaHHbIM.

MnaHoBas cmeHa kJioYen
CmeHa KJIoYeid € YyCTaHOB/IEHHOW B CUCTEME MEPUOANYHOCTLIO, HE BbI3BaHHAs KOMMPOMETaUMe KtoYei.

MoGo4Hble 3N1EKTPOMArHUTHbIE U3JTyHEHUS1 U HAaBOAKN
DJIEKTPOMArHUTHBIE U3YYEHUS! TEXHUYECKUX CPeAcTB obpaboTkm uHpopmauun, He NpeaHa3HayeHHble s nepefadu,
npueMa Uanm npesHamMepeHHOro UCKaXKeHUs MHPOPMALMK, @ TaKXKE HABOAKM OT TEXHMUYECKMX CPEACTB B OKPY>KaOLLNX
npeameTax.

HexxenaTtenbHble N31yHeHNA N HaBOAKW, NPOABAANOLWLMNECA B BUAE I'IO60‘-IHbIX, BHEMOJIOCHbLIX, WYMOBbIX N HaBOAUMbIX
CUTHaNoB, NOTEHUNANBHO 06p33nyLLI,VIX HEKOHTPOJINPYEMbIE KaHaJibl YTEHKN KOHdDVIp,eHU'VIaJ'IbHOIZ VIHCbOpMaLI,VII/I.

Mobo4Hoe 31eKTPOMArHMTHOE u3lnyyeHune
HexxenatensHoe nHhopMaLnoHHOe 31eKTPOMArHUTHOE U3MyYeHne, BO3HUKAIOLLEE B PE3YIbTaTe HEMHERHbIX MPOLECCOB B
SNEKTPUYECKUX Lensix npu obpaboTke nHopMaLmny TEXHUHECKUMI CPEACTBAMUN 1 NPUBOASLLNE K YTEUYKE MHpopMaLun.

MNonb3osatens (norpebutens) nHdopmauynn
CybbekT, obpaluatomiics K NHPOPMALMOHHOR CUCTEME UK MOCPEAHMKY 32 NOJyHeHUEM HeoDXoAMMOl eMy nHdopMaLun
1 NOJb3YHOLWNIACS eto.

CybbekT, nonbsytowmiics nidopmaLmeii, nonyyYeHHol OT ee COBCTBEHHUKA, BAaAe/bLA MW NOCPEAHNKA B COOTBETCTBUN
C YCTaHOBJ/IEHHBLIMY MpPaBaMu 1 NpaBuIaMu JOCTyna K nHdopmaumm ambo ¢ ux HapylueHnem.

MonHomMouHbIV NpeacTaBuTENb OpraHu3auumn
MpencraButens opraHnm3auuu M3 HUCAA MNEPBLIX AODKHOCTHBLIX JiML, B COOTBETCTBUM C YCTAaBHbIM [OKYMEHTOM WJN
NMEOLLNA COOTBETCTBYIOLLYIO JOBEPEHHOCTb.

MpaBuno pocrtyna k 3awuuiaemoin nHdopmauun
CoBOKYNHOCTb MPaBW, pernaMeHTMPYIOLMX NOPSIAOK U YCIOBUS JOCTYNa K 3alULLAEMO UHOpMaLun 1 ee HOCUTENSIM.

Mpaeuna pa3srpanunyenus gocryna (MPAQ)
CoBOKYNMHOCTb MpaBuJl, perfamMmeHTUpYIoWUX NpaBa AoCcTyna CybbekToB fOCTyna K obbekTam JocTyna.

MpaBo gocryna k 3awwmuiaemoii nucpopmauymn
CoBOKYNHOCTb MpaBui  JOCTyNa K 3awuwiaemMoin nHEOPMaunm, YCTaHOBAEHHbLIX MPAaBOBbIMU LOKYMEHTaMu Un
CcobCTBEHHMKOM, BhagesbLeM nHopmMauun.

MpoBepka 3NeKTPOHHOI NOANUCU AOKYMEHTa
MpoBepka COOTHOLIEHUS, CBA3LIBAIOLLErO X3LW-PYHKLMIO AOKYMEHTA, MOAMNNCH MO4 3TUM LOKYMEHTOM U KIOY NPOBEPKU
3NIEKTPOHHOI MoANMCY NognucasLwero nosb3oeaTens. Ecam paccmatprBaemoe COOTHOLWEHME OKa3bIBAETCS BbIMOJHEHHbIM,
TO MOANUCb NPU3HAETCS MPaBWIbHOW, a CaM [AOKYMEHT - MOAJIMHHbIM, B MPOTUBHOM CJiydae [AOKYMEHT CHMTaEeTCs
N3MEHEHHbIM, a MOAMNUCH NOZL HUM - HefeNCTBUTENLHOIA.

Pasrnawetue
HecaHkymoHnposaHHoe poeeferune 3awmuwiaemoli nHcpopMaymm fo noTpebuteneid, He nMeOWMX Npaga JOCTyna K 3TON
nHdopmaumu.

PacwudposaHue gaHHbIX
Mpouecc npeobpasoBanus 3aWNdPOBaHHBIX AAHHBLIX B OTKPbIThIE AaHHbIE NPy noMoum wudpa.

PernamenTtauns
Cnocob 3awmTbl nHdopMaumm B npouecce (PyHKUNOHMPOBAHUS CUCTEMbI MEPOMPUSATUIA, CO3AAIOWMUX TaKUE YCIOBUS
nepepa60TKV| 3aWnaemMblX aHHbIX, NP KOTOPbIX BO3MOXXHOCTUN HECAHKLMOHNPOBAHHOIO ,D'OCTyI'Ia CBOAATCA K MWHNMYMY.
CunTaetcst, yto ans 3dpheKTUBHON 3aWNTbl HEOBXOAMMO CTPOro periaMeHTMPOBaTb 34aHUS, NMOMELLEHUS, pa3MeLLeHne
annapaTtypbl, opraHusauuto n obecnedeHne paboTbl BCEro nepcoHasna, CBA3aHHOrO ¢ obpaboTKoil KoHMAeHLMaNbLHO
nHdpopmaymu.

CaHkumoHNpoBaHHbI A0CTyn K uHdopmauumn
Hoctyn k nHdopmaummn, He Hapywatowuii Npasmaa pasrpaHnyeHnst 4ocTyna.
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Ceptudumkar 3ainTtbl
JoKyMeHT, yaocTOBepsItOLLMiA COOTBETCTBME CPEACTBA BbIMUCAUTENLHOW TEXHUKW WM aBTOMAaTU3MPOBAHHON CUCTEMbI
Habopy onpefeseHHbIX TpeboBaHWA MO 3alUTe OT HECAHKLMOHWPOBAHHOrO AOCTyNa K WHAOPMaLMM 1 AAOLLNA NpaBo
pa3paboTyuKy Ha MCNOJb30BaHNe 1/UaNM PacNpPOCTPAHEHNE NX KaK 3aLUULLEHHbIX.

Ceptudmkar Kklo4a NpoBEPKU 37EKTPOHHOW nognucu
DJIEKTPOHHbLIN  AOKYMEHT WAW [OKYMEHT Ha OyMa>kKHOM HOCWTENE, BbIJaHHbLIE YAOCTOBEPSIOWMUM LEHTPOM nubo
[OBEPEHHBbIM JINLOM YOOCTOBEPSIIOLLErO LEHTPA U MOATBEPXKAAOLLME MPUHAANEXKHOCTb KKOHa MPOBEPKMN SEKTPOHHOINA
noanucy Baagesbly cepTudukaTa Kako4a NMpoBEPKM 3JEKTPOHHON Nognucu.

Ceptudukart oTKpbITOro Knto4a
CepTudmkat k/to4a MPOBEPKM 3SAEKTPOHHOW mognucy uanm wudppoBaHNS MNPesCTaBASeT CODO CTPYKTYpUpPOBaHHYHO
aBonyHyto 3anuck B popmate ASN.1, cocTosiuyyto us:
® IMEHN cy61>eKTa nnn O61:eKTa CUCTEMbI, OOQHO3HA4YHO VIp,eHTI/ICbVIU'VIpyIOLLI'erO €ro B CUCTEME,
® OTKPBITOrO KJto4a CybbekTa nnm obbekTa cucTemsl;
® [IOMNOJIHATENBHBLIX aTpMbYTOB, onpeaensieMbix TPeDOBaHNAMMN NCMOMBb30BaHMS CEPTUNKATA B CUCTEME;
e O VspaTens (VYpocToBepsitowero LeHTpa), 3aBepsitoleil COBOKYNHOCTb 3TUX AaHHbIX.

®Popmart ceptudukata onpeaener B pekomengauusx I TU-T X.509 n pekomengaumsix IETF RFC 5280. B nacTosiuiee Bpems
OCHOBHbIM MPUHATLIM DOPMATOM SBsieTC PopMaT Bepcumn 3, NO3BOAAIOWMI ONpeaennTs fonosHeHns (extensions), ¢
MOMOLLbIO KOTOPbIX Peann3yercs onpegeneHHasi noanTuka b6esonacHoCcTy B CUCTEME.

Ceptudukar coorBercTBus
JoKyMeHT, BblgaHHbIA MO NpaBuaamM CUCTEMbI CEPTUUKALMN /1S NMOATBEPXKAEHUS COOTBETCTBUS CEPTUCULPOBAHHOI
NPOAYKLUNMN YCTaHOBNEHHLIM TpeboBaHUAM.

CekpeTHblit (3aKpbITbI) KAtOY
Kpuntorpadudeckuii ko4, KOTOpbIii XPaHUTCS NOJIb30BaTeNeM CUCTeMbI B TaiiHe. OH Ncnosb3yeTcs Ast WindpoBaHuUs.

Cucrema 3awutbl nHdopmavmn
CoBOKYMHOCTb OpraHoB W/unu UCNoaHUTENEN, UCMONb3yeMasi UMMU TEXHUKA 3alinTbl MHPOPMaLMK, @ TakKe ODBLEKTHI
3alWNTLI, OpraHNW30BaHHble U (DYHKLMOHMPYIOWME NO MNPaBWUIaM, YCTaHOBIEHHLIM COOTBETCTBYIOLMMU MPABOBbLIMY,
OpraHN3aLNOHHO-PACNOPSAANTENBHEIMU N HOPMATMBHBIMU JOKYMEHTaMN MO 3awmTe nHdopmMaumu.

Cucrema 3awutbl uncopmauun ot HCJ,
KOMI'IJ'IeKC OPraHn3auNoOHHbIX Mep N NPOrpaMMHO-TEXHNHECKNX (B TOM 4ucne KlenTorpa(bmquKmx) CpencTB 3aWnTbl OT
HECAHKLUMNOHNPOBAHHOIoO AOCTyNa K I/IHd:)OpMaU'VIVI B aBTOMaTU3NPOBAHHbLIX CUCTEMaAX.

CnyxebHast 1 kommep4eckas TaiiHa
NHdbopmaums cocTaBnsier cay>ebHyto nam KOMMEPYECKYIO TaiiHy B Clydae, Korga MHgopMaLms UMeeT AeliCTBUTENbHYIO
WY NOTEHLMAJBHYIO KOMMEPYECKYIO LLIEHHOCTb B CUJTy HEM3BECTHOCTM €€ TPETLUM JIMLAM, K Hell HeT cBobogHoro gocTyna
Ha 3aKOHHOM OCHOBaHuM, U obnagaTtesnb MHGOPMALMKN NPUHUMAET Mepbl K OXpaHe ee KoHdugeHumansHoctu. CeegeHus,
KOTOPbIE HE MOTFYT COCTaB/SITb C/YXXEDHYIO MM KOMMEPHECKYIO TaiiHy, ONpefensitoTcs 3aKOHOM W WHbIMW MPaBOBbLIMU
aKTamu.

NHdopmaumsi, coctaBnsitowas CayxebHyo nam KOMMEPHECKYK TaliHy, 3aluliaercs crnocobamu, npesycMOTpeHHbIMU
[NpaxxgaHckum kogekcom PP n apyrumu 3akoHamu. Jluua, HE3aKOHHBIMM METOZAMU MONYHUBLUNE UHOPMALMIO, KOTOPast
COCTaBNSIET CNY>KEDHYIO MM KOMMEPYECKYIO TaliHy, 0bsi3aHbl BO3MECTUTL NpUYnHEHHble YObITKN. Takast ke 0bsi3aHHOCTb
BO3J1araeTcsi Ha PabOTHUKOB, Pa3riacMBLUNX CY>XEDHYIO AN KOMMEPHECKYIO TaliHy BOMPEKU TPYLOBOMY LOrOBOPY, B TOM
4YUCe KOHTPAKTY, N Ha KOHTPAreHTOB, CAENABLUMNX 3TO BOMPEKU FPaXKJaHCKO-NPAaBOBOMY 4OrOBOPY.

CobcrBeHHnK nHdopmarmn
CybbekT MHPOPMALNOHHBIX OTHOLLEHWIA, 0BNaAAIOLLNIA IOPUAUYHECKUM MPABOM BIALEHUS, PACNOPSKEHUS N NOJb30BAHUS
nHpopMaLmoHHbiM pecypcom. HOpuandeckoe npaBo BlafeHUsi, PacrnopsiKeHWst N MOJb30BaHUA WUH(OPMALNOHHbBIM
PECYPCOM MPUHAANEXUT ANLAM, MNONYYUBLWINUM 3TOT UHGOPMALMOHHBLI Pecypc Mo HacnencTey. ABTOpaM OTKPbLITWIA,
M300peTeHNiA, HAyYHO-TEXHNYECKMX Pa3paboToK, paunOHaNN3aTOPCKUX MPEeaJIOKEHNA W T.A4. NPUHALIEXMUT NpPaBo
BJIAEHNS, PACMOPSKEHUS N NOAb30BaHUS NH(OPMALNER, NCTOYHUKOM KOTOPOU OHW SIBASIOTCSA.

CybbekT, B NMofHOM ObbeMe peanusyrolnii NOJHOMOYMS BIALEHUS, MOMb30BAHUS U PACMOpsKeHUst MHpopMaLumein B
COOTBETCTBMMN C 3aKOHOAATENIbHLIMU aKTaMMu.

|'Op|/|,£l,|/|‘-|€CKO€ nnn dDVIBVI‘-IeCKOG nnyo, snajgeroulee I/IHdDOpMaLI,VIeﬁ B COOTBETCTBUU C 3aKOHOM O COBCTBEHHOCTMU.

Crpanunua 12 n3 38



XKTAN.00101-01 91 01. Kpuntollpo CSP. PykosoacTteo agmuHuctpatopa besonacHoctu. Obwas vacte

Cnocob 3awuTbl nHcopmavmn
Mopsifok v npaBuia NpUMEHEHUS ONpPEeAeeHHbIX NMPUHLUMNOB N CPEACTB 3aLMThl UHOPMaL N,

Cnocobbl HecaHKLMOHMPOBAHHOIO AOCTYNa
Mpuembl n nopsagok AelicTenii ¢ uenbio nonyyeHus (LOBbIBAHNS) OXpaHAEMbIX CBEAEHWUIA HE3aKOHHbIM nyTem. K Hum, B
TOM 4MCNIE, OTHOCATCS:

MHULMATUBHOE COTPYAHNYECTBO (NpeaaTensCTBO, M3MEHa).

cknoHeHne (NpuHy>xaeHue, nobyxaeHune) K coTpyaHmuyectsy (MOAKYM, WaAHTaX);

NOAC/NYLINBAHME MEPErOBOPOE;

HE32KOHHOE O3HAKOMJIEHUE;

XULLEHNE;

nogzenka (mopmdukaums);

yHUUTOXEHME (nopya, paspylueHue);

HE3aKOHHOE MOAKJIIOYEHNE K CUCTEMAM U JIMHUAM CBSA3UM U nepeaadn nHdopmMauum;

nepexsBaT akyCTUHECKUX U 3JIEKTPOMArHUTHBIX CUrHANOB;

BU3yanbHoe HabniogeHue;

doTorpaduposaHue;

cbop 1 aHann3 JOKYMEHTOB, NMyBIMKALNI N NMPOMbILLAEHHBIX OTXOLOB.

K ocHoeHbIM cnocobam HC/[ otHocsTcs:
® HenocpenCcTBEHHOe obpalleHne K obbekTam [OCTyna;
® CO3JaHMe NPOrpaMMHbIX N TEXHUYECKNX CPEACTB, BbIMOMHSOWMX obpalleHne K obbekTam gocTyna B obxog cpeacts
3aLWunThl;
MoandmKauus CpeacTs 3awmnTsl, nossonstowas ocywectsuts HC/J,;
BHeapeHne B TexHudeckue cpeactBa CBT unu AC nporpaMMHbIX WM TEXHUYECKUX MEXAHU3MOB, HapyLUAKOLLMX
npegnonaraemyto ctpykTypy u pynkuun CBT unun AC n nossonsitowmx ocywectsuts HCA.
CpepactBa BbIYNCANTENBHON TEXHUKU
COBOKYMHOCTb MPOrpaMMHbIX 1 TEXHUYECKUX 3IEMEHTOB CUCTEM 0BpaboTKM AaHHbLIX, CMOCOBHBLIX OYHKLMOHNPOBaTL
CaMOCTOSITENIbHO WM B COCTaBE LPYruX CUCTEM.

CpepcrtBo 3awutbl nHgopmauum
TexHnuyeckoe, NporpaMMHOe CPeACTBO, BELLECTBO U/MNU MaTepnas, NpeAHa3HaYeHHbIE UK NCMONb3YeMble As 3aLUNThI
nHcpopmaLmu.

CpeactBo 3awWmThl OT HECAHKLMOHUPOBAHHOIO A0CTynNa
[MporpaMmHoe, TexHWYEeCKoe WM NPOrpaMMHO-TEXHUYECKOE CPeLCTBO, MpeAHasHAuYeHHOe ANs NpPefoTBpalleHns Uawn
CYLLLECTBEHHOIO 3aTPYLHEHUSI HECAHKLMOHNPOBAHHOIO AOCTYNa.

CpeactBo kpuntorpadumyeckoii 3awntbl nHopmauum
CpeacTBO BbIYUCAUTENBHON TEXHUKM, OCYLIECTBAsOWEE KpunTorpaduyeckoe npeobpasosaHume wHdopmauum ass
obecneveHns ee besonacHocTy.

CybbekT goctyna
Jlnyo vau npouecc, AeiiCTBUS KOTOPOro PeraamMeHTUPYIOTCS NpaBUIaMn pasrpaHnyeHnst 4OCTyna.

CybbekT MH(pOpMALMOHHBIX OTHOLLEHWA
Ddusnyeckoe UM topugnyeckoe anuo, obnagarouiee ONpeAeneHHbIM MPaBOM MO OTHOLIEHWIO K WH(OPMALUOHHOMY
pecypcy. B 3aBucumocTu oT ypoBHS NOAHOMOYMIE CYOBEKT MHGOPMALNOHHBIX OTHOLUIEHUT MOXET OblTh WCTOYHWUKOM,
COBCTBEHHUKOM, BlageNbLeM Wian nojib3oBaTesieM nHdopmaumm.

Texnnyeckoe cpencrso obpabotkn nndopmauunn
TexHnyeckoe CpeacTBo, nNpeaHasHa4eHHOE ANnd npunemMa, HakonaeHns, XpaHeHns, noncka, npeo6pa3osava, OTO6pa)KeHVIﬂ
n nepegayn I/IHd)OpMaLI,I/IVI Nno KaHasnaM CBA3W.

Yrpo3a besonacHocTn
COBOKyI'IHOCTb yCJ'IOBI/Iﬁ n CbaKTOpOB, CO34aoWNnX ONaCHOCTb XXU3HEHHO Ba>XHbIM WMHTEPECAM JINHHOCTWH, O6IJ.I,ECTBa n
rocygapcraa.

YpocToBepsilowmii LEHTP
UeHTp ynpaBneHusi OTKPbLITbIMU KJIKOYaMU W KJAOHaMU  MNPOBEPKM 3JIEKTPOHHON MNOANMWCM B COOTBETCTBUW C
pekomeHgaumamm X.509 B yacTn ncnonb3oBaHms cepTudUKaTOB OTKPLITLIX KJIOYENA.
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YHuutoxeHue uigopmauum
[HelicTBne, B pesynbTaTe KOTOPOro WHOpMaLuMsi nepectaeT hU3NYECKU CYLLEeCTBOBAaTb B TEXHUYECKUX CPencTBax ee
obpaboTku.

YnpasneHnue kato4amu
Cozpanue (reHepaums) Kitouel, UX XpaHEHWE, PacnpocTpaHeHuwe, yaaneHne (YHUHTOXKEHWE), YHeT W MPUMEHEHWE B
COOTBETCTBUM C NOJINTUKO BesonacHocTu.

YTeuka ungopmayum
HekoHTponnpyemoe pacnpocTpaHeHue 3awuiiaemMoi nHpopMaL My B pesysibTaTe ee pa3rialleHuns, HECAaHKLMOHMPOBAHHOIO
JocTyna K nHdopMaLmUm 1 NoyYeHnst 3auLLaeMoi MHpOPMaL MK pa3BesKoil.

HenpaBomepHblii Bbixog KoHpMAEHUMANLHOW UHOPMaLUKU 33 Npeenbl OpraHM3aunmm WM Kpyra Juy, KOTOPbIM 3Ta
uHcpopmaLus foBepeHa.

DyHKLMA X3WNPOBaAHUA
3akt04aeTCca B CONOCTAB/IEHNIN NMPON3BOJILHOMO Habopa AaHHbIX B BUAE MOCAEL0BATENBHOCTY ABOMYHbLIX CUMBOJIOB 1 €ro
obpa3a (buKCUpOBaHHOW HEDOMBLLIOA AAMHBI, YTO MO3BOJISIET WCMOJL30BaTh 3TY (PYHKLUMIO B MPOLEAYPax 3JEKTPOHHOI
noANUCA AN COKPALLEHNSI BPEMEHN NOANUCK 1 NPOBEPKM nognucu. dhekT CoKpalLeHnst BpEMEHN JOCTUMAETCS 33 CYET
CO34aHNs NMOANUCK TONILKO Mog 0bpa3oM MOoAnNMCbIBaeMoro Habopa gaHHbIX.

LlenoctHocTb undopmayumn
CI'IOCO6HOCTb cpencTea BbIYUCNTENBHOW TEXHUKWU WUAN aBTOMaTVI3VIpOBaHHOI7I CNCTEMDI O6ec|'|e‘-IVIBaTb HEN3MEHHOCTb
nHdopMaLn B YCNOBUSIX CIYHaliHOrO U/nin NpesHaMepeHHOro nckaxkeHus (paspyLueHus).

CBOIACTBO MHOPMALMN, 3aKNIOHAIOLLEECS B €€ CYLUECTBOBAaHUN B HEMCKAaXKEHHOM Buge (HEM3MEHHOM MO OTHOLUEHWIO K
HEKOTOPOMY (PUKCMPOBAHHOMY €€ COCTOSIHIIO).

Llensb 3awymtbl undopmavun
3apaHee HaMeudeHHbIi pe3ynbTaT 3awmnTbl uHopmauun. Uenbio 3awmtel nHopmauun MoxeT bbITh NpegoTBpalleHue
yuwepba cobCTBEHHMKY, BlaAesbLy, NOMb30BaTENO MHOPMALMN B Pe3y/ibTaTe BO3MOXHOMN yTeuku uHdopmauum u/unnu
HECAHKLNOHNPOBAHHOTO U HENpPeAHAMEPEHHOrO BO3LEACTBUS Ha MH(OPMALMIO.

Uensmn sawmutel senstoTcs:

® MpefoTBpaLLEHNE YTEUKMN, XULLEHNS], YTPaTbl, UCKAXKEHUS, NOAJENKN MHOPMALMU;

e npefoTBpalleHne yrpos Be3onacHoCT NMYHOCTM, OBbLLeCTBa, rocyAapcTBa;

® NpefoTBpaLLEHNE HECAHKLMOHUPOBAHHBIX AEACTBUIA MO YHUUYTOXKEHNIO, MOANGUKALUN, NCKAXKEHNIO, KOMMPOBAHWIO,
6nokupoBaHuo nHpopmauuu;

e npefoTBpalieHne apyrux opM HE3aKOHHOrO BMELIATENbCTBA B WH(POPMALMOHHbBIE PECYpChbl N MHPOPMALMOHHbIE
cucTeMbl, obecneyeHre NPaBoBOro peXKMMa AOKYMEHTUPOBAHHON MHGOPpMaunmn Kak obbekTa cobCTBEHHOCTY;

® 3aLMTa KOHCTUTYLMOHHBLIX MPaB rpaK4aH Ha COXpaHeHWe NNYHOW TaliHbl W KOH(DUAEHUNANBHOCTU NEePCOHANBbHBIX
JAHHbIX, VMEIOLNXCS B NHCPOPMALMOHHBIX CUCTEMaX, COXPaHEHUE roCyfapCTBEHHON TaiiHbl KOH(UAEHLMANBEHOCTY
[OKYMEHTUPOBAHHOW MHOPMaLUK B COOTBETCTBUU C 3aKOHOAATEILCTBOM;

e obecneyeHue npaB CybbLEKTOB B MH(OPMALMOHHBLIX MpoLeccax M npu pa3paboTke, NpPoU3BOACTBE W MPUMEHEHUN
MH(DOPMALMOHHBIX CUCTEM, TEXHOOMU 1 CPEACTB Ux obecnedyeHus.

Windp
CoBOKyNHOCTb 0OpaTUMbIX Npeobpa3’oBaHni MHOXXECTBA BO3MOXHbLIX OTKPbITbIX AaHHbIX HA MHOXECTBO BO3MOXKHbIX

BaLIJVICprBaHHbIX OAHHbIX, OCYLLECTBAAEMbIX NO ONpeneneHHbIM NMpaBuaaM C NPpUMEHEHNEM KOYeEN.

LLincdposanue
Mpouecc 3awndposatns uam pacwndposBaHms.
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E Knitoy 3awmndpoBanmns E Kntou pacwndpposanns

ABC CK3K BAO CK3U
MCXOAHI:WI TekeT
WCXOAHLIN TeKCT 3aumcbposaum=m TeKeT

3awundposaHue PacwmdposaHue

Pucynok 1. LLIndpposatue nHdopmaymm

LLIndposatne wnHopmaLuum — B3aUMHOOZHO3HAYHOE MaTemaTuueckoe (KpunTorpacduyeckoe) npeobpasoBaHue,
3aBucsilee OT ktoda (CekpeTHbIi napameTp npeobpasoBaHWs), KOTOPOe CTaBUT B COOTBETCTBME BSOKY OTKPbITOI
nHdopmaumn, nNpeacTaBieHHON B HeKOTopol uudpoBoii koampoBke, 60K wWndpoBaHHOl WHDOPMaLWK, Takxe
npeacTasaeHHol B LudpoBoin koaupoBke. TepmuH wndposaHne obbeauHseT B cebe asa npouecca: 3alwmdposaHme 1
pacwudpoBaHmne nHcdopmaumn.

Ecnu sawundposaHue n pacwmdpoBaHne OCyLWECTBASIIOTCS C UCMONb30BAaHMEM OLHOMO W TOTO XK€ KJOYa, TO TaKoii
aNropuTM KpUnTorpacnyeckoro Npeobpas’oBaHs Ha3bIBAETCS CUMMETPUYHBIM, B MPOTUBHOM C/TyHae — aCUMMETPUYHbIM.

MpounTtaTh 3awmndposaHHoe coobuieHne (MHMOPMALNIO) MOXET TOJBKO MOSb30BATENb, UMEKOLNA TOT XKe 3aKpbITblii
KoY WwndpoBaHus.

LLundposarne fokymeHTOB (TEKCTOB)
MpeobpasoBatune opMbl UCXOAHbIX (OTKPbLITBIX) TEKCTOB COODLLEHMI TakuM 0BpasoM, HTO WX CMbICA CTaHOBUTCS
HEMOHATHBLIM A5 NobOro nua, He BAAAEHOLLErO CEKPETOM 0bpaTHOro nNpeobpasosBaHus.

LLindpoBanbHble cpeacrTea
K wudposanshbim  (kpunTorpacuyecknm) cpeacteam (cpefctBam  Kpuntorpadnyeckoll 3awutbl  MHopmaumn),
BKJIOYAst JOKYMEHTALMIO HA 3TN CPELCTBA, OTHOCATCS:

1) cpeactea wndpoBaHus —  annapaTHble, NPOrpaMMHbIE M MPOrpaMMHO-annapaTHble  LINpPoBabHbIE
(kpunTorpaduyeckne) cpeacTea, peanusyloLime anropuTMbl KpunTorpacnyeckoro npeobpasosaHus uHdopmaumn
OJ151 OFpaHNyYeHnst JOCTyNa K Hell, B TOM Yucne npu ee xpaHenuu, obpaboTke n nepegadve;

2) cpegcrea VUMNTO3ALWNTI — annaparHble, nporpaMMHsble " nporpaMMHo-
annapaTHble wndposanbHble (kpunTorpaduueckmue) cpeactsa  (3a  WUCKAKOYEHUEM CpeacTe  wudpoBaHus),
peanusytowmne anropuTmel Kpuntorpacuyeckoro npeobpasosaHust nHOPMaLUM A4S €e 3alunUThbl OT HaBA3bIBAHWS
NIOXKHOU nHbopMauun, B TOM 4YuCie 3auuTbl OT MoanduuMpoBaHus, ANns obecrnedyeHust ee [OCTOBEPHOCTU W
HEKOPPEKTUPYEMOCTMN, a TakKe obecreyveHnsi BOSMOXHOCTM BbISIBIEHNST U3MEHeHWiA, umutauumn, dpanscudukamymum
uau mogmduLMposaHns uHdopmMaLmun;

3) cpepcTBa 3NeKTPOHHOI nognucy;

4) cpeAcTBa KOAMPOBaHWS — CpeACTBa LNPPOBaHWS, B KOTOPbIX 4acTb KpunTorpaduyeckux npeobpasosaHuii
MHd)OpMauMM OCYLLECTBNAETCA C NCMOJIb3OBAHUEM PY4HHbIX Oﬂean'VIﬁ nnanm C NCNONb30BaHNEM aBTOMATU3NPOBAHHbIX
CpeacTs, NpeaHa3Ha4Y€HHbIX OANSA BbINOJHEHUA TaKUX orlepau,Vl|7|;

5) cpefcTBa M3rOTOBMIEHWS KIKOYEBLIX [OKYMEHTOB — anmnapaTtHble, MPOrpaMMHbIE, MPOrpaMMHO-annapaTHble
wundppoBanbHble (KpunTorpaduyeckne) cpefctsa, obecneqmBaloWMe BO3MOXKHOCTb W3rOTOBAEHWS  KIHOYEBbIX
JOOKYMEHTOB A/t LunchpoBanbHbix (KpunTorpachuyecknx) CpefcTs, He BXOAsILLME B COCTaB 3TUX WMGPOBASLHBIX
(kpunTorpadmyecknx) CpeacTs;

6) KNto4eBble OOKYMEHTbl — 3N1IEKTPOHHbIE OOKYMEHTbI Ha J'HO6b|X HOCUTENSAX VIHd:)OpMaU'VIVI, d TaKXXe ANOKYMEHTbI Ha
ByMaxHbIX HOCUTENSIX, cofepxalume KJTHOYEBYHO nHdopMaLmto OrpaHNYeHHOro Joctyna
ans kpuntorpaduyeckoro npeobpasosaHus vHMOPMaLUN C UCMONL30BAHMEM aNrOPUTMOB KPUMNTOrpadnieckoro
npeobpazosatus uHdopmauun (Kpuntorpaduyeckunii ko4) B WpoBanbHbIX (KpUnTorpachuyecknx) cpescTsax;

7) annapaTHble wudpoBanbHble (KpunTorpaduyeckne) cpescTtBa — YCTPOWCTBA M WX KOMMOHEHTbI, B TOM
4ncne Coaepxallue K4YeByto nHgopmaumio, obecneynsarolne BO3MOXHOCTL npeobpasosanuns uHdopMaLun B
COOTBETCTBUU C aAropuTMamu Kpuntorpacmnyeckoro npeobpasosanust nHdopmauny 6e3 ncnosb30BaHNs NPorpamMm
OJ151 SNIEKTPOHHbBIX BbIYNCAUTENBbHBIX MALUUH;
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8) nporpammHbie wudposanbHble (KpunTorpauyeckne) CpescTBa — NPOrpaMMbl 415t SJEKTPOHHBIX BbIHUCINTENbHbIX
MalWMWH M WX 4acTu, B TOM YWUC/e COAepXaliune Ko4YeByto UHGopMaLumio, obecneynBarolime BO3MOXHOCTb
npeobpasoBaHusi uHdOpMauUMM B COOTBETCTBUM C aAroputMamu  Kpuntorpadpmyeckoro npeobpasosaHust
nHcpopmauum B NporpaMMHO-anmnapaTHbIX wndpoBanbHbIX (kpunTorpaduuecknx)
cpeacTBax, MH(MOPMALNOHHBLIX CUCTEMAX U TEJEKOMMYHUKALMOHHBLIX CMCTEMAX, 3alLULLEHHbIX C UCMONb30BaHNEM
winppoBanbHbIX (KpUNTorpadpuHecknx) Cpeacrs;

9) nporpamMmHo-annapaTHble WudpoBanbHble (KpunTorpacdhuyeckne) cpeacTBa — YCTPOACTBA WU WX KOMMOHEHTHI
(32 unckntoveHneM MHGOPMALMOHHBIX CUCTEM N TENEKOMMYHWUKALMOHHBIX CUCTEM), B TOM YUCIE COfepaline
KJlOYeBYt0 MHdopMauuto, obecnedmparowme BO3MOXKHOCTL Npeobpa3oBaHus UHGOpPMaUUM B COOTBETCTBUU C
anropuTMamu KpunTorpacu4eckoro npeobpasosaHus nHdopMaLmm C NCNOIbL30BAHMEM NPOrPaMM AJiS SJIEKTPOHHbIX
BbIYMCIUTENbHBIX MALUWH, MPeAHA3HAYeHHbIX A/l OCYLLEeCTBJEHUs 3TuxX npeobpa3oBaHuii uHdopMaumu uam ux
YyacTu.

LLndpyrowan cairnosas cucrema
@aiinosas cucrema, nossonsitolas obecnednsath KpunTtorpaduyeckyto 3awuty daiina (wudposaHue) He3aBUCUMO OT
Apyrunx CbalzﬂoB C BO3BMOXXHOCTbIO €ro USMEHEHNA HE3ABUCUMO KaXXKAbIM U3 AONYLEHHbLIX K HEMY Nno/sib30BaTeJIEN:

DnekTpoHHas noanucb
NHdopmauns B 3snekTpoHHOU dhopMe, KOTOpasi NpucoefuHeHa K Apyroli uHgopMauuu B 3SNEeKTPOHHOW dopme
(nognunceiBaemoii uHopmaunm) uam vHbiIM 0bpasoM CBsi3aHa C Takol uHdopMaLueld n KoTopasi UCMOb3YeTCst As
onpeaeseHnst nLa, NoAnucbIBatoLWero nHdopmaumio

Januble, pgobaensiemble K 670Ky [faHHbIX MOJlyYeHHbIE B pe3ynbTaTe €ero Kpuntorpacuyeckoro npeobpasosaHus,
3aBucswero ot katoda Il u bnoka gaHHbIX, KOTOPbIE MO3BONSIOT NMPUEMHUKY AAHHbLIX YAOCTOBEPUTLCS B LENOCTHOCTU
6/0Ka  [aHHBIX M MNOAJMHHOCTM WCTOYHMKA [JaHHbIX, a Takxke obecnednTb 3awuTy OT nNoAJjora CO CTOPOHbI
NpUeMHMKA JaHHbIX. [TpoBepka 31eKTpoHHO nognucy nog BJ0KOM OTKPLITOR MHGOPMALMM NPON3BOLUTCS C MOMOLLLIO
KpunTorpacuyeckoro npeobpasoBaHns n OTKpbITOro kitoda (katoda nposepku I1), COOTBETCTBYIOLLErO 3aKPLITOMY
(kntouy M), yyacTeoBaBLwero B npouecce ycranosku .

Ceptucukar
OTKPbLITOro Kn4a

Cere'rH bIA Koy UM

ucxo,qubm TeKCcT UCXOAHbLIN TEKCT

dopmupoBaHue UM MNMpoeeka 3N

MCXOﬂHbI W TeKcT

Pucynok 2. CozgaHue u nposepka Il

DNEKTPOHHAsi MOANMUCH ODBecneqnBaeT UENOCTHOCTL COODLLeHU (LOKYMEHTOB), NepefaBaembix MO HE3aLMLLEHHbIM
TENEKOMMYHUKALMOHHBLIM KaHaiaM obLero nosib3oBaHust B cuctemax obpaboTku nHdopMaLmum pasanyHoro HasHaueHus,
C rapaHTMpoBaHHOli ngeHTudmkaumeil ee asTopa (SMua, NOANUCABLUErO AOKYMEHT). DNIEKTPOHHAsH MOAMUCH NO3BONSIET
3aMeHnTb npu 6e3bymaKHOM [OKYMeHToobopoTe TpaguunoHHble nedaTs u nognuck. [pnm noctpoeHun uudposoii
NOANUCA BMECTO ODbIYHOW CBS3U MEXAY NeYaTbio WAM PYKOMMUCHON MOAMMUCHIO U JNCTOM Bymarn BbICTynaeT CloxHas
MaTeMaTUHeCKasi 3aBUCUMOCTb MEXAY SNEKTPOHHLIM JOKYMeHTOM, katodamu I u nposepku 1.

npaKTVIHeCKaH HEBO3MOXXHOCTb NMoAAeENKN 3J'IeKTpOHHOI7I noanncn OonnpaeTcsa Ha O4Ye€Hb 6onbLIoi 0bbem onpefeneHHbIX
MaTEMATUYECKNX BbIYNCNEHWNA.

[pocTaBnenne nognucu NoA AOKYMEHTOM He MEHSIeT CaMoro [JOKyMeHTa, OHa TOJIbKO [A3eT BO3MOXKHOCTb MpOBEPUTH
NOAJIMHHOCTbL 1 aBTOPCTBO MOJyHEHHOI HbopMaLun.
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1 HasHaudenune CK3WU

CK3M Kpuntollpo CSP Bepcun 5.0 KC1l npepcraBnser coboii nporpaMMHblii  KOMMAEKC, MNpefHA3HAYeHHbII
ONS peanmsaunu  LUMpoKoro Habopa peweHuii no obecnedeHwto KpunTorpadpnyeckuMu Metogamu (OCHOBAHHBIMM  Ha
rocyaapcTBeHHbIX cTaHgapTax PP) nndopmaumorHoli 6e30nacHOCTU Ha OTAENbHBIX Paboqnx MECTax, B apxUTEKTYPe «KIUEHT-
CeEpBEP», a TaKXKe B VIHCbOpMaLI.VIOHHbIX N TENEKOMMYHUKALWNOHHBIX CUCTEMAX Pa3/INH4HOIO HAa3HAYEHUA.

CK3W Kpuntollpo CSP MoxeT BbICTynaTb Kak B Ka4yeCTBE FOTOBOrO K MPUMEHEHWIO CPefCTBa, Tak M B KayecTse
nnaTopmbl AJisi MOCTPOEHUSI HA €ro OCHOBE MPOrpaMMHbIX, MPOrpaMMHO-anmnapaTHbIX 1 anmnapaTHbIX pelleHunii B obnactw
obecnedeHns MHPOPMaLMOHHOI BE30MaCHOCTN, OCHOBAHHBIX HA MPUMEHEHNN POCCURACKUX KPUMNTOrpachnyecKnx anroputMos.

CK3W npepHasHaueHo Aist BBINONHEHUS CNefyrOWUX PyHKUNIA:

1) 3awmMweHHoe XpaHeHUe MOJIb30BATENLCKUX KIIOYER B KIKOYEBOM KOHTEWHEpE C WUCMOMb30BaHUEM LWNPOBaAHUS,
VMUTO3ALUNTLI N ayTeHTUUKALUN JOCTYNa;

2) wndbposaHmne, BbIYMCIEHNE UMUTOBCTABKM, X3WIMPOBaHue, co3gaHue/nposepka JI1;

3) cbopMupoBaHne CECCMOHHBIX KitoYel, KNtodeli obmeHa n kntoudeii cosganus /nposepkn M1, ux umnopt/akcnopt us/e
KJIIOHEBOW KOHTElHep;

4) wnpeHTudurkaums, ayteHTudpnkauus, wudposanue n nmmutosawmTa TLS-coeguHennii;
5) 3awuta IP-coegnnennii («Kpuntollpo IPsecs).
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2 [llpotokon ceteBoin ayTteHTudmkaunm <«Kpuntollpo
TLS>»

Mogaynb noanepXKun ceTeBoii ayTeHTUMKaLMU NO3BONSIET Peasin30BaTh 3aLULLEHHbI CETEBO NPOTOKON B COOTBETCTBUN
c pekomeHgauusmu [18, 19]. Moaynb obecneymBaeT LBYCTOPOHHIOI M OLHOCTOPOHHIOW ayTEHTUMKALMIO MPUIOKEHNHA Npu
MX B3aMMOAENCTBUM MO CETU C uUcCnofib3oBaHueM anroputma Il n cepTudrUKaToOB OTKPLITLIX KtOYER, a Takxe WwndpoBaHue
JaHHbIX, NEPEABAEMbIX B CETEBOM COEAUHEHUN.

lMpuknaaHoe nporpaMmHoe obecneyeHe MOXKET UCMONb30BaTh NPoTokoN TLS ans ayTeHTudbmkaumm v 3almTsl JaHHbIX,
rnepefaBaembix Mo COBCTBEHHbIM npoTokonam Ha ocHose TCP/IP u HTTPS.

Mpotokon TLS (Transport Layer Security, cneumdukauus |IETF — RFC2246) oTHocuTcs K CpefcTsam 3awinTbl
npuknagHsix naketos Microsoft Internet Explorer/Microsoft Edge, Internet Information Services (1IS), Microsoft SQL Server 2000
n COM+. On obecnednBaeT ayTeHTUDUKALNIO CBSA3bIBAKOLLNXCS CTOPOH, KOH(PUAEHLUNANBHOCTb 1 LLEIOCTHOCTL NEPECHIIAEMOI
nucpopmauum. AytenTudbmkauns obecnequBaetcs mcnonb3osaHnem cepTudpmkatos ctangaprta X.509 (B cpegax ¢ cuibHOM
ayTeHTUUKaLMeii), KOHPUAEHUNANBHOCTE — LWNGPOBAHNEM MEPECHIIAEMbIX AaHHBIX, LENOCTHOCTE — MPUMEHEHNEM X3LU-
yHKunm 1 kopa ayTeHTudmkauyum coobuwerus (Message Authenticity Code, MAC).

Ons nogkntodeHnusi no npotokony TLS wucnonbsyerca npecukc https, npu stom obospesatens \Web-cepsepa no
ymonyaHuto byget nogkntodatbcst kK nopty TCP 443 Bmecto ctangaptHoro nopta TCP 80. Ecin cepeep He nopnepxusaet
npotokon TLS, coeanterne He ycTanasnueaetcsi. MNpumenenue npotokonos SSL/TLS (SSL - 6onee patHne Bepcum npotokona)
nokasaHo B Tabn. 1.

Tabnnua 1. NMpumenenmne npotokona SSL/TLS

MpoTtokon | MopT Onwucaxune

HTTPS | 443 HTTP no SSL/TLS

SMTPS | 465 SMTP (anektpoHHasi noyta) no SSL/TLS
NNTPS | 563 NNTP (Hoeoctu) no SSL/TLS
LDAPS | 636 LDAP (gocTyn k katanoram) no SSL/TLS
POP3S | 995 POP (anekTpoHnHas noyta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS | 993 IMAP (anektponHas nouta) no SSL/TLS
FTPS | 990 FTP (nepepaqa daiinos) no SSL/TLS

Ons Toro, 4tobbl mpotokon SSL/TLS peiictBoBan, Web-cepsep gomkeH umeTb napy cepTucpukaT OTKPLITOrO
KJ'IIO‘-Ia/BaKprTI:Iﬁ KoY. Bnap,eneu CepTI/ICbVIKaTa OOJDKEH NMOATBEPAUTL, YTO OH ABNAETCA BJAAAENbUEM 3aKpPbITOro Kitko4a,
CBSI3aHHOrO C cepTUdMKaTOM. DTO JAET BO3SMOXKHOCTb KJMEHTY ayTeHTudULMpoBaTh CEPBEP, C KOTOPbIM OH XOYET CBSA3aTbCs.

B npouecce B3aumMHoll ayTeHTUudUKaLmm:

® BLINOJIHSAETCA KpunTorpadhyeckas NpoBepka HalM4Yns y CEPBEPa 3aKPbITOro Kjk4a, COOTBETCTBYIOLLENO OTKPLITOMY
KJIKOYY, YKa3aHHOMY B CepTudukare;

® NpoBepsieTCs CTeneHb AOBEPUSi U3aaTento cepTudmnkaTa;

® MpOBEPSIETCS, HE UCTEK NN CPOK AeiicTBus cepTudbnkaTa;

e MpoBepsieTCsi, He OTo3BaH au cepTudmkat; no ymondanuo Internet Explorer/Microsoft Edge 3ty nposepky He
BbINOJIHSIET — 370 genaet IS,

Ecnn  nwobasi M3  ykasaHHbIX MpOBEPOK MNPUBOAMT K OTPULATENIbHOMY pe3ynbTaTy, Mofb30BaTeslb NoJyYaer
npegynpexaeHne n MOXeT pa3opBaTh coefuHeHne (3TO peKOMEHAYEeTCs CAenaTh).

JocTturnys poBepusi, CTOPOHbI BbipabaTbiBAOT CEAHCOBLINA KIOY, HAa OCHOBE KOTOpPOro obecnevmBaeTtcst wundpoBaHme
JaHHbIX B TEYEHUE CeaHca.
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2.1 OcHoBHble NnoHATUA npoTtokona TLS

Mpotokon TLS npegHasHaueH ans obecnedeHnss KpunTorpapmyeckumu CpeacTBaMu ayTEHTUUKALUN OTNPaBUTENS
(knuenTa) n agpecata (cepBepa), KOHTPOJS LEAOCTHOCTU U LWNPOBAHNS LaHHBIX NHGOPMALNOHHOTO 0bMeHa.

AyTeHTUMKALMS ONUNOHANBEHO MOXeT ObiTb ofHOCTOpoHHel (ayTeHTudpukaumusi cepeepa K/IMEHTOM), B3aUMHOI
(BCcTpeyHasi ayTeHTUdMKaLNS CepBepa U KAWEHTA) AN HE UCMOMb30BaTHCS.

WNepapxuns uncpopmaymoHHoro obmeHa BkatovaeT B cebst ceccum, CoeamHeHnst n NOTOK coobuieHuii B coeguueHun. [MoTok
coobLueHnii npu bonbLwoii annHe pasbuesaetcs Ha doparMeHThl C NakeTHON nepegadein pparmeHTos. B ogHoli ceccum moxeT BbiTb
peann30BaHO HECKOJIbKO COELMHEHUI, MPOM3BOJILHO Pa3HECEHHbIX Mo BpeMeHu. B kaxzgom coepnHeHnn moxeT 6biTb 0bpaboTaH
HeobXoAMMBbIJi NOTOK COOBLLEHNIA.

Ceccns xapakTepusyeTcs cnegyrowmmmn aTpubytamu:
naeHtudmkatop ceccumn (cnydaiinoe yuncno, 32 balita, 3a4aeTcst CEPBEPOM MPU OTKPLITUM CECCUN);
MeTog, KoMnpeccuu;
cepTucpukat cepsepa (ONUNOHANLHO);
cepTucpmkat kaneHTa (ONUMOHANBHO);
e crieundmkaLns anroputMOB N napameTpoB 3awutbl (anroputmbl wudposarus u MAC, kpuntorpaduueckne
napamerpbi);
e master secret (ncnonb3syetcst npu reHepauun katodel windposarus, kiodeli MAC, BekTOpoB nHuumanmsaymm);
e bnar, paspeliatowuii/3anpewatownii HoOBbIE COEAMHEHUS B CEaHCe.

Ceptudbukatel npegcrasastorcs B ctaHgapte X.509 v3. Cneuyudrkauns anropuTMOB U NapaMeTpPoB 3aLnTbl MOXET
MEHSTLCS B TEYEHUE Ceccuu.

CoennHeHve xapakTepusyeTcs ciegyowumn aTpubytamu:

client _random — cnyuaiinbie 32 baiiTa, 3aaBaeMble KINEHTOM;

server _random — cnyyaiiHble 32 baiiTa, 3afaBaeMble CepBEPOM;

client write MAC secret (knto4 KNMeHTa 7151 BBINNCAEHNS 3HAYEHUS KIHOHEBOI X3L-PyHKLMN);

server write MAC secret (knto4 cepeepa ANsi BbIYMCIEHNS 3HAYEHNS KIKOYEBON X3LW-PYHKLMN);

client write key (knto4, ncnonbsyembllii ansi WNbpoBaHUS AaHHBIX KIMEHTOM U paclunppOBaHNS NX CEPBEPOM);
server write key (kto4, ncnonbayemblii Ans WndpoBaHns aHHbIX CEPBEPOM U pacliMdpoBaHUs UX KANEHTOM);
client write 1V, server write IV (BekTopbl MHULNANU3aLUKM, UCMONb3YEMbIE KIIMEHTOM 1 CEPBEPOM COOTBETCTBEHHO);
NOPsIAKOBLIN HOMep coefuHeHuns (NOLAEPKMBAETCS HE3aBMCUMO AJ1si NepesaBaeMbiX U NMPUHUMAEMbIX COOBLLEHNTA).

BekTop vHuumanusayum 3agaetcs ans nepeoro hparMeHTa coobLueHnst B COefUHEHNI; 4151 NOCAeAyoLwmnx hparMeHToB
BEKTOP MHMLMANU3aLun popMmMpyeTcst U3 KOHEYHOro Brioka 3almdgpoBaHHOrO TEKCTA npeablayliero dparMeHTa.

MopsiaKoBble HOMEpa COeAVHEHNIi MOAAEPKNBAIOTCS HE3ABUCUMO ANS NepefaBaeMbiX W MPUHUMAEMbIX COOBLEHUA.
Mpu cMeHe ceccumn, U3MeHeHUn cnelyrbMKaLMy anropuTMOB M MAPaMETPOB 3aLyUThl HYMEpaLUs COeAMHEHNA HAYMHAETCS C
0; ananasoH Hymepauum: 0 + 2041,

CoesHeHe accoummpyeTcsi C OAHON CEeCCheid.

Anroputm npeobpasosaHus uHdopMmauum npu obmeHe C nCnoab3oBaHueMm npoTokona TLS BkntouaeT cnegytowime
onepauuu:

® npuemM OT NMPOTOKOJIA BEPXHErO YPOBHS MOTOKA HE WHTEPNPETUPYEMbIX AaHHbIX B BJIOKaX NPON3BOSBHOIrO pa3mepa;

e bparMeHTaLns NPUHATBIX C BEPXHErO YPOBHS AaHHbLIX B CTPYKTYypupoBaHHble B6aokn (dbparmentst) npotokona TLS.
Pasmep dparmenTa — He bonee 214 baiit;

e Komnpeccusi hparmMeHToB (ONUMOHANBHO);

e BblUUCNEHNEe 3HaYeHUs KatoueBol xaw-dyHkuun (MAC) oT koHKaTeHauun Kao4a Xaw-byHKLNM, TUMNA KOMMpeccum,
IIMHBI KOMMPECCUPOBAHHOrO hparMeHTa, KOMMPECCMPOBAHHOIO hparMeHTa 1 3aaHHOW KOHCTaHTLI;

® KOHKaTeHauus parMeHTa 1 pPe3yabTaTa BbIYUCAEHNS 3HAYEHNS X3LW-PYHKLMN OT HEro (paclunpeHHbIii pparmMeHT);

e 3awmndposaHue pacluMpeHHoro dparmenTa (ONUNOHABHO);

e fobaBneHne OTKPLITOrO 3arofloBka, cogepxkalero Tun coodbuwierus (oguH baiit), Bepcuto npoTtokona TLS (aBa baiita)
U LJUHY KOMMPECCMpoBaHHOrO hparmMeHTa.

Cxema anropuTma npeacTasfieHa Ha puc. 3.
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Mpy npueme nHbopmaunm nprMeHseTcss obpaTHas NOC/Ie[0BaTENLHOCTL ONepaLnii.

[MOTOK Aa@HHbIX P %

@parMeHTUPOBaHHbIN NOTOK AAHHbIX
Y A 4
OparmeHT
4
CxaTbln pparMeHT
4 A 4
PaclwnpeHHbIt pparMeHT MAC
4
3awundpoBaHHbI paclMpeHHbIA parMeHT
A 4 A 4
[Job6aBneHune oTKpbITOro 3arosioBka

Pucynok 3. Anroputm npeobpasosaHusi uicpopmauuu npu obmeHe ¢ ncnosb3osaHuemM npotokona TLS

B npotokone TLS ucnonbsytotcs cnegyrowme Tunbl COOOLLEHWIA:

Hello message (ClientHello, ServerHello);

Change cipher specs message (n3meHeHue cneyudmkalum aaropuTMOB U NapaMeTpoB 3aluThbl);

Key exchange message (nepegaqa kntoua obmena katodamu wudposanns n MAC knuenTa, cepsepa);
Alert message (npegynpexaenue, onoselyeHne o aTanbHOR owmnbke);

Application data message (nepegava faHHbIx);

Finished message (coobiienune o Bo3MOXXHOCTM paboTbl B CO3[aHHON ceccun).

MpoTtokon TLS saensieTcs ABYXYypOBHEBLIM U AENCTBYET Haf TPAHCMOPTHLIM NPOTOKOAOM. K nepBOMYy YpPOBHIO OTHOCSTCS
TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol. Ko BTopomy yposHto otHocutesi TLS Record Protocol.

TLS Handshake Protocol obecneunsaer nHnumanusauuto ceccum (CoeanHeHNs) BLINOHEHNEM CIEAYIOLMX ONepaLunii:

® KJ/INEHT N CEPBEP AOroBapuBaroTCA 06 VICI'IOJ'Ib3yeMbIX B CECCMWN anropmTmMax n napamMeTpax 3allnThbl, O6MeHVIBaIOTC9|
cnyyaiineiMn BenuduHamu client _random, server _random, gorosapuBatoTtcsi, ByayT Unu HET HOBble COELUHEHNS;

e npon3BoguTcs obmeH cepTudmkaTamn st ayTeHTudmKaLMm KaneHTa u cepeepa (No 3agaHHbIM onuusm);

® KJINEHT reHepupyeT CllyHaiiHyto BENUHMHY pre master secret, wudpyer ee u nepesaeT cepsepy.

e KNVEHT U cepeep no pre master secret, client random un server random dopmupytoT master secret (Habop
HeoBXoANMMON KtoHeBOI nHopmaLum) ceccuu.

TLS Handshake Protocol pabotaeT no cxeme, npeacrasneHHoli Ha puc. 4.
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Client > ClientHello > Server

YcTaHoBKa BEPCUM NMPOTOKONA, MAEHTUGMKATOPA CECCUKN, HAYanbHOro Habopa anropmuTMOB U
napamMeTpoB, METOAA KOMMPECCUU.

ServerHello
Certificate

Certificate Request < Server
Server Key Exchange

A

Client

ServerHelloDone

CepBep nocbinaeT (onuUMoHanbHO) CBOM cepTudukaT 1 3anpalumBaeT (ONUMOHaNbHO) cepTudmrkaT
KJIMEHTa, nepeaava cay4yalniHol BenYmMHbl server-random.

Certificate

Client > Client Key Exchange Server
Certificate Verify

KnueHT nocblnaeT cBov ceptudukaT (ecnm 6bin 3anpoc cepepa) Ecnu ceptudukara y knveHta
HeT, oH nocbinaet Certificate Verify.

) 4

) R Change Cipher Spec R S
Client Finished > erver

A

Change Cipher Spec

Finished - Server

A

Client

Bbi6op anropuTMOB M NapaMeTpoB ANs yCTaHaBAMBaeMoW ceccun, 3aBeplieHme Handshake
(«pykonoxaTtus»).

PucyHok 4. Cxema pabotsl TLS Handshake Protocol

2.2 Mopynb ceteBon ayteHTucdpmnkauum «Kpuntollpo TLS»

Mogynb cetesoii aytentudbmkaunu « Kpuntollpo TLS» peannsosan Ha 6aze npoTokona TLS un poccuiickux ctangaptos
KpunTorpacmyeckoll 3alwnTbl KOHUAEHLNaNbHOR nHdopMaunn (anroputmsl wudposarus B cootsercteun ¢ FOCT 28147-
89, anroputmebl BbipaboTkn 1 npoBepky anekTpoHHoi nognucu B cootBetcTeun ¢ [OCT P 34.10-2001 n TOCT P 34.10-2012,
anroputmsl xawmposatus B cootsetcteum ¢ FOCT P 34.11-94 u TOCT P 34.11-2012). Vicnonb3ayetcs Takxe anroputm Juddpu-
XennmaHa oTKpbITOro pacnpegenerus kitodeii Ha 6aze FTOCT P 34.10-2001 n TOCT P 34.10-2012.

AyTeHTNDUKAUNS KINEHT-CEPBEP MOXKET OblTh OfHOCTOPOHHEN 1 ABYCTOPOHHEN.

OpHOCTOpOHHSIA ayTeHTUdUKaLms obecnednBaeT MUHUMAIBHO HEODXOAMMBIN YPOBEHb 3aLUMThI, U BKAOYAET B cebs:
e obsi3aTenbHyo ayTeHTudmKauuio cepsepa bes ayTeHTudMKauUn KANEHTOE;
e windposaHue Tpadrka MeXKay KIMEHTOM U CEPBEPOM.

Mpn paboTe B paHHOM pexume cepBep Ha 3Tane <«pPyKOMoXKaTus» He 3anpawmnBaeT cepTudukat KianeHTa u
YCTaHABANBAETCS «aHOHUMHOE» 3alUWLLIEHHOE CoeAuHeHune. B aTom cnyyae KAMEHT MOXET He WMETb 3aKpbITOro KjkYa u
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cepTuduKkaTa, OLHAKO MNPy 3TOM OH JINLLAETCH BO3MOXHOCTU CO3[aTb 3EKTPOHHYIO MOAMUCH MOA LOKYMeHTamu. Pexum c
OLHOCTOPOHHE ayTeHTUDUKaALMel CepBepa MOXET WUCMOAb30BATLCA A5t NPefOCTaB/EHUS HEKOTOPOIA rpynne nofb3oBaTeseit
KOH(pUAEHLMaNbHON MHGOPMaLMKU HA OCHOBAaHUM MapOJSIbHONM 3alUnTbl, OAHAKO MapoJib B 3TOM Ciiydae DyaeT npenbsBAsTbCA
MNoOJIb30BATENIEM TOJIbKO MOC/E YCTAaHOBAEHUS 3awuiieHHoro TLS-coeguHerns ¢ Web-cepeepom, 4TO NOBbILIAET ypOBEHb 3aLLMUTI
OT HeCaHKLMOHMPOBAHHOIO [OCTYMa MO CPaBHEHWIO C Nepefadyeli Mapoasi Mo OTKPbITbIM coeguHeHnsiM. [1pu ofgHocTopoHHei
ayTeHTUdMKALMU CEPBEP 3anpalUMBaeT CEPTUUKAT KJIMEHTA, HO €ro OTCYTCTBUE HE CHUTAETCS OLINOKOIA.

[BYCTOpPOHHSIS ayTeHTMdMKALMA BKIKOYAET B CeDs:

e B3auMHyt0 ayTeHTudpukaumio kianenTta n Web-cepeepa ¢ nomowpio ux ceptudrkaTos;

e wudpoBaHue Tpadrka MeXay KJIMEHTOM U CEPBEPOM;

® CO3JaHue 1 NPOBEPKY SIEKTPOHHON NOANMCY NOA 31ekTpoHHbIMU HTML-cbopmamu, 3anonHsieMbIiMy NONL30BATENSAMU.

[BycTopoHHsis  ayTeHTudmkauns nossoasieT obecnedntb JOCTYn B 3akpbiTyto 4vactb Web-cepeepa TosbKO
3aperncTpupoBaHHbIM  Brajenbuam cepTudukatos. [lpm 3TOM HyKHO uMeTb B BuAy, H4TO pasrpaHuyeHne Aoctyna K
MHPOPMALIMOHHLIM PECYpcam CepBepa, OCHOBAHHOE Ha NpPOBepKe CepTUUKATOB KJIMEHTOB, ropa3fo HaAexHee, YeM MPOCTO
naposibHas 3awuTa.

B naHHOM pexxume paboTbl KNEHTY HEODXOANMO CreHEPNPOBaTh 3aKPbITbIV U OTKPBITBIV KIOHMN 1 MONYHUTL CEPTUCUKAT
oTKpbITOro katoya B VLI,

TpeboBaHusi K TEXHUYECKMM W MPOrpamMMHBLIM CPEACTBaM KOMMbIOTEpPa, Ha KOTOpbIii ycTaHaenueaeTcs ISA cepeep,
ONpefenstoTcs B AOKYMEHTALMU, NMOCTABISEMON BMeCTe C AaHHbIM cepBepoM. JlononHUTENbHO, Ha KOMMBLIOTEP AOJIKHbI ObiTh
ycranoenenbl CK3W «Kpuntollpo CSP» n mogynb noaaepxku cetesoii aytentudpukaumm «Kpuntollpo TLS».

[151 BOSMOXHOCTN YCTAHOBNEHUS 3aLLNLLEHHOIO COELUHEHNS MeXAY KAMEHTOM u cepepoM ISA Heobxogumo BHauane
BbINYCTUTL CEPTUUKAT OTKPLITOrO KJKOYa, KOTOPbIA ByaeT Mcnonb30BaThCA AJiSi CEPBEPHONA ayTEHTUMKALMUN NO NPOTOKONY
TLS.

K Takomy cepTudpmkaTy npegbssastotcs cnegytowme TpebosaHus:

e ums ceptucpmkata (Common name) fonxHO coBnagath ¢ umeHem nybnukyemoro Web-cepsepa npuknagHoii cucremsi.
Hanpuwmep: pif.nikoil.ru;

e none pacwupeHus cepTudpumkata «lcnonb3oBaHue KkAOYa»  [OMKHO COAEpXKaTb Credylollee Ha3HayeHue:
«AyTteHtudpukauua Cepeepa».

JaHHblii cepTudmkat foskeH bbiTh ycTaHoBNEH Ha cepBep ISA B npuBsiske € KNOHOM nognucu (3akpbiTbiM KIHOHOM).
Mpy 3Tom 3aKkpbIThIA KAOY NOANNCA JOSKEH ObiTh nomeleH B peectp OC.

Boinyck u yctaHoBka cepTudpmkaTa ocyuiecteasitorcss depes APM nonbsosatens Llentpa peructpauun. [Nopsgok
OeNCTBUIA onpefenseTca B MHCTPYKLMN NOMb30BaTENtO.

2.3 [lpoBepka ucnosib30BaHUSI POCCUNCKUX AaNropuTtMoB B Opay3epax
Internet Explorer/Microsoft Edge

[ns npoBepky NCNONL30BaHUSI POCCMIACKMX anrOpuTMOB Mpu JOCTyne K Beb-cTpaHuue ¢ nomoubio bpaysepos Internet
Explorer n Microsoft Edge sbinonHuTte cnegytouime aelicteus:

1) Ovkpoiite Beb-cTpanuuy B bpaysepe Internet Explorer/Microsoft Edge. Mpn nocewennn Beb-cTpanuusl obpatute
BHUMAaHWE, NCMOJIb3YETCS I NPOTOKON CoeanHenmnst «https».

2) HaxmnTe Ha 3Ha4vok «3amka» (cm. puc. 5, puc. 6).

@ e https://q.cryptopro.ru/ v IEIO MNownck... P~ -

(2 Ynoctoepsaroumii LeHTp L]

Pucyrok 5. Agpechas ctpoka Internet Explorer
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B/ 4 YaocToBepawowmii LeHT X ‘ 4+ — O X

< - O i hitps//q.cryptopro.ru Dxg = 1. &

Pucyrok 6. Agpechas ctpoka Microsoft Edge

3) Ortkpoetcsi okHo «MaeHTudbukauyus seb-caiitay (cm. puc. 7). B okHe HaxxmuTe Ha kHonky MpocmoTp ceptudpmkaros
(Mpocmotpertb ceptudmkar).

NaeHTndukaums seb-carita

lonoBHOW yAOCTOBEPAIOWMIA LEHTP
ONpenena 3ToT CaIT Kak
¢g.cryptopro.ru

Mocksa, r. Mocksa

NaeHTndurkauyma Beb-canTa

[0NOBHOW YAOCTOBEPAHOLIMIA LEHTP

MoaknoueHWe K cepeepy UCNob3yeT
WwdpoeaHme.

[pocmoTpeTs cepTudMKaT

onpeaennn eeb-caiT Kak
MOXKHO M LOBEPATL 3TOMY Beb-caiTy?
q.cryptopro.ru
3TO MOAKANOYEHWE K CepBepY MCNob3yeT o
wnbpoBaHye. PEBpeLIJE‘HMH ANA Beb6-canTa
MoxkHO Au AoBepATL 3ToMY Beb-caiity? Lo ve o il e Ll 42 st oz 5
paspeLueHus.

PazpewnTs Adobe Flash
MNpocmoTp cepTuduKaToR

Pucynok 7. OkHo npeHTudbmkauum seb-calita B bpaysepax Internet Explorer u Microsoft Edge

4) OTkpoeTcss OKHO €O cBefeHUsMU O cepTucpukate Beb-cepsepa, BkAtoYasi MHdOpMaumio ob  MCnoNb3yembix
KpunTorpacduyeckux anroputmax (cm. puc. 8).
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CeegeHna o ceptudukare 4=

v oYL 1T meryy
~ 000 "KPHUMTO-MPO"

Beb-cepeep

OTKpbITbIA KAKOU cy6bekTa
A Ceptumkar X FOCT P 34.10-2001
04:40:92:B2:C3:C8:86:C4:67:DD:13:50:0B:A5:38
:85:D3:8C:A0:94:8F.4C:C9:9A:BFE3:09:3A:2F.D
Mokazate: | <Bce> e 5:9D:03:63:2D:85:54:A1:AC:74:89:49:22:B7:83:
88:32:56:24:A5:6C:AE:28:EB:70:E9:01:93:FD:B6:
27:E2:AA1T-AC:20:F5

Obuwme CocTae MyTb cepTHOUKALIMK

MNone 3HayeHue ~

AnbTepHaTMBHOE MMsA cy6beKTa

E=lX5w-anroputm no... TOCT P 34.11-94 He KPUTUYHO
ElWzpatens 000 "KPUNTO-NPO", 000 "KPUMATO-MPO... DNS-uma=q20.cryptopro.ru
[=] feitcrBuTeneH ¢ 8 theepans 2018 r. 14:52:54 DNS

-MMA=q.cryptopro.ru
[Z] feiicTBuTEnen no 8 man 2019 r. 15:02:54 q.cryptop
[ElCybwext Beb-cepeep, OO0 "KPUNTO-MPO", Mocksa,...
=l OTKDLTHIA K FOCT P 34.10-2001 (512 Bits)

v Anroputm noanucei
[OCT P 34.11/34.10-2001

rOCT P 34.11/34.10-2001 o
Xam-anroprM noannucen

GOST R 34.11-94

Wcnonb3oBaHue kiroua
LLngppoBaHue Knroya

PaCLIJMpEHHOE ncnonb3oBaHWe KAuJa
CBoIiCTBA. .. KonupoeaTs B haiin... 1.3.6.1.5.5.7.3.1

SKkcnopT B daiin

Pucyrok 8. OkHo co ceegeHusimm o ceptucbukate sBeb-cepeepa B bpaysepax Internet Explorer n Microsoft Edge
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3 Pa36op KOHMAUKTHbIX CcuUTyauuii, CBSA3aHHbLIX C
npumeHeHnem Il

MprMeHeHne 371eKTPOHHON NOANUCN B aBTOMATU3MPOBAHHON CUCTEME MOXKET MPUBOAUTL K KOH(PIUKTHBLIM CUTYaLMsiM,
3aK/OYAIOWMMCA B OCMapuBaHUM CTOpoHamun (yHaCTHWKaMU CUCTEMbI) aBTOPCTBA W/WiN  COAEPXKUMOTO AOKYMEHTA,
NOANUCAHHOIO 3/1EKTPOHHON NOAMKUCHIO.

Pasbop nopobHbIX KOH(AMKTHBIX CUTyauunii TpebyeT MPUMEHEHWUS CMEUUasbHOrO MPOrPaMMHOro obecnevyeHust oas
BbIMOJIHEHMSI MPOBEPOK U LOKYMEHTUPOBAHUS JAHHbIX, UCMOJb3YEMbIX MPY BbIMOJHEHUN NPOLeypbl NMPOBEPKN COOTBETCTBUS
Il copepXXMMOMyY 371EKTPOHHOIO AOKYMEHTA.

P3360p KOHCbJ'II/IKTHOﬁ CATYyaUNN 3aKNOHa€TCA B [AOKa3aTe/IbCTBE aBTOPCTBA NOAMUCUN KOHKPETHOro 3JIEKTPOHHOIo
AOKYMEHTA KOHKPETHbIM NCNOJIHUTENEM.

JaHHblii pa3bop OCHOBLIBAETCS Ha MaTEMATWYECKMX CBOCTBax anroputmos Jl1, peanns3oBaHHbIX B COOTBETCTBUM CO
ctavgaptamu P® TOCT P 34.10-2001, TOCT P 34.10-2012, TOCT P 34.11-2012 v TOCT P 34.11-94, rapaHTupytowmx
HEBO3MOXHOCTb noaaenku 3HadeHus Il nobbiM nuuom, He 0bnafaloWUM 3aKPbITEIM KAKOUYOM MOAMUCH.

Mpu nposepke 3Hauenusi Il ncnonbayercs kntod npoeepku I, 3HaueHNE KOTOPOroO BLIYNCASETCS MO 3HAYEHUIO KJIKOHA
9T npu nx opmuposaHunm.

B cucteme fonxHbl BbITh NpesycMOTpeHbI CPeCTBa BEAEHUSI apXUBOB 3NEKTPOHHBIX AoKyMeHToB ¢ I u cepTudmukaTos
katoyeii nposepkn 1.

Pa3bop KOHMAMKTHON cUTyauun BbLINONHAETCS KOMUCCUER, COCTOsiLell W3 MpefacTaBUTeneli CTOPOH, CAy>Dbi
besonacHoctu n akcnepTtoB. CocTaB KOMUCCUM, NOPAJOK ee POPMUPOBAHUS, pPerfaMeHT paboTbl, paCCMOTPEHUE Pe3yNbTaToB
onpegensieTcs B npunoxenun k Pernamenty ([Jorosopy), 3akito4aeMoMy MeXAy y4acTHUKaMu UHAOPMaLMOHHOro obmeHa.

OcnapvBaHue pesynbTaToB paboTbl KOMUCCUM 1 BO3MELLEHWE MOCTpafaBlueli CTOPOHE MpUHEeCceHHOro yuiepba
BbINOJIHSAETCS B YCTAHOBAEHHOM [EACTBYIOWMM 3akoHogaTenbcteoM Poccniickoii Pepepauun nopsigke.

3.1 [llopsigok pa3bopa KOHPIMKTHOW CUTyaunuun

Pa3bop KOHMINKTHOR CMTyaL MK BLIMOHSAETCS MO MHULMATUBE OBOro yHacTHUKA NHPOPMaLMOHHOro obmeHa n coctonT
n3:
1) npenbsiBAEHUs NPETEH3UN OAHON CTOPOHbI pPYroii;
2) bopMupoBaHNS KOMUCCUY;
3) pasbopa KOHIMKTHON cuTyaLuu;
4) NpuHSATNE MEp MO YPEryJMpPoOBaHNIO KOH(ANKTA.

Pa3bop KOHMINKTHOR CMTyaLmmn NpoOBOAUTCS C UCnosib3oBaHnem nporpammuoro obecnevenns CK3U Kpuntollpo CSP
Bepcun 5.0 KC1 gns anekTpOHHOrO AOKYMEHTa, aBTOPCTBO UM COAEP>KAaHNE KOTOPOro OCNapuBaeTcs.

lMpoBepka NOANMCaHHOIO 3IEKTPOHHOrO JOKYMEHTa BKJOYaeT B Cebsi BbINOIHEHME Ceayownx AeicTBriA:

) onpegenenune cepTudprkaTa UM HECKOIBKUX CEPTNNKATOB, HEOOXOANMBIX Ans nposepku JI1;

) nposepka I 31eKTPOHHOIO LOKYMEHTA C UCMOJIb30BAHNEM KaXKLOro CepTupuKkaTa;

) onpeaenenune faTbl co3ganns kaxzgol Jl1 B 31eKTPOHHOM LOKYMEHTE;

) nposepka I kaxgoro cepTudnkata, nyTeM NOCTPOEHMS LenoYKkn cepTudnkaTos fo ceptucukata Masnoro LIC;
)

)

)

o~ N

npoBepka AelCTBUTEbHOCTU CEPTUMUKATOB Ha TEKYLLMA MOMEHT BPEMEHU;
npoBepka AeliCTBUTENbHOCTN CepTUUKATOB Ha MOMeEHT co3gaHus IT;
nposepka otcytcTeusi ceptucpukatos 8 COC.

~ O

Mpn nposepke 31 gokymeHTa, Bepudmkauum uenoykm ceptudpukaTos, otcytcTeuu ceptucukata 8 COC, asTopcTeo
NOAMUCKA NOZ SOKYMEHTOM CHUTAETCS YCTAHOBJMEHHBIM.
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Mpumeyvanue. Hecosnagerune patbl popMMpoBaHUS JOKYMEHTa N CPOKOB LeiCTBUS cepTudbmkata u/mam CpoKos
pelicteusi kmoda DIl He BAMAIOT Ha onpefeneHne aBTOpcTBa JoKymeHTa. B Takom cnydae moxHo cgenaTb
npeanonioxeHne o HecobatogeHnn nonbsosatenem Pernamenta ([JoroBopa) B 4acTu CPOKOB AECTBUS KAOYEN,
cepTUUKaTOB NN HEKOPPEKTHOMO UCMOIb30BaHus cepTudpmkaTta B npuknagHom [10.

3.2 Cny4am HeBO3MOXXHOCTU npoBepku 3HadeHus Il

Mpu oTcyTcTBUM B apxuBe cepTuduMKaTa OTKpbITOro kitoda (kitova nposepku 1) nonbsosatens, soinosHuewero T,
[lOKa3aTb aBTOPCTBO [OKYMeHTa HEBO3MOXHO. B cBA3n ¢ 3Tum, apxue c cepTudmkaTaMnm OTKPbITbIX Ktodeli Heobxogmmo
noABepraTb PeryasipHOMYy pe3epBHOMY KOMMPOBAHUIO N XPaHUTb B TEYEHME BCErO YCTAaHOBJIEHHOrO CPOKA XPaHeEHWs.
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4 HewTaTHble cntyayuumn npu akcnayatauum CK3N

B Tabn. 2 npuBeaeH OCHOBHOI nepedeHb HeWTaTHbIX CATyauuli M COOTBETCTBYIOLME [ECTBMS MEpcoHana npu nx
BO3HUKHOBEHNN.

Tabanua 2. [eiicTBusi nepcoHana B HELUTATHbLIX CUTYaLMsiX

Ne HewTatHasa cutyauuns HenicTBua nepcoHana
n/n
1 DBaKyauus, yrposa HanageHus, OcTaHosuTb BCe JBM.
B3pblBa, CTUXWiiHblE beacTeuns,
aBapuu obuiero xapakTepa B LlenTpe | [epcoHan, nmerowuii gocTyn K Kntovam, obsizaH ciaTh BCE MEIOLLNECS Y HETO
YNpaBfAeHUsi KIIOHEBON CMCTEMON. | B HANUYUU KIIOYEBbLIE HOCMTENU agMUHNCTPATOPY besonacHocTy.
AgMuHuncTpaTop besonacHocTM ynakoBbIBaeT BCe
KIOYEBbIE HOCUTENN, PETMCTPALNOHHBIE KApPTO4YKN CepTI/ICbVIKaTOB OTKPbITbIX
KtoYeild nonb3osateneli, ceptucbukatel kKntoyvein nposepku Il nonbsosaTeneii
B OMEYaTbIBAEMbI/l KOHTEHEp, KOTOPbIA BbIHOCUT B Be3omacHoe nomelyeHune
unu 3ganne. OnevaTaHHbIli KOHTEAHEP LOJIXKEH HAXO4UTLCS MO OXPaHOli A0
OKOHYaHWUSA LEACTBUS HEWTaTHON CUTyaunn U BOCCTAHOBJIEHWUS HOPMAJIbHON
paboTbl annapaTHbIX 1 nporpammHbix cpeactes CK3U.
AgMuHncTpaTop 6€30MacHOCTM OMNOBELLAET MO TeNeOHHbLIM KaHaiaMm obuero
MOJIb30BaHUS BCEX MOJb30BaTE/IEN O NPUOCTAHOBKE pPaboTbl CUCTEMBI.
B cnyuyae HactynneHmsi cobbiTusi, nosniekliero 3a coboii [OArOBpeEMeHHbI
BbIxO4 M3 cTposi annapaTHbix cpeacts CK3W, agMmuHucTpatop besonacHoctu
YHUHTOXaET BCHO KJIHOHEBYLO |/|Hd30pmau,|/||o C HOCVITeJ'IeVI, HaXoaALWnNXxea B
KOHTelHepe.
2 Komnpometauus ogHoro n3 nudHeix |[opsgok peiicTBnii npu komnpomeTauuu Kitoueid onucaH B pasgene 3
KNtOYeBbIX HOCUTENENA. JokymeHTa XKTHAM.00101-01 95 01. MNpaBuna nonb3oBaHus.
3 Bbixog u3 cTpos nepeoro nuuHoro | Heobxogumo coobwnTe no Tenedony B VL o dhakTte Bbixoga ns cTposi AnyHOro
KNKO4YEBOro HOCUTENA. KNKO4YEBOro Hocutens un O6eCﬂeL|I/ITb €ro AOCTaBKYy B \/I_I1 ANns BblACHEHNA
npuynH Bbixoga u3 cTpost. [nsa paboTbl ucnonb3ayeTcss BTOPOR NUYHbIA
KJIIOHEBON HOCUTESb.

4 Boixog u3 ctposi BToporo sinyHoro | [Mosb3oBaTent, y KOTOPOro BbILINM U3 CTPOsi 063 INYHBIX KJIKOHYEBbLIX HOCUTENS,
kntodesoro Hocutensi (npu ycnosun, |sensietcs B YU ans nostopHoli peructpauun (6e3 n3MeHeHUs AaHHbIX
4TO NEPBbIN TOXE BbILWEN U3 CTPOst). | perucrpanum).

5 OTkasbl u cboun B pabote annapatHoli | [pn oTkasax n cbosix B pabote annapatHoii yactu APM co BCTpoeHHbIM
yactu APM co Bctpoentoin CK3W. | CK3U HeobxognMo ocTaHoBUTHL paboTy, MO BO3MOXHOCTU JIOKa/JN30BaTb

HEMCNPaBHOCTb W B JafibHeliluleM MPOU3BECTM PEMOHT B YCTAaHOBJIEHHOM
nopsifke u, npu HeobxogumocTu, nepeycranosky CK3W.

6 OTkasbl n cbon B pabote cpeacts |[lpn oTkasax n cbosx B pabote cpeacts 3awwutbl ot HCJ, agmuHuctpatop

3awmTel o HCA,. 6e30nacHOCTU, [OJIXKEH BOCCTAHOBUTL paboTocnocobHocTs cpeacte HC. Mpw
HEOBXOAMMOCTIN NepeycTaHOBUTL NporpaMMHo-annapatHele cpeactea HC/.
7 VTepst IMHHOrO KNOHEBOro VTepss NUYHOMO  KJOYEBOrO HOCUTENS MPUBOGUT K  KOMMpPOMETauum
HOCUTENS. XPaHSLLErocsi B HEM KJOYa.
Mopsifok AelicTBMIA Mpu KOMMPOMETALMWU KJKOYEA onucaH B pasgene 3
pokymenta XKTHAM.00101-01 95 01. MNpasuna nonb3oBaHus.
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OTkasbl n cbon B pabote
NPOrpamMMHbIX CPEACTB BCIEACTBUE
HE BbISIBIEHHbLIX paHee ownbok B
nporpammHom obecneyeHun.

Mpn oTkazax n cbosix B paboTe MporpaMMHbIX CPeACTB, BCAEACTBUE He
BbISIBJIEHHbIX paHee OWMWOOK B MNporpaMMHOM obecnedeHun, HeObXoAnMo
OCTaHOBUTbL paboTy, NOKaNW30BaTb MO BO3MOXHOCTM MPUYUHY OTKA30B W
cboeB u Bbi3BaTb paspabotyuka ganHoro IO unn ero npegcrasutens gns
YCTpaHEHUst NPUYMNH, BbI3bIBAOWUX OTKa3bl 1 cbou.

OTkasbl B paboTe nporpaMMHbIx
CPeACTB BCIEACTBUE CIyHaRHOro uau
YMBbILIEHHOTO UX MOBPEXAEHUSI.

Mpn oTkasax B paboTe nporpaMMHbIX CPefcTB, BCAEACTBUE CryHaliHOro
WAN  YMBIWAEHHONO WX MOBPEXAEHUs!, OTBETCTBEHHOE 3a Oe30macHOCTb
hbYHKLMOHNPOBAHNS MPOrPaMMHbLIX W annapaTHbIX CPeacTB auMuo obsizaHo
npousBecTu cayxebHoe pacciefoBaHue MO AaHHOMY (PaKTy C  Lenblo
YCTaHOBNEHUS] MPUYMHbI OTKa3a W BOCCTAHOBNEHUS MPaBUJIbHOW paboTbi
NPOrpaMMHbIX CPEACTB B YCTAaHOBJIEHHOM NOpPsiAKe.

10

OTkasbl B paboTe nporpaMMHbIX
CpefcTB BCAeACTBUE OLWNBOK
oneparopa.

Mpun oTkazax B paboTe nNporpamMHbLIX CpeacTB, BCAeACTBUE OLMBOK
onepaTtopa, onepaTtop coobuwiaeT o AaHHOM hbakTe Ly, OTBETCTBEHHOMY
3a 6e30nacHOCTb (PYHKLMOHUPOBAHUS NMPOrPaMMHbIX 1 annapaTHbIX CPEACTB.
OTeeTcTBeHHbINE 32 6e30MacHOCTb  PYHKLMOHUPOBAHUSA MPOrPaMMHBLIX 1
annapaTHbIX CPEeACTE faeT COOTBETCTBYIOLIME yKa3aHus obcaykusatoLiemy
nepcoHany No BOCCTAHOBIEHMIO MPaBU/IbHOA paboTbl MPOrpaMMHbIX CPEACTE
B yCTaHOBJ'IeHHOM nopslp,Ke.
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5 TpeboBaHus no 3awumute ot HC/

5.1 OO0uwume TpeboBaHus no opraHusaunn pabot no 3awmnte ot HC/

3awwmTa annapaTtHoro u nporpammtoro obecneyerus ot HCJ, npwn ycranoske n ucnonssosanun CK3U Kpuntollpo CSP
Bepcun 5.0 KC1 siensieTca cocTaBHOl 4acTbio obuieli 3aga4mn obecnedeHus besonacHocTn uHdopMauun B CUCTEMe, B COCTaB
koTopoii Bxoant CK3U.

Hapagy c npumeneHuem cpegcte 3awutsl ot HCJ HeobXxofmmo BbIMOMHEHUE MPUBEAEHHBIX HUXXE OPraHM3aLnNOHHO-
TEXHNYECKNX U afAMUHUCTPATUBHBIX MEP MO 0DecrneyeHnto NpaBubHOrO OYHKLMOHUPOBAHNS CPEACTB 0bpaboTkm u nepeaaqm
nHpOpMaLMK, a TaKXKe YCTaHOBMIEHNE COOTBETCTBYIOWMUX NPaBU AJist 0BCIyKMBAIOWErO NepcoHana, fonyuweHHoro K pabore ¢

CK3W.

3awwmTa nHdopmaunm ot HCI ponxHa obecnednBaTbCst Ha BCEX TEXHOMOMMYECKUX 3Tanax obpaboTku mHdopmauum n
BO BCEX PEXMUMaxX (PYHKLMOHMPOBAHUS, B TOM YUCAE NPU NPOBEAEHUN PEMOHTHbLIX U PErlaMeHTHbIX paboT.

3awwmTta nHdopmaummn ot HCI ponxHa npegycMaTpueaTb KOHTposb dddpekTusHocTM cpeacts 3awmTsl ot HCI. 1ot
KOHTPOJIb JOJIXKEH MEPUOANYECKN BbINOJHATLCS agMUHMCTPAaTOpoM He3onacHoCT Ha ocHoBe TpeboBaHWil [OKYMeHTauunm Ha
cpeactea 3awmTel ot HCA.

B opranusauyuu, skcnnyatupytoweii CK3W, pomxeH 6bITb HasHadeH agMuHUCTpaTop 6e€30MacHOCTW, Ha KOTOPOro
BO3NAratoTCs 3ajaqdu opraHusaumm pabot no ucnonbsosaHuo CK3U, BbipaboTknm COOTBETCTBYIOWMX WHCTPYKUWUG ANs
nofb3oBaTeseld, a TakXKe KOHTPOJb 3a cobntogeHnem TpebosaHuii no besonacHocTu.

AamMmuHuctpaTtop 6€30nacHOCTM He J01KEH MMETb BO3MOXHOCTb 0CTYNa K KOH(bnaeHumanbHoi nigopmaumn
noJsib3oBaTene.

MpaBom gocTtyna k pabouum mectam ¢ yctaHoBaeHHbiMu CK3U gomkHbl obnagaTb TOJILKO OMNpeaesieHHble st
3KCNyaTaunm Anua, NpoLeaLine COOTBETCTBYIOLLYIO NOAroTOBKY. AgMuHuCTpaTop 6e30MacHOCTN JOMIXKEH 03HAKOMUTb KaXkAOro
nons3sosatens, npumensiowero CK3U, ¢ pokymentaumeii Ha CK3W, a Takxe C gpyruMn HOPMaTUBHBIMU JOKYMEHTaMu,
CO3[aHHbIMWN Ha €€ OCHOBe.

5.2 TpeboBaHuss no pa3meleHnto TexHUYecKnx CcpeacrTs C
ycTtaHoBneHHbim CK3U

[omKHbI BbITE NPUHATLI MepbI MO UCKIOYEHNIO HECAHKLIMOHNPOBAHHOMO AOCTYNa B NOMELLEHNUS, B KOTOPbIX Pa3MeLLeHbI
TexHnyeckme cpefcrtea ¢ ycraHoBiaeHHbiM CK3W, nocTopoHHux nuuy, He AOMyLieHHbIX K paboTe Ha AaHHbIX TEXHUYECKNX
cpeacteax. B cnyyae HeobxogmmoCTu NpuCyTCTBUSI MOCTOPOHHUX JIML, B YKa3aHHbLIX MOMELUEHUSAX AOSKEH ObITb obecnedeH
KOHTPOJIb 33 UX AElCTBUAMU L5 NPECeYeHnsi HeraTUBHbIX Bo3geiicTeuii ¢ ux ctopoHsl Ha CK3U, TexHuyeckune cpencTea, Ha
koTopbix akcnnyatupyercs CK3W n 3awmwaemyto nicopmavuto.

BHyTpeHHSIS NNaHWpOBKa, pacnoioeHne 1 YKOMMIEKTOBAHHOCTL paboynx MeCT B MOMELLEHUsIX SOJIKHbI obecneynBaTth
UCNONHUTENSIM PaboT, COXPaHHOCTb [AOBEPEHHLIX UM KOH(PUAEHLMANbHLIX JOKYMEHTOB U CBEAEHWIA, BKJIOYAs KIIOYEBYHO
nHcopmauuio.

Pasmewenne CK3W Kpuntollpo CSP Bepcun 5.0 KC1 B nomelyeHusix, B KOTOpbIX OCyLiecTBAsieTcsl obpaboTka
nHcbopmauumn, cogepxalleli CBeAeHUs, COCTaBAAIOLINE FOCYAAPCTBEHHYIO TaliHy, OCYLIECTBAAETCA YCTAHOBAEHHBIM NOPSAKOM.

B uensx 3awuTbl OTKPbLITOR KOHUAEHLMANbHOW NHAMOPMAaLMN OT YyTEYKM MO TEXHWYECKWM KaHanam, B TOM 4ucie
no KaHanam ces3u, ot obbekToB nHdopmatusaunn n CK3U, BBog B AelicTBUe 1 3KCNyaTauns ykasaHHbix obbektos 1 CK3U
[OJDKHA OCYLLECTBIATLCS B COOTBETCTBUM C AelicTBytownmm B Poccuiickoli Pepepaumn TpeboBaHnsiMu no 3awmTe nHopMaLmu
OT YTEYKM MO TEXHUHECKMM KaHasiaM, B TOM Hucie no KaHany csssu (Hanpumep, CTP-K).

HeobxognMocTb ¥ AOCTaTOYHOCTH Mep, B TOM 4WC/IE MO KaHany CBs3M, [OJKHA OLEHUBATBLCA MOPSIAKOM,
NPesyCMOTPEHHbBIM YNOMSIHYTbIMU PYKOBOAALLMMU AOKYMEHTAMM, C YHETOM LieSIeBbIX YCTAHOBOK NPeANoiaraemMoro HapyLnTens
1 yrpos besonacHocTn uHdopMaLmu, onpeaensieMbix MOLEsbo Yrpo3 U HapywuTens. [Npn aTom, ecnn obbEKTHI aTTECTOBaHbI
Ha COOTBETCTBME YCTAHOBJEHHLIM TpeboBaHMAM No 3awuTe nHpopmaLum 6e3 yyeTa OLEHKM KaHaia CBS3U, NPpu NOAKIOHEHUN
TaKnUX CPEACTB K KaHafNaM CBSI3M, BbIXOAALLMM 33 Mpefesibl KOHTPOUPYEMOli TEpPUTOPUU, HEODXOAUMO MCMONbL30BaTh Ntoboe
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U3 Cnefyolmx CpeacTs:
e BonokoHHo-onTuyeckne anHum cessu;
e OnTuyeckne pases3biBalOWME YCTPONCTBA, YCTaHAB/AMBAEMble B TPaKT nepeAadn uHdopMaumn Aas Co3faHus
ONTOBOJIOKOHHOrO hparmMeHTa ceTu;
e Ceptudpnuuposanusie CK3W gns nepepaymn nHdopmaumm CoOOTBETCTBYIOWENO YPOBHS KOH(UAEHLMANBHOCTHU.

[nst MOBMABHBIX NpOrpaMMHO-annapaTHbIX naaTgopm ans obecneqenns 3awmnTsl uHdopmauun no knaccy KC ot yreuku
Mo KaHasy JINHeliHO nepefayn 4OCTAaTOYHO, HTODbI KaHal CBsA3M bbin peann3oBaH B Buae pagunokanana GSM, nubo GPRS, anbo
3G/4G, nubo Wi-Fi, nubo apyroro kaHana mobunsHoii u 6ecnpoBoaHoli CBsS3n, paboTaroliero B ANanasoHe HacToOT HECyLUeid
Boiwe 800 MIy ¢ undporoii MogynAumed LWTaTHOrO NHGOPMALMOHHOrO CMTHaNa.

5.3 TpeboBaHus no ycraHoeke CK3W, obuecncremHoro wu
cneuymnansHoro MO wa N2BM

M3BM, Ha koTopbix ucnonssyercs CK3U, gonxHbl bbiTh gonyueHsl a1 06paboTkm koHUaeHUnansHOi nHpopmauun
no geiicteytowmm B Poccuiickoii Pepepaunm TpeboBarusiM no 3awute nHOpPMaLMM OT YTEHKM MO TEXHUYECKUM KaHanam, B
TOM uucne, no kanany ceszn (Hanpumep, CTP-K), c yueTom mogenn yrpos B MHOPMALMOHHOI CUCTEME 3aKa341MKa, KOTOPbIM
gomxHo npotusocTtosite CK3W Kpuntollpo CSP sepcun 5.0 KC1.

Nhcrannauma CK3U Kpuntollpo CSP Bepcum 5.0 KC1 Ha paboyux mectax [OSKHA MPOU3BOANTLCS TOJBKO C
AMCTPUBYTUBA, NONYYEHHOrO NO LOBEPEHHOMY KaHasly.

K ycTaHoBke 0bLLeCMCTEMHOrO M CheunanbHOro mporpammHoro obecnedenusi, a takxe CK3W, gonyckatorcs nuua,
NpoLlefLIe COOTBETCTBYIOLLYIO MOATOTOBKY U N3ydUBLIME JOKyMeHTauuto Ha cooTBeTcTrytowee MO n Ha CK3U.

Mpu ycTaHoeke nporpammHoro obecneuenns CK3W cnepyer:

e Ha TexHuueckux cpegcreax, npegHasHadeHHbix ans pabotel ¢ CK3W, wncnonb3oBaTh TOMLKO JIMLEH3NOHHOE
nporpamMmHoe obecneyeHne pupm-n3roToBNTENEN.

e [lpn ycranoeke MO CK3W na MIBM gonxeH bbiTb obecnedeH KOHTPOb LENOCTHOCTM 1 AOCTOBEPHOCTb AUCTPUOYTNBa
CK3W n coemecTHo noctaensiembix ¢ CK3W komnonent CO.

e Ha TM3BM He pomxHbl ycTanaBnausaTbcs cpeactBa paspabotkm MO u otnaguuku. Ecnnm cpegcrtea otnagkw
NPUAOXKEHUT HYXKHBI /151 TEXHONOrMYECKNX NOTPebHOCTEN OpraHn3aLm, TO UX NCNONb30BaHUE AOKHO BbITh CAaHKLMOHUPOBAHO
agMuHucTpatopom besonacHocTu. [pn 3TOM J0/KHBI BbITh peann3oBaHbl MEPbI, MCKOYAOLWME BOSMOXXHOCTb UCMOJIb30BaHNS
3TUX CPeACTB Ans pejakTupoBaHus koga u namstu CK3W w npunoxenuii, ncnonbsytowmx CK3W, a takxe gas npocmoTpa
kopa v namsatu CK3U u npunoxennii, ncnonsaytowmx CK3U, 8 npouecce obpabotku CK3U sawminaemoii ntdpopmanum n/nam
NPy 3arpy>KeHHoi Knto4eBoli nHpopmauun.

e [lpegycMoTpeTb Mepbl, UCKOYAIOWME BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO He OBOHapy>XMBAaeMOro W3MeHeHUs
annapaTtHoli 4acTn TeXHUYECKUX CPeAcTs, Ha KoTopbix ycrtaHosneHsl CK3W (Hanpumep, nyTem onedaTbiBaHWsi CUCTEMHOMO
6noka u passvemos [19BM).

e [locne 3aBeplieHnst NPOLECCA YCTAHOBKU LOJIKHbI ObiTb BbINOJIHEHbI AENCTBUS, HEODOXOAUMbIE AJISi OCYLLECTBNEHUS
NEPUOANHECKOTrO KOHTPOs LesocTHocTy yctaHoesieHHoro 1O CK3U, a Takxxe ero okpy>keHnsi B COOTBETCTBUN C AOKYMEHTALMEN.

Mporpammuoe obecneyerme, yctaHasnneaemoe Ha [19BM ¢ CK3W He gonxHo copep)kaTb BO3MOXXHOCTEN, MO3BOIAIOLLUX:
e MOANULNPOBATL COAEPXKUMOE NPON3BObHBLIX obnacTeli naMaTu;

MoANdULMPOBaTL COBCTBEHHLINA KOA N KOA APYrUX NOANPOrpaMM;

MOAUMLMPOBATL NaMSITb, BbIAENEHHYIO ANS APYrUX NOANPOrpamm;

nepegasaTb ynpasfieHne B 061acTb COBCTBEHHbIX AaHHBIX U AAHHBIX APYrMX NOAMNPOrpaMMm;

HECAHKLMOHMPOBAHHO MoaMbumMpoBaTh daiifibl, coaepXkalime WCMOSHSAEMbIE KOAbl MPU UX XPAHEHUN HA XKECTKOM

LNCKeE;

MOBLILIATL NPELOCTABEHHbIE NMPUBUIEMNY;
e moaunduumposats HacTpoiiku OC;
® 1ICMOJIb30BaTh HEJOKYMEHTUPOBaHHble hrpMoii-paspabotynkom dpyHkunm OC.

5.4 Mepbl no obecneyeHuto 3awmtol ot HC/L

Mpu ncnonbsosannn CK3W posnKHbl BEINONHATLCA Clefytowne Mmepbl no 3awmTe nHdopmauyuun ot HC:
e Heobxoanmo paspaboTaTb M MPUMEHWTH MOAUTUMKY Ha3HadeHws U cMmenbl naponei (ans exoga B OC, BIOS, npu
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WnPpoBaHMN HA napoJe u T.A4.);
e Heobxo4VMO MCnonb30BaTh PUILTPLI NAPOJIEA B COOTBETCTBUN CO CJIEAYIOLMMY MPaBUIAMN:
— AJIMHA Naponst AOJKHA ObITb He MeHee 8 CUMBONOB;
— B 4MC/IE CUMBOJIOB Naposisi 0bsi3aTeNbHO AOJIKHBI MPUCYTCTBOBaTh OYKBbI B BEPXHEM W HUXHEM PErmcrpax,

undpsl 1 cneyunansHole cumeonsl (O, #, $, &, *, % v 1.n.);

— Naposib He JOJDKEH BK/OYAaTb B CeDs IErKO BbIHUCSIEMbIE COHETAHMS CUMBOJIOB (MMeHa, dhamMunnn n T. 4.), a

Takxe obuenpunsToie cokpawenus (USER, ADMIN, ALEX u . g.);

— MNPV CMeHe NapoJisi HOBOE 3HAaYeHUNE JOJIKHO OT/IMHATLCS OT NPeabIAYLLIEro He MeHee YeM B 4-X no3nyusx;
— JINYHBIV Napoib NONb30BaTENb HE UMEET NPaBa coobLaTe HUKOMY;
— NepuoOANYHOCTb CMEHBI Napost ONPEAENAeTCa NPUHATON NOAUTUKOR BE30MNaCHOCTUN, HO HE [JOJIKHA MpPEeBbILWaTh

6 mecsaues.

® Maposin AAs ayTeHTMUKALMM NOb30BATENEA HA HOCMTENSAX, paboTaloWmX B PeXXMMe aKTUBHOTO BbIYUCIUTENS C
3awmToi kaHana mexay Hocutenem n CK3W no npotokony SESPAKE, gonxHbl yaoBneTBopsaTh cieaytowum TpeboBaHusim:

— Ans BbIpaboTKy obuiero katova € ayTeHTUbUKaUmeld Ha OCHOBE MapoAsi MpU UCMOAb30BaHUN KPUBbIX C 512-
BUTOBLIM NMOPALKOM FPyMMbl TOYEK:
* MapoJsib JOJIXKEH COCTOSATh U3 DYKB aHFAMIACKOro andhaBuTa 1 BEPXHEM 1 HUXKHEM perncTpax, uudp
N Cneu3Hakos;
* MUHUMasbHAs AAnHa napons — 4 cumBeona;
* MEePUOANYHOCTb CMeHbI Napossi — He pexxe 1 pasa B noaroga.
— ANs BbIpaboTKy obuiero katoda € ayTeHTUbUKaUMed Ha OCHOBE MapoAsi MPU UCMOAb30BaHUN KPUBLIX C 256-

BUTOBLIM NMOPALKOM TPyMMbl TOYEK:

* MapoJib LOJKEH COCTOATbL U3 DyKB aHrAMiickoro and)aBmTa 1 BEPXHEM U HUXKHEM peructpax, uudp
N Cneu3Hakos;

* MUHUMasbHas AanHa napons — 10 cumsonos;

* MEePUOANYHOCTb CMeHbI Naposisi — He pexe 1 pa3a B b6 gHeii.

® MOJUTMKA HAa3HAYEHUS! N CMEHbl NapoJiell JOMIXKHA YAOBIETBOPSTL CEAYHOWMM TPeDOBaHMSAM: NOC/IE TPeX HEBEPHbIX
MOMbLITOK BBOAA naponsi nonb3oBaTenem npu Bxoge B OC cuctema gomkHa BnokmpoBaTbes Ha 1 wac (c obecneveHnem
BO3MOXXHOCTY Pa3biaoKMpOBKN YHETHOI 3annucn npu obpalleHn noab30BaTeNs K agMuHMCTpaTopy besonacHocTn);

® yKa3aHHas NoJinTMKa obsi3aTesibHa AJ1s1 BCEX YYeTHbIX 3anuceli, 3apeructpuposartbix B OC;

e cpeacteamu BIOS posmkHa 6bITh uckntodeHa Bo3MoxHocTb paboTsl Ha [TIBM ¢ CK3U, ecan Bo Bpemsi €€ HavanbHOI
3arpy3kun He MPOXOAST BCTPOEHHbIE TECTbI;

e B kadectBe Mepbl no ycunenmto 3awmtel ot HCJ cnepyer 3anpetutb coxpaHeHue naponeli, WUCMONb3yeMblX B
pabote CK3W. [dns sToro npeanoyTuTenbHee BOCMOJL30BATbLCA FPYNMOBbIMU NoauTukamu. WIHCTpykumMm no HacTpoiike
rPYNMOBbLIX MOJUTUK CM. B COOTBETCTBYIOLLEM MCMOJIb3YEMOV NPOrpaMMHO-annapaTHoii naaTtdopme gononaHednn K PykosoacTey
agMuHuCTpaTopa besonacHocTu.

Mpwn akcnnyataumn CK3N 3AMPELLAETCA:

® OCTaBNATbL 6e3 KOHTPOJS BbIYUCAUTENbHbIE CPEACTBA, Ha KoTopbix akcnayatupyercs CK3U, nocne BBOga kNto4eBoi
nHdpopmauuny nnbo nHoi koHduaeHUMaNbHOW nHdOpMaLmuK;

® BHOCMTb Kakne-nubo nsamMeHeHus B nporpammHoe obecneuenne CK3U,

® OCYLIECTBSATb HECAHKLMOHNPOBAHHOE aiMUHUCTPATOPOM BE30MacCHOCTU KOMMPOBaHUE KJIOYEBLIX HOCUTENEN;

® pa3srlawaTth COAEPXKUMOE HOCUTENER KOYEBONR MHpopMauun nuan nepefaBaTb CaMy HOCUTENM NMLAM, K HUM He
JONYLLEHHbBIM, BbIBOANTb KIOYEBYIO MHGOPMaLMIO HA AUCTel, NPUHTEP U T.M. UHble CPEACTBa OTobpaxeHus uHdopmauum (3a
NCKJIIOHEHNEM CJlyHaeB, NPesyCMOTPEHHbIX AaHHBIMU NpaBuiamu);

® 1ICMOJIb30BaTh KJIOYEBbIE HOCUTENN B PEXMMAX, HE MPefyCMOTPeHHbIX dyHKumnoHnposaHnem CK3U;

® 3aMUCbIBaTb Ha KJIIOYEBbIE HOCUTENN MOCTOPOHHIOW NH(OPMALNIO;

® BCTaBNSATb KJIOYEBON HOCMTENb B YCTPONCTBO CHUTLIBAHUS B PEXUMAX, He MPEAYCMOTPEHHbIX LWTATHLIM PEXUMOM
MCMOJIb30BaHNS KJIOHEBOIO HOCUTENS;

e noakstodaTe Kk [NIBM pgononHuTensHble ycTpolicTBa U COEANHNTENN, HE NPERYCMOTPEHHbIE LUTAaTHOW KOMMJIEKTaLNell;

e paboTaTb Ha KOMMbKOTEPE, €C/W BO BPEMS €ro Ha4vaNbHOW 3arpysku He npoxoguT BCTpoeHHblii Tect O3V,
npegycmoTpeHHblii B8 [19BM;

® U3MEHSTb HACTPOIKM, yCTaHOBNEHHbIE nporpammoii yctanoskn CK3W unn agmunncTpaTopom;

® 1ICMOJIb30BaTh CUHXPOMOCHIIKM, BbipabaTeiBaemble He cpeactamu CK3U;

® 1CNONb30BaTh ObiBliMe B paboTe KAOYEBbIE HOCUTENW A7t 3anucCu HOBOW uMHGopMauuu He3 npeaBapuTeNsHOro
YHUHTOXEHUS] Ha HUX KJIKOYEBOA uHOPMaLUK, MOLNEXALLel YHUUTOXeHWO B cooTBeTcTBum ¢ n. 3.9.3 pokymenTa
2KT5AN.00101-01 95 01. MNMpaeuna nonb3osanusi, cpeacteamu CK3U;

® OCYLLECTB/IATH HECAHKLMOHUPOBAHHOE BCKPbITUE CMCTEMHbIX 6iokos MMIBM.
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AgmununctpaTtop 6e30macHOCTU JOMIXKEH CKOH(UIYpUMpPOBaTh OMEpPaLVOHHYIO CUCTEMY, B CPeAe KOTOPOii maaHnmpyeTcs
ncnonbsosats CK3W, n ocylwiecTBnATb Nepuofnyecknii KOHTPOJSIb CAENaHHbIX HAaCTPOeK B COOTBETCTBUM CO C/EAYHOWUMY
TpeboBaHusAMM:

® HEJONyCTMMO MCMOJIb30BaTh HECTAHAAPTHbIE, M3MEHeHHbIe unmn oTnago4drbie sepcun OC;

® HEeoDXOAMMO WCK/IOHMTL BO3MOXHOCTbL 3arpy3ku n ucnonssoaHuss OC, oTAMYHOR OT NpefycCMOTPEHHON LUTATHO
paboToii (Hanpumep, NyTeM oneyvaTbiBaHWS YCTPOWCTBA 3arpy3KM U NOCAELYIOLLETO KOHTPOJIS LeJOCTHOCTY nedaTeii);

® HEeobXOAMMO UCKOYNTL BO3MOXHOCTb YAAJIEHHOrO YynpasfeHus, agmuHuctpuposanus n mogudumkauun OC un eé
HaCTPOeEK;

e Ha M3BM pgomxHa bbiTh ycTaHoeneHa Tosnbko ogHa OC (B cnyyae MCnonb3o0BaHMst BUPTYasbHON MHGPACTPYKTYpPbI
[OMYCKAETCS NCMONb30BAHNE OLHONM XOCTOBOW N HEOrpaHu4eHHoro konmdectea rocresbix OC);

e npasom yctanosku u Hactpoliku OC n CK3W gonxeH obnagats TobkO agMuHmucTpaTop besonacHocTu;

® BCE HEMCMOJIb3YeMble PECYPCbI CUCTEMbI HEODXOAUMO OTKOUNTL (MPOTOKOJIbI, CEPBUCHI U T.M.);

e pexuMbl besonacHocTu, peanusosarHble B OC, L0OKHbI ObITb HACTPOEHbI HA MaKCUMasbHbI YPOBEHb;

e BCEM nosb30BaTeNsiM U rpynnam, 3apernctpuposanibiM B8 OC, HeobXoAMMO Ha3HAYNTL MUHUMAILHO BO3MOXHbIE 151
HOpMasbHOl paboTbl NpaBa;

e HEoDXOAMMO MPefsyCMOTPeTb MEPbl, MaKCUMAaJbHO OrpaHMYMBatOLLME JOCTYN K CIeAyloWwnM pecypcam cuctembl (B
COOTBETCTBYIOLLNX YCIIOBUSIX BO3MOXHO MOJIHOE YAAIEHNE PECYpCa WM €r0 HEUCMOJIb3YEMOli HacTu):

— CUCTEMHBIN peecTp;

— chaiinbl n KaTanoru;

— BpeMeHHble aiinbl;

— >KypHasibl CUCTEMBI;

— paiinibl nofKayku;

— Kawupyemas uxHgopmauuns (napoam u T.n.);
— oTnago4Has nHdopmauus.

Kpome BbllwenepeqmncieHHoro, HeobxoAnMo opraHn3oBaTh cTupanue (no okoH4aHun cearca pabotsl CK3W) BpemeHHbIx
daiinos n daiinos nogkayku, hopmupyembix unum Moguduumpyemsix B npouecce paborsi CK3W. Ecnm 310 He BbinonHumo, 1o
Ha XKECTKMNIi ANCK JOJIKHbBI PaClpoCTPaHSATLCS TpeboBaHMsl, NPeAbABASEMbIE K KIKOYEBbIM HoCUTENsIM (CM. pa3gen 3 JOKyMeHTa
’KTA.00101-01 95 01. lNpasuna nonb3oBaHus).

® [J0JXKHO OblTb WCK/IIOYEHO MOMajaHue B CUCTEMY MPOrpamm, Mo3BOASOLMX, Nonb3ysck ownbkamu OC, nosbiwatb
NpefsoCTaBeHHbIe NMPUBUAErUN;

® HEODXOAMMO PperyisipHO yCTaHaBiMBaTb nakeTbl obHoBnenus GesonacHoctn OC (Service Packs, Hot fix n mn.),
O0BHOBISATL aHTUBMPYCHbIE Ba3bl, a TaKXKe UCCIeA0BaTb MH(OPMALIMOHHBLIE PECYPChl MO BOMPOCAM KOMMbLIOTEPHOI besonacHocTu
C Le/Iblo CBOEBPEMEHHON MUHUMUN3aLMUN OMACHbLIX NOCAEACTBUI OT BO3MOXHOro Bo3aeiicTeus Ha OC;

e B cny4dae nogkatoderns NMIBM c yctaHosnenHbim CK3U k obwienoctynHbiM ceTsiM nepefaymn AaHHbIX, Heobxonnmo
NCKJKOYNTL BO3MOXHOCTb OTKPbLITUS U MCNOMHeHUst paiinioB n ckpunToBbix obbekToB (Hanpumep, JavaScript, VBScript,
ActiveX), noay4eHHbIX 13 obLLESOCTYMHBIX CeTell nepefadn AaHHbIX, 6e3 NpoBeAEHNS) COOTBETCTBYIOLMX NPOBEPOK HA NPeAMET
COAEPXKaHUs B HUX MPOrpaMMHbIX 3aknagok n spegoHocHoro MO, 3arpyxaembix n3 cetu;

e npu ucnons3osaHun CK3W na MIBM, nogkntodeHHbIXx K OBLEAOCTYMHbLIM CETSM CBA3W, C LUEbI0 UCK/IOHEHUs
BO3MOXXHOCTM HECAHKLMOHWPOBAHHOrO JOCTyNna K CUCTEMHbIM PECypCam WCMOJIb3YEMbIX OMEPALMOHHbIX CUCTEM, K
nporpamMmmHomy obecnedeHunto, B okpy>xxeHum kotoporo dyHkumoHupytoT CK3U, n k komnoHenTam CK3W co cTopoHbl ykasaHHbIx
ceTell AOSIKHBI NCMONb30BATLCS LOMNOJHNTENBHBIE METOABI N CPEACTBA 3aluThl (HanpuMep, YCTAaHOBKA MEXCETEBbIX IKPAHOB,
opratuzaumns VPN ceteii n T.n.). Mpn 3Tom npegnoyteHne JoMKHO OTAABATLHCS CPEACTBAM 3alLUThbl, MMEKOLWNM CepTudukaTt
YMNOJHOMOYEHHOrO OpraHa no ceptudukaLuu;

® OpraHM30BaTb 1 UCMOJIL30BaTh CUCTEMY ayAnTa, OPraHM30BaTb PEryasipHblli aHAAU3 pe3ynbTaToOB ayauTa;

® OpraHM30BaTb 1 UCMOJIb30BaTh KOMMIEKC MEPOMNPUSATUIA aHTUBUPYCHON 3aLUThbI;

® [10J1KHO BbITh 3anpeweHo ncnonssosaHne CK3U ansa 3awmnTel peyesoii nHdopmauuu;

e fo/mkHa BbITh 3anpeuteHa pabota CK3W npu ekntoyenHbix B MIBM wiTaTHbIX cpeacTBax BbIxo4a B pafnoKaHall.

Pekomengyertcs annapatypy, Ha kotopoii ycranaenusaetcss CK3V, npoBeputh Ha oTCyTCTBME annapaTHbIX 3aK/J1afLoK.

5.5 TpeboBaHus no obecneyeHnto cpnsnyeckoin besonacHocTn cepsepa

Cnepyet WCKNOYUTL BO3MOXHOCTb [JOCTYNa HEaBTOPW30BAaHHOMO MEPCOHana K KOHCOMW, CUCTEME MUTaHUS W
JOMNOJIHNTENbHBIM YCTPOACTBAM, MOAK/IOHEHHLIM K 3alLMLLAEMOMY CEPBEPY MyTeM YCTaHOBKU ODOpyAOBaHUS B CMeLManbHO
BbIAENIEHHOE 1 3anupaeMoe nomeleHne (annapaTHYO AN CEPBEPHYIO KOMHaTY).

[JocTyn nepcoHana B CEpBEPHYIO KOMHATY JOJIXKEH ObITb pernameHTMpoOBaH BHYTPEHHUM PacropsiAKOM IKCMyaTMpYyLoLLeii

Crpanunua 32 un3 38



XKTAN.00101-01 91 01. Kpuntollpo CSP. PykosoacTteo agmuHuctpatopa besonacHoctu. Obwas vacte

opraHmsaunmn n ONXKHOCTHbIMU UHCTPYKLNAMN.

Ons nckntoveHnss cOoOeB  KOMMbIOTEPA, BbI3BAHHLIX OTKJ/KOYEHUEM 3JIEKTPONMTaHWs, Heobxogumo obecneynTtb
3N1IEKTPONUTaHNE CepBEPA OT UCTOYHUKA BecnepeboHOro NMTaHNUs 4OCTAaTOYHONR MowHOCTW. Kak MuHuMyM, MowHocTn baTapeii
NCTOYHMKA BecnepeboiiHOro NMTaHms JOMXKHO XBaTaTb HA BPEMsi AOCTAaTOYHOE Al KOPPEKTHOrO aBTOMAaTMYECKOro 3aBepLUeHus
paboTbl cepeepa.

5.6 TpeboBaHus no  opraHusauuwu npoueaypbl pe3epBHOro
KOMUPOBaHUA U XpPaHEHNS pe3epBHbIX Konui

Mpu onpegeneHun pernamMeHTa Pe3epBHOTO KOMUPOBAHUSI N XPAHEHUSI Pe3epBHbIX KOMWii CrnepyeT obecneunTb
OTBETCTBEHHOE XPaHEHUE PE3EPBHbIX KOMWIA B 3anupaembix ceiidpax (wkacax) 1 onpefennTb NpoLesypy BblAadn Pe3epBHbIX
KOMUI OTBETCTBEHHOMY MEPCOHAJTY M YHUUTOXKEHNS BbILUEALINX U3 YNOTpebaeHsi HOCUTeNel (JIEHT, OGHOKPATHO 3aMnChbIBAEMbIX
ANCKOB 1 np.).

CTaHaapTHBIMU MepaMmuy MO OpraHU3aLny OTBETCTBEHHOTO XPaHEHWUS HOCUTENER SABAAIOTCS:

® MapKupoBKa HoCUTeNek;

® COCTaBJIEHNE OMMCU XPAHUMbBIX HOCUTENIE C YKa3aHUEM CepuniiHbiX (MHBEHTAapHbIX) HOMEPOB, AAT 3aMnUCU HOCUTENEIA,
chamunueli COTpyaHUKa, CO3LABLUErO KOMMIO A1 KaxXAoro Lukada(ceiida);

® neprofuyeckasi CBepKa onucy n coaepxmumoro celichos (Lwkados);

® OpraHu3auust OTBETCTBEHHOrO XPaHEHMs U Bbigaumn kitodell oT celichos (wkados);

e BO3MOXHOe oneyaTbiBaHue (onaombrposatue) ceiidpos(lukados).

® YHUHTOXEHUE BbILLUEALWNX U3 YNOTPebeHNs HOCUTeNell AOMKHO MPON3BOAUTLCS KOMUCCHENR C COCTaBIEHNEM akTa 0b
YHUHTOXEHNU.

5.7 TpebosaHus no nogknovediurwo CK3MN pgna pabotbl no
obuieaoCTyNHbIM KaHafnam nepegadn gaHHbIX

Mopsigok nopkntodeHuss CK3W k kaHanam cBsi3m poskeH ObiTe onpeaeneH akcnyaTupytoweid oprannsagueii. Jlnuom,
OTBETCTBEHHbIM 3a BesonacHocTb paboTel CK3W no obwesocTynHbiM KaHanam, Kak MpaBuio, AO/DKEH ObiTb afMUHMCTPATOp
besonacHocTw.

Mpu nogkntodenun CK3W k obliesocTynHbiM KaHaiam nepefadn faHHbIX AOJKHA ObiTb obecneyeHna besonacHocTb
3awmuieHHon ceasu. MNpu 3Tom aomxHbl BbITL onpeaeneHb:
e lMopapok nogkntodernus CK3W k kaHanam ceasu.
e BbigeneHo nuuo, oTeeTCTBEHHOE 3a 6e30MacHOCTb paboThl MO 0BLLEAOCTYMHBLIM KaHanam.
e PaspaboTaH TVNOBOI perfiamMeHT 3aLNLLEHHOR CBA3M, BKJIKOHAOLWNI:
— noAnTuky 6e30nacHOCTN 3aLMLLEHHON CBA3N.
— [ONYCTUMbIN COCTaB MPUKAAAHBIX MPOrPAMMHBLIX CPeAcTB, AN KOTOPOro [O/DKHO DOblTb MCCAEA0BAHO U
obocHoBaHo oTcyTcTBME HeraTueHoro eansiHus Ha CK3W no kaHany nepegadym gaHHbIX.
— nepedeHb AOMYCTUMBIX CETEBbIX MPOTOKOJIOB.
— 3alUTy CeTeBbIX CoefiMHeHunli (nepeyeHb JOMYCTUMbIX CETEBbIX IKPAHOB).
— CUCTEMY U CPefCcTBa aHTMBUPYCHON 3alyThI.

MepeveHb cranpapTHbix cpeacte OC, MOXET BKIOYAaThCA afMUHUCTPATOPOM B TWUMOBOW pernameHT 6e3 npoeegeHus
JONOJIHNTENbHBIX NccnefoBaHnii no ouerke ux BausiHus Ha CK3W. MNpy 3ToM fokHbI BLINOMHATLCS CNeAytoLne yCaoBus:

® CBOEBPEMEHHOE ODHOBJIEHNE NPOrpaMMHbLIX CPEACTE, BK/IOYEHHbIX B COCTAB perjameHTa;

® KOHTpOJIb cpeabl pyHKumoHnposaHus CK3U;

® OnpefesieHNe Y KOHTPOJb 3a UCMOJIb30BAHNEM CETEBbLIX MPOTOKOJIOB;

e cobnoperue npaeun nonbsosaHuss CK3U un cpegpl dyHkymonunposanus CK3U.

[Jonxen 6bITb obecneyeH OpraHN3aLMOHHO-TEXHNYECKNI KOHTPO/b 3aMpOCOB Ha yCTaHOBAEHWE COeAMHEHNst abOHEHTOB
no npotokony TLS ¢ ncnonb3sosanHnem scheMepHbIX KIOHENR, NCKITIOHAOLWUIA BO3MOXKHOCTb NCMONb30BaHNS abOHEHTOM He CBOUX
aTpubyToB coeputHerns (Takue, kak Client Id v T.n.).

Mpu ucnonbsosavun CK3W ¢ gpyrumu ctaHfapTHbIMM NPOrpaMMHbLIMU CPEACTBAMM, BO3MOXHOCTb MOAKJOHEHUS
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CK3W k obwemoctynHbiM KaHanam nepegaydn AaHHbIX JO/KHA ObiTh OnpefeneHa TOMLKO MOC/E NPOBELEHNS AOMOJHUTENbHbIX
NCCNEA0BaHNI C OLLEHKOR HEBO3MOXHOCTW HEraTUBHOrO BAUSIHWSA HapylimTens Ha dyHkumoHnposaHne CK3W, ncnonbsyrowero
BO3MOXXHOCTUN ODLLEeAOCTYMHBIX KaHAsIOB.

5.8 TpeboBaHusa no ncnonbsosarvuto 8 CK3U nporpammHo-annapaTHbIXx
cpeactB 3awntbl ot HC/]

Mporpammuo-annapaTHble cpeacTea 3awutel oT HCI npegHasHayeHbl A1 opraHn3aumm 3alnThl KOMMNbIOTEPA OT BXOAa
MOCTOPOHHMX NoJsib3oBaTeseii. [log NOCTOPOHHUMM NONL30BATENAMYN NOHUMAKOTCS BCE ML, HE 3aPErNCTPUPOBaHHbIE B CUCTEME
KakK Nonb30BaTeNn JAaHHOrO KOMMNbIOTEpPA.

HeobxoanMo ncnonb3osaTe CPeACTBO 3alNTbl OT HECAHKLMOHMPOBaHHOro aocTyna, ceptucuunposaHtoe ®CB Poccun.
MNMocTaBka OCyLLECTBASIETCS MO COMACOBAHUIO C MOJIb30BATENEM

Mporpammuo-annapaTHble cpegctea 3awutel ot HC/L obecneuusator:

® perucTpauuio nosb30BaTeNe KOMMbLIOTEPA 1 HA3HAYEHUE UM NepPCOHANbHbLIX MAEHTUGNKATOPOB 1 Naposell Ha BXOA B
cmucTemy;

e UAeHTUDUKALNIO N ayTEHTMDUKALMIO NONL30BATENS NPU 3arpy3ke KOMMbIOTEPa;

e BeJeHME CUCTEMHOIO >KypHana, B KOTOPOM MPOW3BOAWUTCS PerucTpauusi cobbiTuii, WMMEIOWMX OTHOLEHNE K
besonacHOCTM cUCTEMBbI;

® KOHTPOJIb LIENIOCTHOCTM MPOrpamMMHOrO 1 annapaTHOro obecnedveHnst 3aLMLAaeMOro KOMMbIOTEpPa;

® 3aLUUTY OT HECAaHKLMOHNPOBAHHON 3arpy3Ky OnepaunoHHON CUCTEMbI CO CbeMHbIX HOCUTENER;

e HanMYMe B COCTaBe annapaTHOro Aatynka ciydaiiHbix Hucen (OCYH).

VYctaHoBKa M HacTpolika nporpammHo-annapatHoro cpegctsa sawutel ot HC na APM nonbsosatenss poskHa
NPOM3BOAMTLCS B COOTBETCTBUM C 3KCMJlyaTauWOHHOW aokymeHTauwvein. [lepen skcnnyaTaumeid nporpaMMHO-anmnapaTHOro
cpegctea 3awuTel or HC B coctae APM nonb3oBaTesisi HEODXOANMO O3HAKOMUTLCS C KOMMIEKTOM AOKYMEHTAL MU HA AaHHOE
CPELCTBO 1 MPUHATL PEKOMEHAYEMbIE B JOKYMEHTALMNM 3aLUNTHBIE OPraHN3aUNOHHbIE MEPBI.

Hactpoiika nporpammHo-annapatHoro cpeactea 3awmtel ot HCJI Ha Tpebyemyto KoHdUrypauuto BbINOAHAETCS
agMuHucTpaTopom besonacHocTn. HacTpoiika fosiXKHA WUCK0YaTb BO3MOXXHOCTb BMELLIATE/bCTBA MOJIb30BaTENs B MPOLECCHI
3arpyskun onepaunoHHoin cnctembl 1 npukaagHoro MO 1 npoBepku LENOCTHOCTU NPOrpaMMHOIl Cpeapbi.
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6 TpeboBaHusi Nno KpunTorpadpunyiecko 3almnTe

JonmxHbl BLINOMHATLCSA CneaytoLine TpeboBaHUs NO KPUNTOrpachuHeCcKoii 3awuTe:
1) JdonycTuMo ncnonb30BaHme TONBKO JINLEH3NOHHOTO CUCTEMHOTO NPOrPaMMHOro obecnedeHus.
2) Hactpoiiku onepaunonHbix cuctem ans pabotsl ¢ CK3M gomkHbl Npon3BoANTLCS B COOTBETCTBUN C AOKYMEHTAMMU:

e XXT41.00101-01 91 02 PykoBoacteo agmutucTpatopa besonactoctu. Windows
MKTAN.00101-01 91 03 PykoeoacTteo agMmuHucTpaTtopa besonacHoctu. Linux
MKTHAN.00101-01 91 04 PykosoacTteo agmuHuctpatopa besonacHoctu. FreeBSD
MKT41.00101-01 91 05 PykoeogcTeo agmuHucTpaTopa besonacHoctu. Solaris
2KTAN.00101-01 91 06 PykoeoacTteo agmuHuctpatopa besonacHoctu. AlX
2KTAN.00101-01 91 07 PykoeoacTteo agmuHuctpatopa besonacHoctu. Mac OS
2KTAN.00101-01 91 08 PykoeoacTteo agmuHuctpatopa besonacHoctu. iOS
2KTAN.00101-01 91 09 PykosoacTteo agmuHuctpatopa besonacHocTu. BupTtyanbHele cpegpi
MKT4.00101-01 91 10 PykoeogcTeo agMmuHucTpaTopa besonacHoctu. Sailfish
2KT4AI.00101-01 91 11 PykoeogcTeo agMmuHucTpaTopa besonacHoctu. Android

3) Mpu ycranoeke MO CK3W ponxen bbiTh obecneydeH KOHTPOJb LENOCTHOCTU U JOCTOBEPHOCTL AncTpubytusa CK3U
n coBmectHo noctasnsiembix ¢ CK3W komnonent CD. lMocne 3aBeplueHuss npouecca YCTAHOBKM LOJIXKHbI OblTb BbIMOJHEHbI
LeiicTBus, HeobxoAnMble Asi OCYLLECTBEHUS NMEPUOLNYECKOrO KOHTPONs uenoctHoctu ycrtaHosnenHoro MO CK3U, a Takxe
€ro OKPY>XXEHUS.

4) KoHTponiemM LEeNIOCTHOCTM  JOMKHbI  ObiTh  OxBadeHbl halinbl, ykasaHHble B pasgenax «TpebosaHus no
kpuntorpaduyeckoii 3awmute» pokymentos MTHAM.00101-01 91 02, XKTHAKM.00101-01 91 03, »KXTAK.00101-01 91 04,
MTHAN.00101-01 91 05, XKTHAN.00101-01 91 06, KTAKN.00101-01 91 07, KTHAN.00101-01 91 08, XKTAN.00101-01 91 09,
2KTAN.00101-01 91 10, XKTHAN.00101-01 91 11

5) Ecnmn nposepka uenoctHoctn komnoHentoB CK3W 3aBepliaetcs ownbkoit, agMuHucTpaTtop be3onacHoCTM AOMKeH
BbISABUTb NPUYUHY 1 obcTositenscTea Hapywenns uenocthHoctn CK3U n nepeyctanHosuts CK3W B cOOTBETCTBUN C MHCTPYKLMED
No YCTaHOBKE, OMNWCaHHOW B PYKOBOACTBE agMUHMCTpaTopa be3onacHoOCTM ANs WCNOJIb3YeMON NporpamMmmHO-annapaTHOl
nnaTpopmel.

6) Heobxognmo ucknounts u3 nporpammuoro obecnederust NIBM c ycranosnennsim CK3W cpeactea oTnagku.

7) CK3W ponxHO MCnonb30BaTbCs CO CPeACTBaMM aHTUBUPYCHOI 3awmTbl. Knacc aHTUBMPYCHBIX CPeACTB 3awyuThl
onpegensietcst ycnosusimn akcnayataunn CK3W B aBToMaTU3MpoBaHHbIX CMCTEMAX.

8) Kntouesas nHdopmaumns sBasieTcst KoHbULEHLMANBHON.

9) BHewHsss ramma, ucnonb3yemas A4S MHWLManM3auum - coctosHust  nporpammHoro  JCH,  sBnsiercs
KOH(DUAEHLMANBHOA.

10) Maponb, ncnonbsyemblli ans ayTeHTUdMKaLUM NoNb30BaTesel, LOJKEH YOOBNETBOPATL TpeboBaHusM pasg. 5.4.

11) MepuoANYHOCTL TECTOBOIO KOHTPOsi KpunTorpacuyecknx dyHkunidi — 10 MUHyT.

12) ExecyTouHas nepesarpyska M9BM.

13) MepuopnytocTs octatosa NNIBM c 0bsizaTensHol NPoBEpKOii CUCTEMBI OXNaXKAEHUS npoLeccopHoro baoka MIBM —
1 mecau.

14) 3anpewaetcs ucnonb3osath pexum npoctoii 3amensl (ECB) FTOCT 28147-89 gns wudpposanus uHdopmauum,
KpOMe KJIH0HEBOIA.

15) JdonxHo AaBaTbCs npesynpexaeHne o TOM, 4TO Npu ncnosb3osaHun pexuma wudposatus CRYPT SIMPLEMIX
MODE maTtepuan, obpabaTbiBaeMblii Ha OAHOM KJHOYE, aBTOMATUYECKN OrpaHu4mBaetcs senuduHon 4 MB.

16) Mpn dyrkumornposanun CK3W  pgonxHbl BbINONHATLCS TpeboBaHWS 3KCM/YaTaUWMOHHOW AOKYMEHTauunm Ha
ucnonbsyembiii MAK sawmter ot HCA.

17) JomxHo ObiTe 3anpeweno wucnonbsosanne CK3W gns 3awutel pedesoli unopmaunu 6e3 nposefeHust
COOTBETCTBYIOLLMX LOMONHNUTENbHBIX UCCIEA0BAHNIA.

18) HonxHa 6biTb 3anpeweHa pabora CK3W npu skatouerHbix B MIBM wraTHbIX CpeacTBax BbIXOAa B pajnoKaHasl.

19) 3anpelyaeTcs ucnonb3oBaHme HECNPOBOAHBIX KIABUATYP 1 KOMMBIOTEPHBIX MbILLEN.
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7 TpeboBaHusi No BcTpamBaHUiO U wmucnonb3osaHuto 10
CK3M

Bcrpaneanne CK3W B 3awmujaemble MHOPMaUMOHHBbIE CUCTEMbI  [OJIXKHO MPOU3BOANTLCA B COOTBETCTBUM C
Monoxernnem MK3-2005 [20]. BcTpanBatne fonxHbI NPOBOAUTHL OPraHM3auun, UMEKOLLNE JIMLEH3UIO HA MPAaBO MPOBEAEHUS
Takux pabor.

Ons obecneyeHus 3awymTbl SNEKTPOHHbLIX LOKYMEHTOB M CO3JaHUS 3alLULLEHHOA aBTOMAaTU3MPOBAHHONW CUCTEMbI B
nepByto oHepesb UCMOJIb3YIOTCA KPUNTOrpachnyeckne MeTOAbI 3aLnThl, KOTOPbIE MNO3BOIAIOT ODECneYnTb 3aLUTy LEN0CTHOCTH,
aBTOPCTBAa U KOH(PUAEHUMANLHOCTY 3EKTPOHHON UHOPMaLMy 1 peann3oBaTe UX B BUAE MPOrPaMMHbLIX WAM annapaTHbIX
CpeACTB, BCTPANBAEMbIX B aBTOMATU3NPOBAHHYIO CUCTEMY.

Mpn cozgaHum 3aWMLLeHHON WMHGOPMALNOHHONR CUCTEMbI LOJKHbI ObITh OnNpefesieHbl MOZESb BO3MOXHbLIX Yrpo3
n nonntuka ee bGesonacHoctu. B 3aBucumocTy oT nmoanTmku 6e30MacHOCTM  OnpefensieTcst Heobxogumbiii  Habop
KpunTorpadnyeckx yHKLNUA 1 OPraHN3aLnoOHHO-TEXHUYECKNX MEP, peasiu3yeMbiX B CO34aBAEMOli CUCTEME.

Pyukyuu CK3W npn BCcTpansanmm B npuknagHoe nporpaMmHoe obecneveHne MoryT ObiTe NCNOb30BaHbI:

1) Yepes untepdpeiic yHkumii CryptoAPl 2.0, 4To no3BoasieT NpuMeHsTL BeCb MHCTpyMeHTapuii dhupmbl Microsoft.
Ons 3Tux yeneli pa3paboTHMKNM MOrYT BOCMO/IL30BAaTLCA MPOrpaMMHoll JoKyMeHTauumeii, cogepxateiics 8 MSDN (Microsoft
Developer Network), a Takxe noctaensiemsim TectosbiM [10; Ha Unix-nnatdopmax (Linux, FreeBSD, Solaris) uepes untepdeiic
bubnnotekn capilite.dll, sensowelica nogmuoxectsom untepdeiica CryptoAPl 2.0. [ns 3Tux ueneii B KOMNAEKT NOCTaBKM
BktovaeTcs gokymeHT XKTHAKM.00101-01 96 01. PykosoacTeo nporpamMmMucTa.

2) MyTtem HenocpeacTBeHHoro BbizoBa yHkunii CK3W nocne 3arpyskm mogynst ¢ ucnonb3oBaHueM byHKLUM
LoadLibrary. [ns 3Tux ueneli B KOMMJEKT nocTaBku Bkitodaercs pokymeHT MKTHAM.00101-01 96 01. Pykosogcteo
MpoOrpamMmucTa, onucbIBatoLWniA coctas dyHkumii u Tectosoe 0.

3awmTa oT 3aknagok, epegoHocHoro 0O, mogudukauumn cuctemuoro n npuknagHoro MO poskHa BbITe obecnedena
NCMOIb30BaHNEM CPEACTB aHTVUBUPYCHO 3alUThl N OPraHM3aLNOHHbLIX MEPONPUATHIA.

Mpn Bctpansanun CK3W B npuknagHoe nporpaMmHoe obecnedeHne AOSKHbI BbIMOAHATLCA TpeboBaHUs LOKyMeHTa
2XKT45KN.00101-01 96 01. PykoBoacTBO nporpaMmucTa.

NpaBnna BcTtpanBaHus n ucnonbsosaHus CK3U

Mpwn sctpansavun CK3W Kpuntollpo CSP B npuknagHoe nporpamMmmHoe obecneyeHune nay ncnosib30BaHUM €ro B COCTaBe
cTaHgapTHoro npuknagroro MO pomKkHbI BbINOJHATLCS Chegytoline TpeboBaHus:

1) Mpn ncnonb3oBaHWM OTKPLITOrO KAtOYa uan katoda nposepkn DI gomxHbl BbITh obecnedeHbl ero asTopusauus,
[LOCTOBEPHOCTb, LENOCTHOCTL N UAEHTUYHOCTL. JTO MOXET DbiTh peasn30BaHo:

e MyTeM 3aBepeHMsi OTKPLITOro Kitoda uan katoda nposepku Il foBepeHHOR cTopoHoii (Hanpumep, B ciydae

NCMOJIb30BaHUS CEPTUPUKATOB OTKPLITLIX KtOHER);

® NyTeM [OBEPEHHOrO PaCMpOCTPAHEHWSI U XPaHEHUS OTKPbITbIX KatoHeid u katodeir nposepku Il B BUuge

CMPaBOYHUKOB.

2) Mpu ncnonb3oBaHun cepTNNKATOB OTKPLITLIX KNtOYEl 1 Kitouel nposepkn DI, 3aBepeHHbIX NOANNCHIO AOBEPEHHOI
CTOpOHbI, [JOJKHA bOblTh oObecnedeHa besonacHasi [OCTaBKa W XpaHeHue cepTudpukaTa Kiloda [OBEPEHHON CTOPOHbI, C
NCMOJIb30BAHUEM KOTOPOrO MPOBEPSIIOTCS OCTajibHble cepTudpukaTbl katodeli nposepku Il nonbsosateneii (kopHeBoro
cepTuchukata).

3) KpunTtorpacuyeckoe cpeacTso, C NOMOLLbIO KOTOPOro NpON3BOAMTCS 3aBepeHune kitodeli nposepku DI, oTKpbITbIX
KJIKOYEl UAN CMPAaBOYHUKOB OTKPbLITbIX KJKOYeEl, [OMKHO BbiTh CEpTMULNPOBAHO MO KJ1ACcCy, COOTBETCTBYIOLLEMY MPUHSITON
nonuTuke besonacHocTu.

4) [ns or3biBa (BbIBOAA 13 LECTBUS) OTKPLITLIX KtOYel 1 ktodeid nposepku 1 gomKHbI NCNONB30BaTLCA CPeACTBa,
NO3BOJISIOLLNE MPON3BECTM aBTOPU3ALMIO OT3bIBAIOLLErO NnLa (B 3TUX LENsX AOJKEH OblTb UCMOAb30BAH CMNCOK OTO3BaHHbIX
cepTucbrkaTos, 3aBepeHHbiii DI foBepeHHOl CTOPOHbI).

5) Mpu Bbizose [punoxennem ynkuuii CK3W B npuknagHom nporpammuom obecnedeHnn [o/kHa bbiTb
NpesycCMOTPEHA MPOBEPKA KOAA 3aBEPLUEHNS BbI3bIBAEMOI DYHKLNN.
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JInTepaTypa

XKTAN.00101-01 30 01. Kpuntollpo CSP. ®opmynsip.
2KTA.00101-01 90 01. Kpuntollpo CSP. Onucanue peannzauun.
XKTAN.00101-01 95 01. Kpuntollpo CSP. MNpasuna nonb3osaHus.

MKTAN.00101-01 91 02. Kpuntollpo CSP. Pykoeoacteo agmunuctpatopa 6esonacHoctu. Vcnonssosavne CK3U nog
ynpaenennem OC Windows.

2KTAN.00101-01 91 03. Kpuntollpo CSP. Pykoeogcteo agmunuctpaTopa 6esonactoctu. Vcnonssosatne CK3U nog
ynpasnexnem OC Linux.

MTAKN.00101-01 91 04. Kpuntollpo CSP. Pykosogcteo agmuHmuctpatopa 6esonacHoctu. Wcnonssosanne CK3U nog
ynpasnennem OC FreeBSD.

XKTAN.00101-01 91 05. Kpuntollpo CSP. Pykosogcteo agmuHuctpatopa besonacHoctu. Vcnonssosavne CK3W nog
ynpasnetunem OC Solaris.

MKTAN.00101-01 91 06. Kpuntollpo CSP. Pykoeoacteo agmunuctpatopa 6esonacHoctu. Vcnonssosavne CK3W nog
ynpaenennem OC AlX.

2KTAN.00101-01 91 07. Kpuntollpo CSP. Pykoeogcteo agmunuctpaTopa b6esonactoctu. Vcnonssosatne CK3U nog
ynpassnesnem OC Mac OS X.

’KT4A1.00101-01 91 08. Kpuntollpo CSP. Pykosogcteo agmuHucTpaTopa besonacHoctu. Vcnonssosanne CK3U nog
ynpaenetnem OC iOS.

XKTAN.00101-01 91 09. Kpuntollpo CSP. PykoBoacteo agmuHuctpatopa besonacHoctu. Vcnosnbsosanne CK3U B
BUPTYasIbHbIX Cpefax.

XKTAN.00101-01 91 10. Kpuntollpo CSP. Pykoeogcteo agmunuctpatopa 6e3onacHoctu. Vcnonssosatne CK3W nog
ynpasnexnem OC Sailfish.

2KTAN.00101-01 91 11. Kpuntollpo CSP. Pykoeoacteo agmunuctpatopa 6esonacHoctu. Vcnonssosatne CK3U nog
ynpaenennem OC Android.

2KTAN.00101-01 91 12. KpunTollpo CSP. Pykosoacteo agmunuctpatopa besonacHoctu. Vcnonszosanue JavaCSP u
JavaTLS.

XKTAN.00101-01 92 01. Kpuntollpo CSP. Unctpykumsi no ncnonssosanuto CK3W nog ynpasnednem OC Windows.
XKTAN.00101-01 94 01. Kpuntollpo CSP. APM BbipaboTku BHELHER raMMbi.

MTAK.00101-01 96 01. Kpuntollpo CSP. Pykoeoacteo nporpammucra.

RFC 2246 The TLS Protocol Version 1.0. URL: https://www.ietf.org/rfc/rfc2246.txt.

TexHuuecknii komuteT no crangaptusauyum «Kpuntorpaduyeckas sawmra nndopmaunn» (TK 26). NHdopmaymnorHas
TexHonorusi. Kpuntorpadguyeckas 3awurta nHdopmaunm. Pekomengaumn no crangaptusauyuu. Vicnonbsosavne Habopos
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