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1. AHHOoTaAuUMA

[JaHHbIN OOKYMEHT COAEPXMWT MpaBwWia Mosb30BaHUsl CcpeacTBa KpunTtorpaduyeckom 3aluuThl
mHpopmauum (CK3U) «Kpuntollpo CSP» Bepcum 4.0 R4, ero cocTtaB, Ha3Ha4vyeHue, KJOUYEBYIO
cuctemy, TpebosaHua no 3awmte ot HCA.

JokyMeHT npeAHasHayeH AN aAMUHUCTPaATopoB  MHMOpMaUMOHHOMW  6e3omnacHoOCTM
yupexaeHuin, ocyLecTBASWNX YCTaHOBKY, 06CnyXunuBaHMe KOHTpPoOsb 3a cobntogeHneM TpeboBaHui
K 3akcnnyatauum cpeactB CK3W, a Takxe agmumHuctpatopaMm CepBepoB, CeTeBblX pecypcoB
npeanpuaTus 1M Apyrux paboTHUKOB Cnyx6bl MHbDOpPMaUMOHHOW 6e30MacHOCTU, OCYLLEeCTBASIOWNM
HacTponky pabounx mecT ans paboTbl co cpeacteamu CK3U.

NHCTpYKUUK aAMUHUCTpaTopam 6e3onacHOCTH 7 Nnosib30oBaTeNsiM pasfnyHbIX
aBTOMATU3MPOBaHHbIX cucTeM, ucnonbsywmnx CK3U «Kpuntollpo CSP» Bepcun 4.0 R4 [ONXKHbI
pa3pabaTbiBaTbCs C y4eTOM TpeboBaHUI HacToAwmx MNpasus.
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2. HasHaueHue CK3W. YcnoBusa skcnayatauumm

CK3M «Kpuntollpo CSP» Bepcum 4.0 R4 npeaHasHayeHO ANs 3aWuUTbl OTKPbITOM MHMOpMauum
B MHMOOPMALMOHHBIX CcUCTeMax oblero nofb30oBaHUA (BbMMUCAEeHME W npoBepka 3l) M 3awWwuTbl
KoHbUAEHUMANbHON WHQOpMaLMN, He CcoAepXalel CBeAeHMNW, COCTaBAAWMX FOCyAapCTBEHHYIO
TaMHy, B  KOpMNopaTuBHbIX WHPOPMAUMOHHBIX cucTeMax (wudpoBaHme w  pacwundpoBaHme
WHpoOpMauun, BbMUCIIEHME U NPOBEpPKa WMWUTOBCTABKW, BbMUCIEHME 3HAYEHUS X3LW-dYyHKLNK,
BblMMCNEHNE W NpoBepka 3I).

Mpn skcnnyatauum CK3U «Kpuntollpo CSP» Bepcuun 4.0 R4 o/mKHbI BbINOJHATLCA Clieaylolne
TpeboBaHus:

— CpeactBamn CK3U He ponyckaetcs obpabaTtbiBaTbh MHMDOPMaLUIO, COAEpXKALLYO CBeAeHus,
COoCTaBnsaoLWme rocyaapCTBEHHYO TaliHy.

- [Jonyckaetcs wucnonb3oBaHne CK3UW pgna kpuntorpaduyeckon 3awuTbl MNepcoHabHbIX
OAHHbIX.

- Knwueas vHbopMaumna aBaseTcs KOHbDuAeHUManbHOM.

— Cpok gencteua kaoda nposepku I — He 6osiee 15 net nocne oKoOHYaHUA Cpoka AENCTBUS
CcooTBeTCTBYOLWEro katoya 3r1.

— BHewHsia ramMma, ucnosblyemas Ans WHUMLManM3auuMm COCTOSIHMS nporpaMmHoro [CH,
ABNSAETCA KOHPUAEHUNANbHON.

- CK3M LOJKHO MCNONb30BATLCH co cpeacTsamm AHTMBUPYCHOM 3alUuThl,
ceptudmympoBaHHbiMm O®CB Poccun. B cnyyae ux OTCYTCTBUS pPeKOMeHAyeTcs Mo
BO3MOXHOCTW WCMOMb30BaTb CYLWECTBYIOWME aHTUBUPYCHble cpeacTBa 3awuTtbl. Knacc
QHTMBUPYCHbIX CpPeACTB 3aluTbl onpegenserca ycaoBusaMm 3skcnnyataumm CK3U B
aBTOMaTMU3UPOBAHHbLIX CUCTEMax.

— PasmeweHne CK3M B noMmelleHMAX, nNpedHasHa4vYeHHbIX ANS BeAeHUA NeperoBopoB, B XoAe
KOTOPbIX obcyxapatoTcs BOMpPOCHI, cogepxauwme cBeneHus, cocTaBnsawowme
rocyfapcTBEHHYIO TalHy, OCYLEeCTBNSETCA YCTaHOB/IEHHbIM MOPSAKOM.

— [3BM, Ha koTopbix wucnonblyetrca CK3W, pomxHbel 6bmb gonyweHbl Ana o6paboTku
KoHdUAeHUMaANbHON  MHGoOpMaumnm no  geucteyowmMm B Poccuinckon  denepauumm
TpeboBaHuAM no 3awmte nHbopMaunm OT YyTEYKN N0 TEXHMYECKUM KaHasaMm, B TOM 4ucne,
no kaHany cBsA3n (Hanpumep, CTP-K), ¢ y4yeToM Mogenn yrpo3 B MWHQPOPMaALMOHHOM
CUCTeMe 3aKa3umka, KOTOpbIM AO/HKHO NpoTUBOCTOATL CK3W.

—  WHcTtannsums CK3UM Ha paboumx mecTax AOIKHA NPoOM3BOAUTLCS TOJSIbKO C ANMCTpubYTMBa,
NoJsly4eHHOro no AOBEpPEeHHOMY KaHany.

— BctpauBaHue CK3W B apyrue cpeacTBa BO3MOXHO TOMbKO C WUCMOMb30BaHUEM (YHKLUN,
yKasaHHbiX B [punoxeHmn 2. B crydae WCMNONb30BaHUA MNPOYUX BbIBOBOB (QYHKLMUN
nporpaMMHbIX WHTepdelicoB (ypoBHel BcTpauBaHus) CK3UM HeobxoammMo NpousBOAUTb
paspaboTtky otaenbHoro CK3W B cooTBeTCTBUMM C AeUCTBYlOWeENH HOpMaTMBHOW 6a3oi (B
yacTtHocTh, ¢ [locTaHoBneHueM [lpaButensctBa Poccuiickon ®depepauum ot 16 anpens
2012 r. N° 313 wu TllonoxeHneM o pa3paboTke, nNpPoOU3BOACTBE, peanusaumm wu
aKcnayaTaumn wndpoBanbHbiXx (Kpuntorpaduyecknx) CpeacTs  3awutbl  MHbOpMaLnm
(MonoxeHue MK3-2005)).

— Npun 3kcnnyataumm CK3M  [o/MXKHbI MCNONBb30BATbCA TONIbLKO CepPTUPUKATbl OTKPbITbIX
KJIlOYEeN, BbiNyLleHHble AOBEPEHHbIM OpraHoM cepTudukaumm. B KadecTBe Takoro opraHa
[O/KeH BbiIcTynaTb cepTtuduumpoBaHHbim O®CB Poccum YpocTtosepswowmn ueHtp (YLU),
BbIMyCKAaOWMA cepTudukaTbl U NOAAEPXKMBAKOLWMIA CMUCKN OTO3BaHHbIX CepTUdUKaToB B
cooTBeTcTBMM C PernamenHtoM YL, a Takxe cnyxba KoOpnopaTUBHOM CUCTEMBI,
obecneuvBatowas [AOBEPEHHblIE CMPaBOYHUMKN CEPTUDMKATOB OTKPbITbIX KOYEN C
noAAepXXKOW aKTyasIbHOCTM BKJ/IlOYAEMbIX B CMpaBOYHUKK cepTuduKaToB.
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Mopsinok opraHmsauum un obecnedeHne 6e3onacHOCTM XpaHeHus, o6paboTku M nepegayn no
KaHanaM CBS3M C WCMOJSIb30BaHWEM CpeAcTB KpunTorpaduueckoln 3awuTbl MHDOpMaLMM CBeAEHUN,
cocTaBnAwWmMX KoHbduaeHUanbHyto MHDOPMaL KMo, OCYyLWEeCTBASEeTCS B COOTBETCTBUM C AOKYMEHTaMMU
«MHCTpyKumna o6 opraHusauum n obecneyeHnn 6e30MacHOCTU XpaHeHusi, 0bpaboTkM KU nepegauun no
KaHanaMm CBS3M C  WUCNONb30OBaHMEM CpeacTB KpunTorpaduyeckonm 3awutbl uHbDOpMauum C
OrpaHUYEHHbIM AOCTYMOM, He coAepXalwel CBeAeHMN, COCTaBASAKWMX FOCYAapCTBEHHYH TanHy»
(MNpukaz ®AMCU N 152 ot 13 wutoHa 2001 roma), «MonoxeHme o pa3paboTke, NpPoOU3BOACTBE,
peanusauum u skcnayatauum wmdposasnbHbix (KpynTorpaduyeckmnx) CpeacTs 3awuTbl nHdopMaunum»
(Npukasz ®CBb Poccum N2 66 ot 9 deBpana 2005 roga) v ApyrMMM pPyKOBOASILLMMU LOKYMEHTaAMMU MO
obecneveHntio 6e30NacHOCTU MHGPOPMALLUN.

CK3N «Kpuntollpo CSP» Bepcun 4.0 R4 MOXHO 3KCOayaTupoBaTb CO Chneayowmmm
NporpaMMHbIMK nNpoaykTamMn 6e3 npoBeAeHMS AOMOJSIHUTENbHBbIX TeMaTUYEeCKUX MUCCeaoBaHui u/wmnu
OUEHKW BUSAHUA:

—  npunoxeHus, Bxoasawune B coctas OC;

—  NpPWNOXEHMe KOMaHAHOM CTPOKM Ans popMMpoBaHUS 3anpoca Ha cepTudukaTt certreq;
- MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013, Office 2016);

— cepsep IIS.

HeobxoanmMocTb MpoBeAEeHUS OLEHKW BIUSIHUS A1 NMPOYUX MPOrpaMMHbIX NPOAYKTOB (B TOM
ynucne yCTaHOBJIEHHbIX AAMWHUCTPATOPOM/MONb30BaTENEM AOMONHEHUA U pacCLlUMPEHUN NPOrpaMMHOro
obecneyeHns, nepevynCcreHHOro Bblwe) onpegenseTcsd ¢ yyetom n.1.5 ®opmyndapa XTHAW.00087-03
30 01.

Cnepgywouwme nporpaMmHbole kKoMmnoHeHTbl CK3UW «Kpuntollpo CSP» Bepcun 4.0 R4 MOXHO
nucnonb3oBatb 6e3 npoBeAeHMs AONOSHUTENbHBIX TEeMaTUYeCKUX UCCiefoBaHum:

—  MNpPWUNOXEeHMEe KOMaHAHOMW CTPOKM ANS noanmcu u wndposaHus dannos cryptcp;
—  MpPUIOXEHNEe KOMaHAHOM CTpoku ansa paboTbl ¢ cepTudmnkatamm certmgr;
— npunoxeHwe ansa cosgaHus TLS-TyHHensa stunnel.

Ncnone3oBaHne CK3UN «Kpuntollpo CSP» Bepcun 4.0 R4 C BbIK/IOYEHHBLIM  PEXWMOM
YCWIEHHOr0 KOHTPO/SIS WCMONb30BaHUA K/OYEN He [onyckaeTcd. BkAlo4YeHuMe [aHHOro pexwuma
onncaHo B pgokyMmeHTax XTSM.00087-03 91 02. PykoBoacTBO agMuHucTpatopa 6esonacHocTw.
Windows, XT4MN.00087-03 91 03. PykoBoacTBO aAMUHMCTpatopa 6e3onacHocTwu.  Linux,
XKXTAN.00087-03 91 04. PykoBoACTBO aaAMUHUCTpaTopa H6e3onacHocTu. FreeBSD, XTSAW.00087-03 91
05. PykoBoacTBO aaMuHuUCTpaTopa 6e3onacHocTu. Solaris, XTHAW.00087-03 91 06. PykoBoacTBO
aaAMuHMCTpaTtopa 6e3onacHocTn. AIX, XTAM.00087-03 91 07. PykoBOACTBO aAMWMHUCTpaTopa
6e3onacHocTu. Mac OS.
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3. Mopsapok pacnpocrpaHeHua CK3U

YCcTaHOBOYHbIE MoAaynum CK31 «Kpuntollpo CSP» Bepcuun 4.0 R4 7 KOMMNEeKT
3KCMayaTauMoHHOMW AOKyMeHTauunm K HeMy MOryT MOCTaBnATbCA MNOSb30BaTeNto YMNOJNHOMOYEHHOM
opraHusauunen gsyms crnocobamu:

1) Ha HocuTene (CD, DVD-guckn);
2) nocpeacTBOM 3arpy3ku yepes MIHTepHeT.

Ons nosiyyYeHus BO3MOXHOCTH 3arpysku YCTaHOBOYHbIX MoAaynemn CK3M
«Kpuntolpo CSP» Bepcun 4.0 R4 1 KoMnaekTa 3KCMJyaTauMOHHOM AOKYMeHTauuMm nonb3oBaTtesnb
HanpaBfseT CBOM YYE€THble JAaHHble YMNOJHOMOYEHHOW oOpraHusauuu. Y4UYeTHble AaHHble MOryT Obmb
HanpasJ/ieHbl MOCPeACTBOM 3arofIHEHUSA CheynanmanupoBaHHOM perucTpaumoHHoOn GopMbl Ha cauTte
YNO/THOMOYEHHOM OpraHu3auuu.

Mocne nony4vyeHMss  YNOJIHOMOYEHHOW  OpraHuM3auuMen Y4YeTHbIX AaHHbIX MO0f1b30BaTesIto
npegocTtaBngercs AOCTyn Ha CTpaHuuy 3arpysKku YCTAHOBOUYHbIX Moaynen CK31
«KpunTtollpo CSP» Bepcun 4.0 R4 1 KoMnNeKTa 3KCMnayaTauMoHHOM AoKyMeHTauuu. [pu 3arpyske
rnosib3oBaTesnieM YyCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» Bepcun 4.0 R4 un KoOMMIekTa
3KCMIyaTaunoHHOM AOKYMeHTauum YMNoJIHOMOYEHHOW OpraHu3auunen npucBamBaeTCs YYETHbIM HOMep,
maeHtubmumnpyrowmn  aksemnnaap CK3UM  «Kpuntollpo CSP» Bepcun 4.0 R4, npeaocCTaBieHHbIN
nosb3oBaTesto.

Ha cTpaHuue 3arpy3ku BMecTe C gucTtpnbyTMBOM U LOKYMEHTaLMeln pa3MelwaeTcsa oTAeeHHas
3/1eKTpOHHas noAnucCb, A5 MNPOBEPKM KOTOPOK HeobxoaMMO MCMonb3oBaTb yTuauTy cpverify,
MOMYYEHHY0 AOBEpeHHbIM 06pa3oM M coaepXkallyto Koy NMpoBEPKU AAaHHOW 3/1eKTPOHHOW NOAMUCHU.

YcTaHoBka CK3W «Kpuntollpo CSP» Bepcun 4.0 R4 Ha paboyee MecTo nosib3oBaTesNss MOXET
6bMb OCYyLWECTB/EHAa TONIbKO B CJly4yae MoATBEPXAEHUS UeNOCTHOCTU MOJNIYYEHHbIX YCTaHOBOYHbIX
mogynein CK3UN «Kpuntolpo CSP» Bepcum 4.0 R4 1 akcnnyaTauMOHHON AOKYMEHTauuu.

1. CpeacTtBo KOHTpoNns uenocTHocTM (cpverify.exe) nepBOHadanbHO AO/MKHO 6bTb
nosy4YyeHo nosib3oBaTeneM Ha dusndeckom Hocutene B odwuce komnaHum 00O
«KPUMTO-MPO», nmbo y odwuumanbHOro awnepa. Takas yTwiMTa CcuuTaeTcs
Mnosy4YyeHHOMW JoBepeHHbiM ob6pa3oM. [lanee nMoOJly4eHHOW [OBepeHHbM obpa3om
npu3HaeTCs o4yepegHass Bepcust YTWIUTbl, noaydyeHHas nwbbiM ob6bpa3om, Hanpumep,

|..| CKayaHHasa ¢ callTa www.cryptopro.ru, Npu ycrsosum, 4To oHa 6buia nposepeHa ApyruMm
-~ 9K3EeMMNAAPOM YTUAUTbI, MOJSIYYEHHbIM paHee [OBepeHHbIM 06pa3oM, M npoBepka Obuia
YyCMEeLHOoN.

2. Kntou nposepku 2OI, a Takxe wHdboOpMmauums 0 HeM (paTa CO34aHUS, anropuTM XaL-
dyHKUMKN, wnaeHTMdUKaTop anroputma MNOAMNMCK) 3anUCbiBAlOTCS B MCXOAHbIM  KOA
YTUINTBLI Ha 3Tane cbopku.
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4. OCHOBHbIE TEXHUYECKMNE AaHHbIE U XapaKTEepPUCTUKMH

4.1. NporpaMMHO-annapaTtHbie cpeabl PyHKUMoHupoBaHua CK3U
Windows

BkntouaeT nporpaMMHO-annapaTHbie cpeabl:

—  Windows XP! (x86);
-  Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
- Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntovaetr amctpmbyTtuBbl Linux, yaosneTtBopsiowme cTaHgapTty Linux Standard Base ISO/IEC
23360 Bepcuun LSB 4.x:

— CentOS 4/5/6 (x86, x64);

— CentOS 7 (x86, x64, POWER, ARM, ARM64);

— OCb (OS-RT) (x64);

- T4 OC AUC ©CCIN Poccum (GosLinux) (x86, x64);

— Red OS (x86, x64);

— Fedora 27/28/29 (x86, x64, ARM);

— Oracle Linux 4/5/6 (x86, x64);

— Oracle Linux 7 (x64);

— OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

— AlterOS (x64);

— SUSE Linux Enterprise Server 11SP4 (x86, x64);

— SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
— Red Hat Enterprise Linux 4/5/6 (x86, x64);

— Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

— CuHTe3-0C.PC (x86, x64);

—  NK «CunHTe3aM-KnueHTt» B cocTaBe KIT «30C «CuHTeaM» (x64);
— K «CuHTe3M-CepBep» B cocTaBe KM «30C «CuHteaM» (x64);
— KN «OC «CuHTesM-K» (x64);

— Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

— Ubuntu 18.04/18.10 (x86, x64);

— Linux Mint 17/18/19 (x86, x64);

— Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

— OC NloToc (x86, x64);

— Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbbpyc);
- MCBCdepa 6.3 CepBep (x64, ARM64).

Unix
BkntoyaeT nporpaMMHo-annapaTHble cpegbl:

— OC 2nbbpyc Bepcus 3 (dnbbpyc);

— ALT Linux 6/7 (x86, x64, ARM);

— Anbt Cepsep 8, Anbt 8 CIl CepBep (x86, x64, ARM, ARM64);

— AnbT Pabouas ctaHuus 8, AnbT Pabouas ctaHuusa K 8, AnbT 8 CIl Pabouasa ctaHuusa (x86,
x64, ARM, ARM64);

— ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

- POCA XPOM/KOBAJTbT/HUKEJNTb (x86, x64);
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— FreeBSD 11, pfSense 2.x (x86, x64);
- AIX 6/7 (POWER);
- Mac 0S X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris

BknoyaeT nporpaMMHO-annapaTtHble cpeabl:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

Sailfish

BkntoyaeT nporpaMMHO-annapaTHylo cpeay:
_  SailfishOS 2.1.1.12 (ARMv7).

i0S

BksitoyaeT nporpaMMHoO-annapaTHble cpeabl:

- Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2/
9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble _cpenbl

— Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
— Microsoft Hyper-V 8/8.1/10 (x64);

— Citrix XenServer 7 (x64);

- VMWare WorkStation 11/12/14/15 (x86, x64);

- VMWare WorkStation Player 12/14/15 (x86, x64);

- VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

— Oracle VirtualBox 5.2 (x86, x64);

— RHEV 4 (x64).

NMpumeyaHusa:
1. Bepcusa POSReady.

4.2. KnroueBas cucteMa M KJueBblie HOCUTeNu

CK3MN «Kpuntollpo CSP» Bepcun 4.0 R4 gBNsSeTCS CUCTEMOM C OTKPbITbIM pacnpegesieHnem
KJlOYe Ha OCHOBE aCUMMMeTpUYHOM Kpuntorpadum C MCNOJSIb30BaHWEM 3aKpbITOro Kj4va Ha OAHOM
CTOpPOHE M COOTBETCTBYHIOLWErO €My OTKPbITOrO K/o4Ya Ha APYrol CTOpOHe.

Monb3oBaTesb BKJTIOHaeTCHA B CcncTtemy n NMCKJTIO4YaeTCA n3 Heé YyCTaHOBJIEHHbIM
YaoctoBepsawWwmMM LEHTPOM MOPALKOM.

Monb3oBaTenb, obnagarowmin nNpaBoM noaAnNMCKM wn/mnu WndpoBaHUS [aHHbIX, BblpabaTbiBaeT
Ha cBoeM pabouyem MecTe WM nosy4vyaeT y agMMHUCTpaTtopa 6e3onacHoCcTM (B 3aBUCUMOCTM OT
MPUHATON NOANTUKKM 6e30MacHOCTU) JINYHbIE 3aKpbMbii K4 (KoY 3M) M OTKPbIMbIA K4 (KoY
npoBepkn 2I1). Ha OCHOBe KaxAoro OTKpbIToro ksw4ya (knwdya nposepkum DI1) YaocToBepsAwOLWUM
LleHTpoM cdopMumpyeTcs cepTuduKaT OTKPbITOro Knva (ceptudmkaT kaoda nposepku IM).

4.2.1. KnoyeBon HOCUTENb

B kayecTBe KAKOYEBbIX HOCUTENEN UCMONb3YOTCS:
-™MA 3,5”, USB aucku;
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— CmapTtkapTtbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3L (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CmapTkapTbl PyTokeH Lite SC, PytokeH 2L SC;

— PyToKeH S;

- Novacard;

— Cmaptkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTkapTta Y3K;

— CMmaptkapta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CMmaptkapTbl AnnoT INPASPOT Series, SCOne Series;

— Rosan;

- Paszpen HDD M2BM (B Windows - peecTp);

- Mpentndmkatopbel Touch-Memory DS1995, DS1996.

Mcnonb3oBaHne Ko4eBbIX HocuTenen B 3aBUCUMOCTHU oT nporpaMMHo—annapaTHoﬁ

nnatgopmbl oTpaxeHo B XTAN.00087-03 30 01. Kpuntolpo CSP. ®opmynsap, n. 3.8.

AN

1. XpaHeHune 3akpbirbix Katoyen Ha HDD M2BM mn USB auckax (B peectpe OC Windows, B
pasgene HDD npu pabote nog ynpasiaeHveMm apyrux OC) ponyckaeTcs TONbKO Mpwu
ycnoBun pacnpoctpaHeHus Ha HDD, USB auck wnam Ha M3BM c¢ HDD TpeboBaHui no
obpaweHuto ¢ knawyeBbiMM HocutTenamm (n.6.7 XTHAN.00087-03 91 01. PykoBoACTBO
aaAMMHUCTpaTopa 6e3onacHocTm obuwas 4acTb).

2. Bce BblllenepeyncrieHHble HOCUTENN WCMONb3YTCAA0MKHbI MCMNO/b30BaTbCs TOJIBKO B
KayecTBe MNaCCUMBHOIO XpaHwulia KAK4YEBOW MHdopMauum 6e3  MCMoib30BaHUSA
KpunTorpadmMyecknx MexaHM3MOB, peasiM30BaHHbIX Ha CMapT-KapTe/TOKEHe.

3. Ucnonb3oBaHne HocuTenen Apyrnx TUMOB - TOJIbKO No cornacosaHuo ¢ ®CB Poccun.

4.2.2.

Pasmepbl 1 CPOKU AENCTBUSA KtOUen

ONvHbl KNoYen 3N1eKTPOHHOW noanucu:

—  KJ1H0OY 31EKTPOHHOM NOAMNUCH 256 wnn 512 6ur;
—  KJI0Y NPOBEPKM 3JIEKTPOHHON NOAMUCU 512 nnn 1024 6wur.

ANviHbI KNoYel, UCNonb3yeMbiX MpU WNGPOBAHUK:

—  3aKpbITbin K4 256 6uT wan 512 6ur;
—  3aKpbITbiA K4 512 6ut nnn 1024 6uTa;
—  CWUMMETPUYHBIA KJTtOM 256 6ut

Mpn skcnnyataumm CK3WM  «Kpuntollpo CSP» Bepcua 4.0 R4  pomkHbl cobntopatbes

cneaytoumMe Cpoku UCMNOSIb30BaHMSA MOJIb30BATE/IbCKUX 3aKPbITbIX KKOUYEN U CEpTUDUKATOB:

—  MaKCUManbHbI1 CPOK AEUCTBMS 3aKpbroro kawda 2M-256 (kntoua 2M) - 1 roa 3 mecsua;
— MaKCUMasbHbI CPOK AENCTBMUSA 3aKpbmroro kawda 2M-512 (kaoua 3M) - 1 rog 3 mecsua;
— MaKCUManbHbIA CPOK AEUCTBUS OTKpbITOro katwda 3IM-256 (knwoda nposepku M) - 15 neT;
— MaKCUManbHbIA CPOK AENCTBUA OTKpbITOro kiwda 3M-512 (kntoda nposepku M) - 15 neT;
— MaKCUMasbHbIM CPOK AEMNCTBUS 3aKPbITbiX M OTKPbITbIX Koyehn obmeHa - 1 rog 3 mecsua.

Mpn opMMpOBaHUM 3aKPbITOrO K/to4a B KOHTEMHep 3anucbiBaeTCs AaTa MCTeYeHus Cpoka

OENCTBMS 3TOr0  KJ4a, MO MUCTEYEeHMM KOTOpPOro B 3aBMCUMOCTM OT 3HadeHuss mnapameTpa
ControlKeyTimeValidity BO3MOXHbl pa3fiMyHble BapuaHTbl UCMNOAb30BAaHUS 3TOrMo KJkoua.

3HauveHne «0» napaMeTpa He HaknagbiBaeT HUKaKWUX OrpaHMHeHMVI Ha MCNOoJ1ib30BaHME KJIO4a.
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3HaueHue «1» napaMeTpa 3anpewaeT dopmmpoBaHue Ol M wndpoBaHne B KOHTEKCTE 3TOrO
knodya  (BO3MOXHO  pacwudpoBaHMe paHee  3awndpoBaHHbIX coobuieHuin) (3HauyeHuMe 1o
YMOYaHuio);

3HaueHMe «2» napameTpa 3anpewaeT Nobble AENCTBUSA C 3aKpPbTbiM KHOYOM.

Cpok pgencteus kno4ya bepetcsa 13 (B Nopsake yMeHbLUEHUS MpUOpUTETA):

— PacwmpeHns KOHTENHEpa K/4a;
— PacwupeHus ceptudmkaTa Kawoua;
— [aTbl co3gaHusa knwda + 1 rog 3 mecsua.

M3meHeHne napameTrpa ControlKeyTimeValidity

Ona onepauuoHHbIX cucteMm rpynnbl Windows Heo6xoAMMO M3MEHUTb 3Ha4YeHWe KJlloua
peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\ControlKeyTimeValidity (ans 64-6uTHbIX OoNepauuOHHbIX CUCTEM),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co
ntrolKeyTimeValidity (ans 32-6MUTHbIX OMepauMOHHbLIX CUCTEM).

HacTtporika CK3UW pansa ocTtanbHbix OC OCYyLWECTBASETCS C MNOMOLWbIO yTunuTbl cpconfig c¢
MOMOLLbIO KOMaHAbl

./cpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHune KN4YeBbIX HOCUTENEN

Mpy XpaHeHUM KiloYeln HeobxoaAMMO 06ecrneynTb HEBO3MOXHOCTb [OCTyNa K KJ/OYeEBbIM
HOCUTENAM He AOMYyLWEHHbIX K HUM nuul. [osib30BaTeslb HECET MNEepCOHasibHY0 OTBETCTBEHHOCTb 3a
XpaHeHWe NINYHbBIX KYEBbIX HOCUTENEN.

3anpelwaeTcs OCTaB/sATb 6€3 KOHTPOJIS BbMUCIUTESbHbIE CpeACcTBa C YyCTaHoBsieHHbM CK3U
nocsie BBoAa K/04eBOW MHGOpMaLuu.

B cnyyae UEHTpanM30BaHHOIO  XpaHEHUs  KJOUYEBbIX HOCUTENEei B  OpraHusauuu,
skcnnyatupyowein CK3W, agMMHUCTpaTop 6€30MacHOCTM (€C/iM OH MMeeTCsl) HeceT MepCcOoHasbHYHo
OTBETCTBEHHOCTb 3@ XPaHEHME NINYHbIX KJIIOUYEBbLIX HOCUTENEN NOJIb30BaTENEN.

Mpn xpaHeHun kntodenr B peectpe Windows m Ha HDD [MM3BM TpeboBaHus MO XpaHEeHUIo
JIMYHBbIX KAOYEBbIX HOCUTeNnen pacnpocTpaHstTcs Ha M2BM (HDD M3BM) (B TOM uucne u nocne
yAaneHusa knaw4en ns peectpa, us HDD).

B cnyyae HEBO3MOXHOCTU OTUYYXAEHUS KJIHOYEBOr0 HOCUTENs C KJK4YeBOM MHMOpMauuen ot
M2BM  opraHM3auUMOHHO-TEXHUUYECKUMMM  MeponpuUATUAMU  AO/MKEH  Oblfb  WUCKJIKOYEH  AOCTYM
Hapywutenen k MN3BM ¢ knwo4amu.

Monb3oBaTesib, UMELWNA AENCTBYOWMA cepTUdUKAT U COOTBETCTBYHOWMA eMy kaod DM, B
noboin MOMeHT BpeMeHM (HO He no3gHee Hedenn) A0 OKOHYaHMsS Cpoka AelCTBUS AEeUCTBYHOWEro
3aKpbITOro KJt4ya, MOXET npousBecTu pOpMMpOBaHME HOBOro Kiwouda 3.

®opMupoBaHMe HoBOro ksw4a 3l1, 3anpoca Ha cepTudukat, nepepadva 3anpoca B LP wu
nonyyeHue ceptudukaTa Npou3BOAUTCS COMNAacHO MNOC/eAoBaTesibHOCTM, ONMCaHHOW B pasgene 8.5

10



XKTAN.00087-03 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHuUs

«DopMMpoBaHMe KJOYEN nonb3oBaTena» pAokymeHta XTSAW.00087-03 91 01. «Kpuntollpo CSP.
PykoBoacTBo agMuHUCTpaTopa 6e3onacHocTn. Obwas vYacTb».

KntoueBble HocuTenu C ka4YoM Ol, CpOK AENCTBUS KOTOPOro MUCTEK, YHUUTOXAKTCHA NyTeMm
nepecgopmaTupoBaHms (O4YMUCTKM), O YeM genaeTcs 3anucb B «XypHase nosb3oBaTens ceTu».

K cobbIruaM, cBSA3aHHbIM C KOMMpOMETaLUKuein Kioven oTHOCATCSA, B YaCTHOCTH, cneaytoliune:

— noTeps K4YeBbIX HOCUTENEN;

— MOoTeps K/YEBbIX HOCUTENIEN C UX NoCseAyowmM obHapyXXeHnem;

— YBOJIbHEHME COTPYAHWKOB, UMEBLUMX AOCTYM K KAOYEBOM MHPOpMaLuu;

— HapylweHue npaBun XpaHeHUs M YHUUTOXeHMs (Mocsie OKOHYaHMs Cpoka JAencTBuS)
3aKpbITOro KJo4a;

— BO3HWKHOBEHME MOAO3PEHMIA Ha YyTeuky WHDOpMaUMM WAM ee UCKaXeHue B Ccucteme
KoHdMAEeHUMaNbHON CBSA3M;

— HapylweHue ne4yaTu Ha cende C KIYEBLIMU HOCUTENSAMU;

— C/lyyaun, Koraa Henb3s AOCTOBEPHO YCTAHOBMUTb, YTO MPOM30LWSO C KJIIOYEBbIMU HOCUTENSMU
(B TOM 4yucne ciay4yanm, Korga KJIlo4eBOW HOCUTENb Bbies M3 CTPOS M AOKasaTeNlbHO He
OMpoBeprHyTa BO3MOXHOCTb TOro, 4TO, JAaHHbi daKT npousowen B pe3ynbTaTe
HECaHKLUMOHUPOBAHHbBIX AENCTBUIM 310YMbILLNEHHWKA ).

PasnuualoTca [OBa BuAa KOMMPOMETAUWUW 3aKpbITOro Kjouya: sAIBHas W HesiBHasl. [lepBble
yeTblpe CO6bTUS TPaAKTYOTCA KakK sBHas KoOMMNpoMmeTauus knwodein. Cneaytlowme Tpu TpebytoT
CcrneumnanbHOro pacCMoOTPEeHUs B KaXKAOM KOHKPETHOM cllydae.

Mpn KoMNpoMeTauum CBOEro Ksw4a rnosib3oBaTeNb AO/KEH HEMeANeHHO MpeKpaTUTb CBSA3b MO
ceTM C Apyrumm nonb3oBaTtensmu. [pu 3ToM nonb3oBaTenb (MAKM agMUHUCTpaTop 6e30macHOCTMU
opraHmsauum) [o/mKeH HemeaneHHo wu3Bectutb UP (YL) o koMnpomeTauuu Kya Mosb3oBaTens.
NHdopMauma o KomnpoMmeTauum MoxeT nepegasatbcs B YL no TenedoHy ¢ coobuweHnem 3apaHee
YCNIOBJ/IEHHOrO Mapons, 3aperncTpupoBaHHOro B «KapTouke onoBelleHMs O KOMMNpoMeTauum».

Mocne KOMMNpoOMETauMM KIOYEN Mosb30oBaTeNlb (POpMUpPYyeT HOBLIA 3aKPbITbiA KUY M 3anpoc
Ha cepTudwukaT. Tak KakK Mosb3oBaTe/lb HE MOXET MCMNO/b30BaTb CKOMMPOMETUPOBAHHbLIA K4 AN
¢dopmmpoBaHua Il u nepepaym 3anpoca B 3aWMLEHHOM BuAe MO CeTu, 3anpoc Ha ceptudwukar
BMecTe ¢ H6naHKaMu AOCTaBNAETCHA JIMYHO nosib3oBaTenem (aAMMHUCTpaTopoM H6e3onacHocTn) B LleHTp
PerncTtpauunu.

Mpn xpaHeHun knwden Ha HDD MIBM Heob6xoAMMO WMCMOMb30BaTb MAPOJIbHYIO 3aLUUTY.

CK3M MoxeT (pyHKLMOHMPOBATb M XPaHUTb KOUYEBYIO MHGMOPMaLMIO B ABYX pexXuMax:

1) B NamMATY NpUNOXEHUS;
2) B «Cnyxb6e xpaHeHus K/4Yen», peannsoBaHHON B BUAE CMCTEMHOro cepsuca.

Kniounm HaxoaaTcs B K3LWe A0 3aBeplleHUs MPUIOXKEHUS WKW A0 BbIKJKOYEHUS KOMMbOTEpa
(ocTaHoBKM cnyx6bl), 4YTO MNO3BONSET WCMNOSb30BaTb 3aKpbITbii K/OY Jaxe nMocjse 3aKpbTus
KpunTorpadmMyeckoro KOHTeKkcTa.

OyHKLMOHNPOBaHWE U XpaHeHue kawoden CK3U «Kpuntollpo CSP» Bepcun 4.0 R4 B «Cnyxbe
XpaHeHus Kaw4yen» obecneymBaeT AOMOJHUTENbHYHK 3awWuTy KAYEeBOW WHGoOpMauunm OT Apyrux
MPUNOXEeHUN, BbINONHAOWMNXCA Ha [9BM, HO MOXEeT He3HauuTeNbHO 3aMen/iTb NPOU3BOAUTESNBHOCTb
CUCTEMBI.

B cnyyae Heo6xooMMOCTWM MpoBeAeHMsi PEMOHTHBIX M perfaMeHTHbIX paboT annapaTHOM 4acTwm
CK3W/COK Heobxoaumo obecrneuymTb HEBO3MOXHOCTb AOCTyNa Hapywutens K  KJ/UYEBOWN
MHpopMauum, cogepxawenca B annapatHoi dyactm CK3UN/COK. KOHKpeTHbIn nepedeHb Mep AOSKEH
bbb onpeaesieH UCXoas M3 yCsoBUI aKcryaTauum CK3N.

11
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4.2.4. YHNYTOXEHUE KITHOUYEN HA KJTHOYEBbIX HOCUTENAX

Kntoum Ha kaw4eBbix HocuTensax (Bkawodas Touch Memory u cMapT-KapTbl), CPOK AeNCTBUS
KOTOPbIX UCTEK, YHUYTOXalTCs NyTeM nepedopMaTMpOBaHUS KaOYeBbIX HOCuTenen cpeactsamu MO
CK3W, nocne 4yero kak4veBble HOCUTENM MOTYT MCMOMb30BATbCA AJ1S 3aMMCKU HA HUX HOBOW KJIHOYEBOM
nHdopMaLum.

06 YHWUTOXEHUM KIOYEN AenaeTcsd COOTBETCTBYHOWAs 3anucb B «XypHane nonb3osBaTens
cetn» (cMm. Bepenme >xypHanos n.8.11 XTAM.00087-03 91 01. Kpuntollpo CSP. PykoBOoACTBO
aaMumHUcTpaTopa 6e3onacHocTm. Ob6wasn 4YacTb).

4.2.5. Bsanmogencrteme C noab3oBaTtenem npu pabote C KIHOYEBLIMU HOCUTENS MU

Mpu pabote c knw4deBbiMM HocuTenamm CK3M  MOXeT uMcnonb3oBaTb  Kakon-nmbo
nonb3oBatenbckmn uHTepdenc (UI). IDTo MOXeT MnpoucxoauTb, HanNpuMmep, npu HeobxoaAnMoCTU
BbibpaTb HocuTenb uam BBecTuM PIN. YT06bl OTKAOUUTL MONb30BATENbCKUMA WHTepdenc (HanpuMmep,
ANa aBToMaTu3auuM), B HEKOTOPbIX MPUIOXKEHUAX cylecTByeT onumsa -silent. Takxe BO3MOXHO
3anpetutb CK3W oTobpaxaTb nonb3oBaTenbCKkuMi MHTepdenc rnobanbHO ANs BCeX MNPUNOXKEHUN Ha
AaHHoMm TK. [ng atoro B HacTpomkax CK3W HyxHO 3apaTb napameTp force_silent paBHbIM eguHuLe
(cM. Huxe), force_silent paBHbIA HylO BEPHET NoBeAeHMe MO yMOoa4YaHuio. Ecan xe BbiBOBbl QYyHKL NI
TpebyT  oTobpaxkeHus Nosib30BaTENbCKOro nHTepdoelica, 6ynetr  Bo3BpaweHa  owwubka
NTE_SILENT_CONTEXT.

M3mMeHeHne napametrpa force silent:

Ona  onepauuoHHbIX cuctem rpynnbl Windows HeobXxoAMMO M3MEHUTb 3Ha4YeHWe KJioua
peecTpa

HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\force_silent (ana 64-6UTHbIX ONEpPaLMOHHBLIX CUCTEM),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\for
ce_silent (ans 32-6UTHbIX ONMEpaLUOHHbIX CUCTEM).

HacTtporika CK3U ansa octanbHbix OC ocylecTBAseTCs C NOMOLWbIO YTUAnTbl cpconfig:

./cpconfig -ini "\config\parameters' -add long force_silent 1

12
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5. CoctaB CK3U1

NcnonHeHne 1-Base knacca 3awutbl KC1 BbINONHEHO B CliegyloweM CcOoCTaBe:

KpunTonpoBanaep;

Kpuntoapamneep;

MoAy/b ceTeBon ayTeHTudukaumm (Kpuntolpo TLS);

Moay/nib 06paboTku ceptudukatoB n CMS npoTtokona;

yTunuta BblpaboTKM BHELWHEN ramMbl;

yTUANTa KOMaHAHOMW CTPOKM Ans wudpoBaHus ¢ainnos;

YyTUANTA KOMaHAHOW CTPoKM ansa paboTbl ¢ cepTudmnkatamu;

MOoAYyNb ayTeHTudMKauum nonb3osaTtens B goMmeHe Windows;

nakeT paspaboTumka aonsa ucnosb3doBaHMsa npotokosnoB IPsec (IPsec SDK);
naket paspabotumnka ang sctpaneanma CK3U (CSP SDK);

MoAy b noanepXxkn nHrtepdenca Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel);

6ubnnoteka, obecneumBatowaa noAakAyYeHne U DYHKLMOHMPOBAHME  KJIIOYEBbIX
HocuTenen (RDK).

CK31 dyHKUMOHUPYET B rpynnax nporpamMMHo-annapaTHbiXx cpej n.4.1.

CK3U «Kpuntollpo CSP» Bepcuun 4.0 R4 byHKLNOHUPYET Ha OAHOM M3 ABYX YPOBHEMN:

YPOBEHb NPUNTOXEHUS;
ypoBeHb sgpa OC.

B coctae CK3U «Kpuntollpo CSP» Bepcumn 4.0 R4 BXOoaAaT:

énbnmnotekn dll, cepsucel, aparisepbl «Kpuntolpo CSP»;

MOAY/ b ceTeBon ayTeHTudunkauunm «Kpuntollpo TLS»;

moaynb «Kpuntollpo Winlogon»;

kpuntorpaduueckmn mHtepdenc «Kpuntollpo CSP»;

NMpoOrpaMMHbIN gaTunk cnydanmHbix ymcen (MACH) c wmHcTannaumen ot dusmdeckoro ACH
(®4CH) BcTpamBaemoro nporpaMMHo-amnnapaTHoro komnnekca (MAK) 3awwutel ot HCA,
BrnolCYH, BHelWHEN rammsbl;

KOHTPO/b LEeSIOCTHOCTN NpOrpamMMHoOro obecnevyenus;

CUCTeEMa MHXEHEPHO-KPUNTOrpamnyecKon 3almnThl;

cucteMa 3awmtbl oT HCA (ucnonb3yeTcs onuuoHasbHO).

5.1. CoctaB noacucrembl COK

B cocTtas noacuctembl COK BxoaaT criefyoline KOMNOHEHTbI:

npunoxeHue (NpuvknagHoe nporpaMmMmHoe obecneveHue, ncnonb3ytowee CK3N);

nHTepdgenc SSPI (nogMHOXecTBO MHTepdenca Kpuntorpaduyeckux NpoTOKOAOB Secure
Support Provider Interface (SSPI, CryptoAPI 2.0) ans peanusaumm NpoTOKOSa CeTeBOW
ayteHTudukaumm TLS v. 1.0 (nog ynpasneHmem OC Windows);

mMoaynu HacTtponku OC Windows ana obecneveHna dyHKumoHuposaHmnsa CK3U;

nHtepderic CryptoAPI 2.0;

cpeactBa Crypt32(Win32, 64) nans obecnedyeHns paboTbl C cepTudukatamMm C
ncnono3oBaHmeM uHTepdenca CryptoAPI 2.0 depe3z kpuntorpadmyeckmn wuHTepdenc
«Kpuntolpo CSP» nog ynpasnenvem OC Windows;

cpenctBa Capilite - ansa obecneyeHus paboTbl C cepTudmkaTamm C MCMNOSIb30BaAHMEM
nHtepderica CryptoAPI 2.0 uepe3 kpuntorpadumueckmn nHtepdenc «Kpuntollpo CSP» nopg
ynpasneHnem OC cemenctBa UNIX (Linux , FreeBSD, Solaris, AIX);

kpuntorpaduyeckmn nHtepdenc «Kpuntollpo CSP»;

13
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— WwTaTHble MHTepdEeNChl KAKYEBbLIX HOCUTENEN;
— ASN.1 - cucTemMa KogmpoBaHusa/aAekoaMpoBaHMS AaHHbIX B opmaTax ASN.1.

CocTtaB moaynen CK3UM n nogcuctemol nporpaMMHon COK ans COOTBETCTBYHOLWMX MPOrpaMMHO-
annapaTHbIX cpef KOHKpeTusupyeTcs B gononHeHunax XTHAW.00087-03 91 02, XTHAM.00087-03 91
03, XT5KM.00087-03 91 04, XKT5AMN.00087-03 91 05, XTHAN.00087-03 91 06, XKTSMN.00087-03 91 07,
XKTAN.00087-03 91 08, XKTHAN.00087-03 91 09, XKTAN.00087-03 91 10 Kk HacToALEMY NOKYMEHTY.
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6. KoHTponb vuenocrHoctu NMNO CK3U Kpuntollpo CSP

KOHTpO/Nb LENOCTHOCTM AUCTpUBYyTMBa obecneumBaeTcss MNpu MoMowmM yTUnuTbl cpverify.exe,
noslydeHHON AOBEpeHHbIM CNocoboM B COOTBETCTBMM C MpunoxeHnem 1.

CK3WM Kpuntollpo CSP no3sonseT OCyWwecTBAATb AMHAMUYECKUA KOHTPO/b LenocTHocTum MO.
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7. TpeboBaHMA NO BCTpaMBaHUIO U ucnosnb3oBaHuio MO CK3UN

BcTpamBaHne CK3WM B 3awuuiaeMble MHPOPMALIMOHHBLIE CUCTEMbl [AO/IXHO MNPOU3BOAUTLCA B
cooTBeTcTBUM C [onoxeHueM [MK3-2005. BcTpavBaHWe [OMKHbI NMPOBOAUTL OpraHuMsauuun, UMetoline
JIMLIEH3MI0 Ha NpaBO MpoOBeAEHUS Takux paborT.

Mpu co3gaHuUM 3aWULWEHHON WMHAPOPMALMOHHOW CUCTEMbI AO/XKHbI ObTb onpegeneHbl MoAenb
BO3MOXHbIX Yrpo3 W nonutuka ee 6e3onacHocTn. B 3aBucMMOCTM OT nonuTukM 6e3onacHoCcTuU
onpegensieTca HeobxoamMbim Habop KpunTorpaduueckmx OYHKLWUIA M OpraHn3auMoOHHO-TEXHUYECKUX
Mep, peanu3yeMblX B CO34aBaeMOl CUCTeMe.

3aWmnTa OT 3aKknagokK, BUPYcoB, MoAUdUKALUN CUCTEMHOrO M npuknagHoro MO Ao/mkHa 6bMb
obecrneyeHa UCMNOJIb30BAHMEM, CPEeACTB aHTUBUPYCHOM 3alUUTbl U OPraHM3aLMOHHBIX MepPONpPUSTUIA.

Mpn BcTpamBaHum CK3WN Kpuntollpo CSP B npuknagHoe nporpammHoe obecnedveHne wunm
MCNO/b30BaHUM €ro B COCTaBe CTaHAapTHOro npuknagHoro MO A0/MKHbI BbINOAHATLCA Crieayoliuve
TpeboBaHus:

1. TMpn wncnonb3oBaHMM OTKPLITOrO KAk4Ya WM Kaw4ya nposepkn DI gomkHbl  6bTb
obecneyeHbl ero aBTopmsauns, JOCTOBEPHOCTb, LEOCTHOCTb U UAEHTUYHOCTb C MOMOLLbIO
npoueayp YAOCTOBEPSAOLWEro LeHTpa.

2. Tpun wucnonb3oBaHuu cepTUDMKATOB OTKPbLITbIX K/O4YerW WU Kawder nposepku 3,
3aBEepeHHbIX MNOAMUCHI0 AOBEPEHHON CTOpPOHbl, AO/MKHa 6bmb obecneveHa 6e3onacHas
AOCTaBKa W XpaHeHue cepTuduKaTa Kaw4ya AOBEPEHHOW CTOPOHbl, C WCMOJIb30BAHUEM
KOTOPOro NpoOBEPSAOTCSA OCTalibHble cepTudmKaTbl KAYer npoBepkn Dl nonb3oBaTenen.

3. Kpuntorpadumyeckoe cpeacTBO, C MOMOLLbD KOTOPOro MNPOM3BOAUTCS 3aBEpPEHME KIIoYEN
nposepkn 2l1, OTKPbITbIX K/HOYEN WM CNPABOYHMKOB OTKPbITbIX KJKOYeEHr, AOMHKHO Obmb
cepTUdULMPOBAHO MO KflacCy, COOTBETCTBYIOWEMY NMPUHSATON MONUTUKE 6e30nacHOCTM!.

4. [Ona oT3bBa (BbiBOAA W3 AEWCTBMSA) OTKPbITbIX K/AKOYEN M Ko4ver npoBepkn DI AOSKHbI
MCMNONb30BaTbCA CpeacTBa, MO3BOASAKOWME MPOU3BECTU aBTOpMU3auMIoO OT3biBaloLWero avua
(B 2TUX uensax MoxeT bbb UCNOMb30BaH CMNUCOK OTO3BaHHbIX CEPTUDUKATOB, 3aBEPEHHbIN
Sl poBEepEeHHON CTOPOHLI).

5. Tpwn BbBoBe npunoxexHneMm dyHKkunm CK3M B npukiagHoOM nporpaMmMHOM obecnedeHuun
AO0/MKHa 6bMb MpeayCMOTpeHa NMpoBepKa KoAa 3aBeplUeHUst Bbi3bIBAEMON (YHKLMN.
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8. TpeboBaHusa no 3awmrte ot HCA

8.1. O6wue TpeboBaHua No opraHMsauum pabortbl no sawure ot HC4

3awuTa annapaTtHoro u nporpaMMHoro obecnedyeHus ot HCA npu ycTaHOBKE M UCMONb30BaHUMU
CK3MN gaBnaetcsa cocTaBHOM 4yacTbto obuwen 3agaum obecnedveHums 6e3o0mMacHOCTM MHpoOpMauum B
cucTeMe, B COCTaB KoTopon BxoauTt CK3W.

Hapsay c npuMmeHeHueMm cpeacTB 3awutbl oT HCJ Heo6xoAMMO BbINOSIHEHME NpUBEAEHHbIX
HMKE OpraHM3auMOHHO-TEXHUYECKNUX W aAMUHUCTPATUBHbIX Mep Mo obecneyvyeHuo MpaBWIbHOIO
dyHKUMOHMpPOBaAHUA cpeacTB o06paboTkm u  nepegaum umHbDOpPMaUMM, a TaKxXe YyCTaHOBJIEHMe
COOTBETCTBYHOLWMX MpaBua Ana  obCnyXxuBalowero nepcoHana, JAonyuweHHoro K pabote c
KoHdUAeHUManbHON MHbOpMaunen.

3awuta uHdopmaumm ot HCO pomkHa obecneumBaTbCs Ha BCeX TEXHOSIOMMYECKWMX 3Tanax
06paboTkn mHpOpMauMnM M BO BCEX peXuMax (PYHKLMOHMPOBAHWUS, B TOM 4YuMC/ie Npu NpOBeAEeHUU
PEMOHTHbBIX M pernaMeHTHbIX paborT.

3awmuTta mHdopmaumm ot HCO pomkHa npegycMaTpuBaTb KOHTPOAb 3(PGHEKTUBHOCTU CpencTs
3awutel o HCA. 3TOT KOHTPOJAb [AO/MKEH NEepuoAnMYecKW BbINOMHATLCA aAMUHUCTPATOPOM
6e3onacHOCTM Ha ocHoBe TpeboBaHMN AOKYMEHTauuM Ha cpeacTBa 3awuTtel oT HCA.

B opranusauumn, askcnnyatupytowen CK3W, pgomkeH 6bmb Ha3HayeH aAMUHUCTPATOP
6e3o0MacHOCTM, Ha KOTOPOro BO3NaratoTCs 3agaydn opraHusauunm paboT no umcnosb3oBaHuo CK3WU,
BbIpabOTKM COOTBETCTBYIOLWMX UHCTPYKL WA ONS MOSIb30BaTesNeN, a TakXe KOHTPOb 3a C obnogeHmnem
TpeboBaHUM No 6e30nacHOCTW.

AaMmHucTpaTop 6e30MacHOCTM He AO0MXKEH MMETb BO3MOXHOCTM AOCTYNa K KOHMDUAEHLMANbHOM
nHdopMauum nosb3oBaTenen.

MpaBoM pocTyna kK pabouymM MecTaM C YycTaHoBfeHHbMM CK3W poskHbl 0651a4aTbh TOJSIbKO
onpeaeneHHble  Ans  3KChjyaTauuuM  avua,  npowejwuve  COOTBETCTBYHOLWYH — MOAFOTOBKY.
AgMUHUCTpaTop 6€30MacHOCTU AO/IKEH 03HAKOMUTb KaXAoro nosib3oBaTtens, npuMmensiowero CK3U, c
JokyMeHTauuelr Ha CK3W, a Takxe C ApYrMMM HOPMATMBHBLIMM [OKYMEHTaMu, CO3AaHHbMKU Ha eé
OCHOBE.

8.2. Tpe6oBaHus NO pa3MeLLEeHUIO TEXHUYECKUX CPEeACTB C YCTAaHOBJIEHHbIM
CK3M

Mpn pasMelleHNN TEXHUYECKUX CPeaCcTB C yCTaHoBieHHbIM CK3U:

— JomxHbl 6bfb MAPUHATbI Mepbl MO  MUCKKYEHMIO HEeCaHKLMOHMPOBAHHOIO AOoCTyna B
NMoMeLLeHNsI, B KOTOpPbIX pa3MelleHbl TeXHU4Yeckue cpeacTtBa C ycTaHoBieHHbiM CK3U,
NOCTOPOHHMX /UL, MO poAy CBOen AedATeNbHOCTU He SBASWUXCHA MNepCOoHanomM,
jonyuweHHoiM K paboTte B 3TUX noMeweHuax. B cnyyae HeobxoaAMMOCTW NPUCYTCTBUS
MOCTOPOHHMX JIML, B YyKa3aHHbIX MOMELEHUSX AO/MKEH 6bmb obecneyeH KOHTPOb 3a MX
nenctemamm M obecneyeHa HEBO3MOXHOCTb HEraTMBHbIX AENCTBUIM C MX CTOPOHbI Ha CK3MU,
TeXHMYeCcKMe CpeacTBa, Ha KOTopbix 3kcnayatupyetrcs CK3M  u  3awuvwaemyto
nHbopMaLuuio.

— JomxHbl 6bTb NPUHATBLI Mepbl, UCKYaloWme HeCaHKLMOHMPOBaHHOE BCKPbITME KOPMyCcoB
M cpeacTs, Bxoasawmx B coctas CK3W.

— BHyTpeHHssS nnaHWpoBKa, pacrnofioXXeHne W YKOMMIEKTOBAHHOCTb paboumx MecT B
noMeLeHnsax A0MKHbl obecnevynmBaTb UCMONHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX UM
KOH(MUAEHUMANbHBIX OOKYMEHTOB W CBEAEHWUIN, BKJIOYAs KJIKOYEBY MHPOpMauuio.
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— Pa3smewenne CK3W <«Kpurrollpo CSP» Bepcum 4.0 R4 B nNoMeweHusX, B KOTOPbIX
ocyuwecTengetrca obpaboTka wHdOpMauun, coaepXallen CcBefeHus, CcocTasasowme
rocyAapCTBEHHYIO TaHy, OCYLECTBASETCHA YCTAaHOBIEHHbIM NOPSAKOM.

- CK3M «Kpuntollpo CSP» Bepcum 4.0 R4 BBOAMTCA B 3KCrM/yaTauuio U BbIBOAUTCA U3
sKcnayaTauum B COOTBETCTBUN C AOKYyMeHTauunen Ha CK3N.

B uenax 3awuTbl OTKPbITON KOHMUAEHUMANBbHOM MHPOPMAUMM OT YTEUYKM MO TEXHUYECKUM
KaHanam, B TOM 4uUC/ie MO KaHanam cBaA3u, oT 0bbekToB MHbopmaTmsaumm n CK3U, BBoA B AeUcTBUE
M 3KCMyaTaums ykasaHHbiXx 06bekToB M CK3M pgomkHa OCywecTBAATbCA B COOTBETCTBUMM C
aerncteyowmmn B Poccuiickonn ®depepauum TpeboBaHMsIMM MO 3awwute MHMOPMauUM OT YTEYKWU MO
TEXHUYECKUM KaHanaMm, B TOM 4yucse no kaHany ceasu (Hanpumep, CTP-K).

Heob6x0AMMOCTb M AOCTAaTOYHOCTb MEp, B TOM YWUCJIE MO KaHany CBS3WM, AO/HKHA OLEHMBATLCS
nopsiAKoOM, MNpeayCMOTPEHHbIM YMOMSIHYTbIMA Py KOBOASILUMMW  [AOKYMEHTaMK, C YYEeTOM LeneBbiX
YCTaHOBOK MpeanosiaraeMoro Hapywutens W yrpo3 6e30macHocTM WMHdopMauuu, onpeaensieMbix
MoZenblo yrpo3 W Hapywwutens. [lpu 3ToM, ecnau 06beKkTbl aTTecToBaHbl Ha COOTBETCTBME
yCTaHoB/IeHHbIM TpeboBaHMsIM MO 3awuTte uHbopMauum 6e3 y4yeTa OLEHKM KaHana CBA3W, Mpwu
NMoAK/IOUYEHMM TakKuUX CPeACTB K KaHajlaM CBSI3M, BbIXOAALWMM 3a nMpeaesbl KOHTPOJIMpyeMon
TeppuUTopuM, Heo6Xo0AMMO MCMOMb30BaTh N060e M3 cneaylowmx CpeacTB:

— BONIOKOHHO-OMNTUYECKME JINHUU CBA3M;

— OnTuyeckme pasBsaA3biBaloWMe YCTPOWCTBA, YCTaHaBAMBaeMble B TpakT Mepeaayu
nHdopmMaumn ana Cco3gaHus ONTOBOJSIOKOHHOIO parMeHTa ceTu;

—  CeptudumumnposaHHble CK3M ans nepegaym uMHdopMauuMm COOTBETCTBYHOLWEro YpPOBHS
KOH(pUaeHUMaNbHOCTW.

8.3. TpeboBaHua no ycraHoBke CK3WU, obwecucremMHoro m cneyuanbHoro Nno
Ha N3BM

1. MN3BM, Ha koTopblXx wucnonbsyetrca CK3W, pomxHbl 6bmb gonyuweHbl ansa obpaboTku
KOHuaeHUmnanbHo wuHdbOpMauum no gencTeyrwwmnMm B Poccuiickon @eaepauum
TpeboBaHUAM Mo 3awute MHOpMauum OT YTEYKM MO TEXHUYECKUM KaHaslaM, B TOM 4ucne,
no kaHany csa3um (Hanpumep, CTP-K), ¢ y4yeToM Mogenun yrpo3 B WHPOPMaLMOHHOWN
CUCTEMe 3aKa3uumka, KOTOopbIM A0/MKHO npoTusBocTosaTb CK3U «Kpuntollpo CSP» Bepcum
4.0 R4.

2. WHcTtannauma CK3U <«Kpuntollpo CSP» Bepcunm 4.0 R4 Ha paboumx MecTax AOJ/KHA
NMpOM3BOAUTBLCS TOSIBKO C ANCTPUBYTMBA, NOSyHYEHHOr0 MO AOBEPEHHOMY KaHany.

3. K ycTaHoBKke 06LecuUCTeEMHOro M chneuunanbHOro MporpaMMHOro obecneveHus, a Takxe
CK31n «Kpuntollpo CSP» Bepcun 4.0 R4, ponyckawTca nuua, npowejlme
COOTBETCTBYIOLWY MOAMOTOBKY M U3y4dMBLUME AOKYMEHTALMIO Ha cooTBeTcTBytowee MO u
Ha CK3W.

4. Ha TexHu4yeckux cpeacTBax, npegHasHadeHHblXx Ana pabotel ¢ CK3U, wcnonb3oBaTb
TONbKO ML EH3MOHHOE MnporpammHoe obecneyeHne dUPM-U3roToBUTENEN.

5. TMpwn yctaHoBke MO CK3U Ha M3BM pomxeH 6bmb obecrnedyeH KOHTPOJSIb LENOCTHOCTU M
AOCTOBEPHOCTb AnctpmbytuBa CK3U n coBMecTHO noctaBnsembix ¢ CK3M koMnoHeHT COK.

6. Ha [l2BM He [omkHblI yCTaHaBAMBaTbCsa cpeacTBa paspabotku MO m oTnagymku. Ecnum
cpeacTtBa  OT/agKM  MPUIOXKEHUA  HYXHbl  AJ1I9  TexHonormdyeckmx notpebHocTen
opraHusauuu, TO WX UCNONb30BaHME AO/HKHO 6bMb CaHKLMOHMPOBAHO agMMHUCTPATOPOM
6e3onacHoCcTU. Mpu 3TOM AOXKHbI 6bMb peann3oBaHbl Mepbl, UCK/OYaoLWwmne BO3MOXHOCTb
MCMONb30BaHUA 3TUX CPEeACTB AN peAaKTupoBaHumsa koga v namaTtm CK3U m npunoxeHui,
ucnonbsyrwmx CK3WN, a Takxe pna npocMmoTpa koda v namatn CK3UM mn npunoxeHuwn,
ucnonb3yowmx CK3WN, B npouecce obpaboTkm CK3N 3awmwaemon uHdpopmauum wu/wmnu
rMpwu 3arpy>XeHHOW KJIto4eBOM MHdopMaLun.
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7.

MNpu ycTaHoBKe nporpaMMHoro obecneyenns CK3WN «Kpuntollpo CSP» Bepcum 4.0 R4
cnepyeT:
MNpeaycMoTpeTb  Mepbl, MUCK/A4YalWwme  BO3MOXHOCTb  HECAHKLUWMOHMPOBAHHOIO  He
06Hapy>XMBaeMOro W3MeHeHWs1 annapaTHOM 4YacTW TEeXHUYECKUX CpeacTB, Ha KOTOpbIX
ycTaHoBneHbl CK3UW (HanpuMmep, nyTeM one4yaTbiBaHMSA CUCTEMHOro 6510ka M pa3beMoB
Nn>BM).
Mocne 3aBeplweHMss npouecca YCTAaHOBKM  AOMXKHbI  ObMb  BbINOSHEHbI AENCTBUS,
Heobxoanmble ans ocyulecTB/eHus nepnoamn4eckoro KOHTpOSs LEeNoCTHOCTH,
ycTaHoBneHHoro MO CK3W, a TakXe ero oKpy>XeHust B COOTBETCTBUM C AOKYMEHTaLNeN.
MporpamMMHoe obecnedeHne, ycTaHaBnuBaeMoe Ha 29BM c CK3W, He Ao/mkHO coaepxaTb
BO3MOXHOCTEN, NO3BONASAOLINX:
MoanduUMpoBaTb COAEPXMMOE MPOM3BOJIbHBIX o6nacTen namsaTu;
MoanduMLMpoBaTb COBCTBEHHbIM KOA4 M KOA APYTrMX MOAMNpOrpaMm;
MoamduumpoBaTb NaMsATb, BbAENIEHHYO ANSA APYTMX NOAMPOrpamm;
nepepaBaTb YyrnpaeneHne B 065acTb COBCTBEHHbIX AaHHbIX W AdHHbIX ApYrux
noanporpaMm;
o  HEeCaHKLMOHMPOBAHHO MoauduuupoBaTb ¢ainibl, CoAepXalliMe UCMOoSHSEeMble KOoAbl
MpU UX XpaHeHUN Ha XECTKOM AUCKE;
MoBbILWATbL NPeAOCTaB/IEHHbIE MPUBUIEIWN;
MoauduumpoBaTb HacTpoinkmn OC;
MCMNONb30BaTb HEAOKYMEHTUPOBaHHble dupMoli-paspaboTumkom dyHkuum OC.

o O

o

8.4. Mepbl Nno o6ecneuyeHuto 3awurbl ot HCA

Mpu ucnonb3oBaHun CK3UM A0MXKHbI BbINOJHATLCSA CleayloliMe Mepbl Mo 3awute nMHdopMauum

ot HCA:

HeobxoanumMo paspaboTaTb M MNPUMEHUTb MNOJIMTUKY HA3HAUYEHUS M CMeHbl nmaponen (ans
Bxoga B OC, BIOS, npu wudpoBaHuM Ha napone v T.4.), UCNOoNb30BaTbh GUAbTPbl Naposnen
B COOTBETCTBUM CO CNeAyHLUMM NpaBuIamMu:

o AJIMHa naponsa Ao/mMkHa bbb He MeHee 8 CMMBOJIOB;

o B u4ucne CcuMBOJIOB napona obsasaTtenbHO [O/MKHbl NPUCYTCTBOBaTb OyKBbl B
BEPXHEM M HMXHEM perncTpax, umdpbl U crneymnansHbie cuMmBonbl (@, #, $, &, *, %
nT.N.);

o Mapojib He AO/IKeH BKJ4YaTb B cebsi Nerko BbMUCASAEMble COYETaHUss CUMBOJIOB
(umeHa, damMunum n T. A4.), a Takxe obwenpuHaTble cokpaweHnsa (USER, ADMIN,
ALEX nuT. 4.);

o MpW CMEeHe Maposis HOBOE 3Ha4yeHMe [OJHKHO OTAMYATbCS OT MpeabiayLliero He
MeHee 4yeM B 4-X No3vuusax;

JINYHBIA Maposib NOJSIb30BaTesilb HE MMeeT nMpaBa coobwaTb HUKOMY;
NepPMoOANYHOCTb CMEHbI Napons onpeaensieTcs NpPUHSATON NoNAuUTUKOM 6esonacHoCTy,
HO He Ao/hKHa npesbiwaTb 6 Mecsues.
yKasaHHas nonmTtmka obsizaTesibHa AN BCeX Y4YeTHbIX 3anucer, 3aperucTpuMpoBaHHbIX B
OcC.
cpencteamm BIOS posmkHa 6bmMb MCK/OYEHA BO3MOXHOCTb paboTel Ha M2BM ¢ CK3U, ecnum
BO BpeMsl €€ HayasibHOW 3arpy3Ku He MpoxoasiT BCTPOEHHbIE TeCTbl.
aaMuHUcTpatop 6e3onacHOCTM (ecnn OH MMeeTCs) HeceT NepCoHasibHY OTBETCTBEHHOCTb
3a XpaHEHWEe NNYHbBIX KJII0YEeBbIX HOCUTEseNr Nnosib3oBaTesen.

Mpn sakcnnyaTtauum CK3N 3anpeuweHo:

ocTaBnsATb 6e3 KOHTPO/S BbMUCAUTESNIbHbIE CPEeACTBa, Ha KOTOPbIX akcnyaTmpyetcs CK3U
(B TOM 4ucne cMmapT-KapTbl), nocne BBoAa knwyeBon wuHdbopMauum nnMbo UHOM
KoHdMaeHUanbHON uHbOpMaLuuu;
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BHOCUTb Kakne-nnbo nameHeHust B nporpaMmHoe obecnedeHne CK3U;

OCYLLEeCTBNISATb HECAaHKLUMOHMPOBAHHOE aAMWHUCTPaATopoM 6e30MacHOCTM KOMMpoBaHue
K/II0YEBbIX HOCUTENEN;

pasrnawartb COAepXWMOE HOCUTEsNIEN Ko4YeBOMW WHGopMauMm WM nepegaBaTb CaMu
HOCUTENWN SiMuaM, K HUM He AOMYyLLEeHHbIM, BbIBOAUTbL K/HOYEBYHO MH(MOPMaLUIO Ha AUCTNEN,
NMPUHTEP WHble CpeacTBa oTobpaxkeHus nHdopmauuu;

NCNosb30BaTh KtoYeBble HOoCUTENU B pexumax, He npeayCcMOTpPEHHbIX
dyHKkumnoHmposaHuem CK3U;

3anncbiBaTb Ha KJlOYEBblE HOCUTENM MOCTOPOHHKK MHBOpMauuio.

AQMUHUCTpaTop 6e30MacHOCTU A0J/HKEH CKOH(UIypMpoBaTh OMEpPaLUOHHY0 CUCTEMY, B cpele
KOTOpOI nnaHupyetcs mcnonb3oBaTb CK3W, M oCylLEeCTBAATb MNEPUOANYECKUI KOHTPONb CAeNaHHbIX
HaCTpPOEK B COOTBETCTBMM CO CEAYIOWMMN TPEBOBAHUSIMU:

He MCNoMb30BaTb HECTaHAAPTHbIE, M3MEHEHHbIE WM OTNadouHble Bepcum OC;
NCKAIOYUTb BO3MOXHOCTb 3arpy3ku n ucnonb3osaHus OC, OTAMYHOM OT nNpenyCcMOTpPEHHOW
lWTaTHolM paboTton;
NUCKAIOYUTb BO3MOXHOCTb YyAANIEHHOrO YrpaBieHus, aAMUHUCTPUPOBAHUA U Moaudukaumnm
OC un eé HacTpoek;
Ha M3BM pgoskHa 6bITb yCTaHOBJ/EHA TO/IbKO OAHA OnepauuoHHas CcuUcTeMma;
npaBoOM YCTaHOBKM W HacTpoikm OC m CK3U pgonxeH obnagaTb TONbKO aAMUHUCTpaToOp
6e3onacHocTH;
BCE HEeUCNnosib3yeMble pecypcCbl CUCTEMbl HEOHXOAMMO OTKAKOUUTL (MPOTOKO/bl, CEPBUCHI U
T.M.);
pexumbl 6e3onacHoCTM, peanu3oBaHHble B OC, A[o0/mMKHbl 6bfb  HACTPOEHbl Ha
MaKCUMasnbHbIA YPOBEHb;
BCEM MOJb30BaTeNs M M rpynnaMm, 3apernctpupoBaHHbiM B OC, HeobxoAMMO Ha3Ha4uTb
MWUHMMaNbHO BO3MOXHble A/ HOpMasibHOM paboTbl NpaBa;
Heobxo0ANMMO NpeayCcMOTpeTb Mepbl, MAKCUMasIbHO OrpaHuduBalrLmne AOCTYMN K CAeAyoWmM
pecypcaMm cucTeMbl (B COOTBETCTBYIOLWMX YCOBUAX BO3MOXHO MOJSIHOE yAasieHne pecypca
WIN ero HeucCnosb3yeMom 4YacTu):
CUCTEMHDIA peecTp;
dannbl U KaTanoru;
BpeMeHHble dannbl;
XKYpPHasbl CUCTEMBI;
dalnbl NoaKayku;
Kawunpyemasa nHdbopmaumna (naponm v T.m.);

o OTJlago4vHas MHdopMauus.
KpoMe Toro, HeobxoAMMO oOpraHu3oBaTb CTUpaHue (N0 OKOHYaHMM ceaHca paboTbl CK3U)
BpeMeHHbIX dannos u dannos noakadkn, dopMupyeMbix Wanm  MoandULMPYEMBIX B
npouecce pabotbl CK3W. EcAnm 3TO He BbINOJHMMO, TO Ha >ECTKUMA [UCK AOJIKHBbI
pacnpocTpaHAaTbCcsa TpeboBaHus, NpeabsBseMble K KOYEBbIM HOCUTENSAM ;
OO/DKHO ObTb WCKJKOYEHO rMonagaHne B CUCTeMy MpOrpaMM, MO3BOJSKOWMX MNOBbILATh
npefocTaB/IEHHbIE MpPUBUIErMn 3a cyeT owunbok B OC;
HeobxoaAMMO peryisspHO ycTaHaBAMBaTb NakeTbl obHoBNeHuss 6e3onacHocTu OC (Service
Packs, Hot fix u T.n.), 06HOBNATb aHTMBMpPYCHble 6a3bl, a TakKXe wuccnenoBaTb
MHdOPMaLUMOHHbIE pecypCbl MO BOMpPOCaM KOMMblOTepHOW 6e3onacHOCTM € Uenblo
CBOEBpPEMEHHON MUHMMM3ALMK OMNACHbIX MNOC/eACTBUIA OT BO3MOXHOIo Bo3aencTemsa Ha OC;
B Cjsydae nogkntodyeHus [OBM ¢ ycTtaHoBneHHbM CK3M K 06wWwenocTynHbIM CeTaAM
nepefaym [daHHbX, HeobXx0AMMO UCKKUYUTb BO3MOXHOCTb OTKPbITUS W UCMOSIHEHUS
dainoB n ckpuntoBbix 06bekTOB (Hampumep, JavaScript, VBScript, ActiveX), nony4deHHbIX
M3 o0bWwenoCTyMNHbIX CeTel nepegaym JaHHbiX 6e3 npoBeAeHUss COOTBETCTBYHOLLMX

o 0O 0O O O O
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NpOBEpOK Ha nMpegMeT COoAEepXaHus B HUX MpOrpaMMHbIX 3akKfaZoK W  BUPYCOB,
3arpy>aembix M3 ceTu;

npu wmcnonb3doBaHun CK3WN Ha M2BM, noakato4YeHHbIX K 06WeaoCTyMnHbIM CeTSM CBS3U, C
Lenblo  WUCK/IIOYEHUS BO3MOXHOCTM HECAHKLMOHMPOBAHHOIMO AOCTyna K CUCTEMHbIM
pecypcaM WCMOJIb3YEMbIX OMEPALMOHHbLIX CUCTEM, K nporpaMMHoMy obecneyeHuio, B
OKpYXeHUn KoToporo dyHKumoHmpytotT CK3U, u Kk komnoHeHTaM CK3M CcO CTOpOHbI
YKa3aHHbIX ceTer AO/HKHbl UCMONb30BaTbCA AOMOHUTENbHbIE METOAbl U CpeacTBa 3awuThbl
(HanpuMep, yCTaHOBKa MeXCeTeBblX 3KpaHOB, opraHusauuns VPN ceten mn T1.n.). Mpn 3TOM
npeanoyTeHMe  AO/DKHO  OTAaBaTbCA  CpeacTBaM  3alWuThl,  UMMEWMM  cepTudwukar
YMNO/IHOMOYEHHOIo OpraHa rno cepTudukaumm;

OpraHusoBaTb M WCNOMb30BaTb CUCTEMY ayAuTa, OpraHmM3oBaTb perynaspHbii  aHanu3
pe3ynbLTaToB ayauTa;

OpraHu3oBaTb W UCMONb30BaTb KOMMIIEKC MEPONPUATUA aHTUBUPYCHOW 3aluuThl;

AO/DKHO 6bImb 3anpelieHo ncnosnb3oBaHne CK3W ans 3awuTbl pedeBoin nHdopmaumm;
AO/MKHa 6bmb 3anpeweHa pabota CK3WM npu BkAYEHHbIX B [M3BM WTaTHbIX CpeacTBax
BbIXO4a B paguokaHan.

3anpelyeHo:

NCMONb30BaTb KJIKOYN C UCTEKLUMM CPOKOM AENCTBUS;

OCYLWEeCTBAATb HECAHKLMOHMPOBAHHOE KOMUPOBAHWE KIOYEBLIX HOCUTENEWN;

pasrnawartb COAEPXWMOE HOCUTENIENn K/IYEBOM WHGOpMauMM win nepejgaBaTb CaMu
HOCUTENWN NnuaM, K HAM He AONYLEHHbIM, BbIBOAUTb KJKYEBYH MHGOPMALMIO HA AUCNIEN
N NpUHTEp (3@ UCKIYEHUEM CayYaeB, NPeAyCMOTPEHHbIX AAaHHbIMW MpaBuiamun);
BCTaBMATb  K/JHOYEBOW HOCUTENb B  YCTPOMCTBO CYUYMTbIBAHMS B pexXumax, He
NPeAyCMOTPEHHbIX LUTAaTHbIM PEXWMOM MCMNOJSIb30BaHMUSA KJIOYEBOro HOCUTENS ;

noaknto4aTtb K M3BM A0ONOMHUTENbHbIE YCTPONCTBA M COEANMHUTENN, He NpPeayCMOTPEHHbIe
IUTATHOM KOMMJIeKTaunen;

pabotaTb Ha [19BM, ecnn BO BpeMs €ro HavasibHOM 3arpy3ku He rnpoxXoAuT BCTPOEHHLIN
Tect O3Y, npeayCMOTpeHHbI B MDBM;

BHOCUTb Kakne-nmbo nameHeHmMs B nporpamMmmHoe obecneueHune CK3WU;

NU3MEHATb HaCTpPOMKH, yCTaHOBJ/IEHHbIE nporpamMmon yCTaHOBKM CK3M nnu

aAMUHUCTPATOpPOM;
NCNoNb30BaTb CMHXPOMOCHLUIKM, BblpabaTbiBaeMble He cpeacTtBamm CK3U;
obpabaTbiBaTb Ha Nn>aBM, OCHalleHHoM CK3HU, MHdopMauuto, coaepxatlyto

rocyaapCTBEHHYO TalHy;

ncrnonb3oBaThb b6biBWME B paboTe KYeBble HOCUTENN AN 3annucu HoBon MHdopMauun 6e3
NpeABapUTENIBHOIO YHUUTOXXEHUSA Ha HMX KJK4YeBOM MHGopMaumm cpeacteamm CK3U
OCYLLECTBNASATb HECAHKLMOHMPOBAHHOE BCKpPbITNE CUCTEMHbIX 6510k0B M3BM;

NPUHOCUTL W  WUCNOMb30BaTb B MOMEeLWeHuW, rae pasMmeweHbl cpeactsa CK3U,
paguotenedoHbl M ApPYryw paguvonepeaatouwyto annapatypy (TpeboBaHue  HOCUT
peKkoMeHAaTeNbHbIN XapakTep).

AnnapaTtypy, Ha KoTopoi ycTaHasnmBaeTcs CK3W, pekomeHayeTCs mMpoOBepuUTb Ha OTCYTCTBUE
annapaTHbIX 3aKnaaok.

8.5. [lecTBMA Npu KOMNpoMeTaLuumn Kiaroueun

B cnyyae koMmnpoMeTauuu Kodeir no ¢dakTy KOMMpoMeTauuu J[O/KHO 6bTb MNpoBeAeHO
cnyxebHoe paccnegoBaHve. CKOMNPOMETUPOBAHHbIE K/HOUM BbIBOAATCSA U3 AENCTBUS.

BbiBeEeHHbIE M3 AEWCTBUS CKOMMPOMETUPOBAHHbIE KJlOUEBble HOCUTENWU MOC/e NpoBendeHus
CNy>ebHOro paccnefioBaHUs YHMUTOXAlTCS, O YeM penaetcs 3anucb B «XypHane nosib3oBaTens

CeTn».
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CKOMﬂpOMeTMDOBaHHbIe K41 nogneXXart 3aMeHe.

MoapobHble AencTBUS NpuM  KOMMpoMeTauum KA4Yen onumcaHbl B M. 8.8 [OKyMeHTa
«XTAM.00087-03 91 01. PykoBoACTBO agMMUHUCTpaTopa 6e3onacHocTn. Obwasa 4yacTb. »

8.6. TpeboBaHua no noakntoveHnto CK3U ana pab6otbl No obwenoCcTyNnHbIM
KaHaJslaM nepepadun AaHHbIX

Mopsaok noaknoveHns CK3UM Kk KaHanaM CBA3M AO0/KEH 6bMb OMNpefesieH 3KCryaTupyrLlen
opraHusauuei. JIMuoM, OTBETCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no o6wenocTynHbIM
KaHafiaM, Kak npaBuio, Ao/HKeH 6bTb agMUMHUCTpaTop 6e30MacHOCTM.

Mpn nopkntoueHun CK3U K 06|.I.l,e.CI.OCTYI'|HbIM KaHanaM nepegayn AaHHbIX OOJ1KHa 6bITb
obecnevyeHa 6e30NacHOCTb 3aWMLLEHHON CBA3KU. [pn 3TOM A0/KHbI 6bTb onpeaesneHsbl:

— nopsagok nogknodeHns CK3U Kk kaHanaw;

— JIMuo, OTBETCTBEHHOE 3a 6e30nmacHOCTb paboTbl N0 06WEAOCTYMHbIM KaHanam;

— TWMOBOW perfiaMeHT 3alULEHHON CBS3U, BKJKOYAOLWWNA:
NnoAnUTUKY 6€30MacHOCTM 3aLlUMLLEHHON CBS3W;
AONMYyCTUMbIN COCTaB MNPUKAAAHbIX MPOrpaMMHbIX CpPeACTB, A8 KOTOPOro AOJIHKHO 6bmb
nccnegosaHo M 060CHOBAHO OTCYTCTBME HeraTMBHOro BAMAHMA Ha CK3M no kaHany
nepeaayn AaHHbIX;
nepedyeHb AOMYCTUMbIX CEeTEBbIX MPOTOKOJIOB;
3alUMTY CeTeBbIX CoeaAnHeHMN (nepedeHb AOMYCTUMbIX CeTeBbIX KPAHOB);

o CucTeMa M CcpeacTBa aHTUBUPYCHOM 3alUThbl.

MNMepeyveHb cTaHpaapTHbiX cpeacTB OC MOXeT BK/AYaATbCA aAMUHUCTPAaTOpPOM B TUMNOBOW
pernameHT 6e3 npoBeAeHUs AOMNOAHUTESbHbIX UCCMeA0BaHUM MO OueHKe uX BAMsaHMA Ha CK3W. TMpu
3TOM [0J1XKHbl BbINOJHATLCS:

— CBoOeBpeMeHHOoe OBHOBJIEHME MPOrpaMMHbIX CPEeACTB, BK/OYEHHbIX B COCTAB perfiaMeHTa;
—  KOHTposib cpenbl dyHKUMOHMpOBaHUA CK3U;

— onpeaeneHuve n KOHTPOJib 3a UCMO/Ib30BaAHMEM CETEBbIX NPOTOKOJOB;

— cobnogeHne npasun nonb3oBaHuss CK3U m cpenonn pyHKUMOHMpoBaHna CK3W.

JomkeH 6bmb obecneyeH  OpraHM3aUMOHHO-TEXHUYECKWUI  KOHTPOSIb  3anpocoB  Ha
yCTaHOBJIEHME coeanHeHnss aboHeHTOB MO NpoToKoAy TLS ¢ mcnonb3oBaHneM 3dEMEpPHbIX KIIYEN,
WCKJ/TIOYAOLWMX BO3MOXHOCTb MCMOJIb30BaHUA abOHEHTOM He CBOWMX aTpubyToB coeauHeHus (Takue,
kak Client_Id v T.n.).

Mpu wucnonb3oBaHum CK3WM c  ApyrMMM  CTaHAapTHbIMA  MPOrpaMMHbIMW  CpeacTBaMu
BO3MOXHOCTb noaktoveHms CK3M k ob6wenocTynHbIM KaHanaMm nepefayvu AaHHbIX [AOSXHa 6bmb
BO3MOXHa TO/MIbKO MOC/e MPOBEAEHUS AOMOSNHUTENbHbIX WCCNeAOBaHMN C OLEHKOW HeraTUBHOMO
B/INSIHUA HapywuTens Ha dyHKUMOHMpoBaHMe CK3W, wucnonbaylowero cpeactsa o6WwenocTynHbIX
KaHanos.

Mpn yCTaHOBKE MapaMeTpoB, MO3BOMAKWMX CO34aBaTb COEAWHEHUSI, OTJINYHble OT
KpunTorpadmMyeckn 3allULEHHbIX, B COOTBETCTBMW C HacToswmMu npasBunamm (TLS-coeguHeHue Ha
ocHoBe ceptudunkatoB knwden MTOCT P 34.10-2001, TOCT P 34.10-2012), AomxHbl 6bTb NPUHATDI
MEpPbIl, UCK/OYaKLIMe YyTeuyky Tpebywlen 3alutbl MHPOpMaUMM C 3awWuwaeMoro obbekTa
mHdopmauuun. [lpoBepka AOCTAaTOYHOCTU TMPUHATBIX Mep 3alluMTbl MPOBOAUTCS NpuM aTTecTauuu
obbekTa MHpopmaTmsauum ¢ CK3MN no TpeboBaHmamM MHDOPMaLMOHHON 6e30MacHOCTM.

22



XKTAN.00087-03 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHuUs

8.7. Tpe6oBaHusa no ucnosibzosaHmio B CK3U nporpaMMHO-annapaTHbIX
cpeacTts 3awurbl ot HCA4

B kauecTBe nporpaMMHo-annapaTHbiX cpeacTs 3awmtel oT HCO B CK3UWM MoxeT
MCMOSb30BaTbCsl CEpPTUPUUUPOBAHHBIA 3NEKTPOHHbIM 3aMOK «Cobonb», MporpaMMHO-annapaTHbIi
komnnekc «KPUMTOH-3AMOK>», AMA3 «Akkopg» n ANMA3 «MAKCUM-M1x»,

DNeKTPOHHbIM 3aMok «Cobosib» npeAHasHauyeH AN opraHM3auuu 3aluTbl KOMMbIOTEpPA OT
BX0Zla MOCTOPOHHMX Mosib3oBaTenei. Moa NOCTOPOHHMMM MOSIb30BATENSAMU MOHMMAIOTCS BCe Anua, He
3aperucTpuMpoBaHHble B CUCTEME 3JIEKTPOHHbIM 3aMok «Cobosib» KakK Monb30oBaTeNn AaHHOro
KoMMbtoTepa.

DNIeKTPOHHbIN 3aMok «Co60/b» WMCMOJIb3YyeTCs Ha cheaylowmnx nnathopMax:

— Windows (nnatdopma IA32);
— Linux (nnatdopma IA32);

— FreeBSD (nnatdopma IA32);
— Solaris (nnatdopma IA32).

DNeKTpOHHbIM 3aMok «Cobonb» obecneymBaet:

— perumcTpauuio  nosib3oBaTener  KOMMbiTepa WM Ha3HayeHue MM MNepCOHasbHbIX
NOEHTU(HUKATOPOB WM Naposieih Ha BXOA4 B CUCTEMY;

— 3anpoc MNepcoHanbHOro uaeHTUdMKaTopa W Napons Monb3oBaTens Mpu  3arpyske
KoMMblOTEPA;

— BO3MOXHOCTb 610KMpPOBaHUsS BXoAa B CUCTEMY 3aperncTpupoBaHHOroO nosib3oBaTens;

— BeJeHMe CUCTEMHOro XypHana, B KOTOPOM MpOU3BOAMTCSA permctpaumss cobbimun,
UMEIOLWMX OTHOLWEHNE K 6€30MaCcHOCTU CUCTEMBI;

— KOHTpPOJIb LLEeNOCTHOCTKU dainoB Ha XecTkoMm ancke (tonbko B OC Windows);

— KOHTpPOJIb LLENOCTHOCTN PU3NYECKMX CEKTOPOB XECTKOro ancka (tonbko B OC Windows);

— annapaTHyl 3aWuty OT HeCaHKLUWOHMPOBAHHOW 3arpy3ku onepaunmoHHOM CUCTEMbl C
rmékoro gmcka n CD-ROM pgucka.

YcTaHOBKa M HacTpoMKa 3/1IeKTPOHHOro 3aMka Ha APM nonb3oBaTens Ao0/XHa MpOM3BOAUTHCS
B COOTBETCTBMM C 3KCMJyaTaLMOHHON AOoKyMeHTauuen. MNepen akcnnyaTtaunein 3/1eKTPOHHOIo 3aMKa B
coctae APM nonb3oBatenss HeobxoAMMO O0O3HaKOMUTbCS C KOMMIEKTOM AOoKyMeHTauum (B
COOTBETCTBMM C nacnoptom YBAJ1.00300-04 TNMC/ KBAOX.468243.067) Ha AaHHbIA KOMMAEKC W
NPUHSATbL peKoMeHAYyEeMble B AOKYMEHTauun 3aliuTHble OpraHu3auMOoHHble Mepbl.

HacTtporika 3/IeKTPOHHOIro 3aMkKa Ha Tpebyemyio KOHMUrypaumo BbINONIHSAETCS
aAMUHMUCTpaTopoM 6e3onacHocTu. HacTpolika p[ofkKHa WCKAYaTb BO3MOXHOCTb BMeLlaTeNbCTBa
rnosib3oBaTenss B MNPOLECChbl 3arpy3kuM OMNepaumoHHOM CUCcTeMbl M npuknagHoro MO u npoBepku
LLeJTIOCTHOCTM NPOrpaMMHON cpeabl.
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9. YctaHoBka aucTtpnbytusos NO CK3U

YcTtaHoBka [0 «Kpuntollpo CSP» Bepcum 4.0 R4 B 3aBUCUMOCTU OT MWCMOIb3yEMOW
nnaTgopMbl NMPOMU3BOAMTCS B COOTBETCTBMMU C pononHeHusaMu XKTAN.00087-03 91 02, XTAN.00087-
03 91 03, XTSAN.00087-03 91 04, XTSMN.00087-03 91 05, XTSAN.00087-03 91 06, XTSAN.00087-03
91 07, XTsAM.00087-03 91 08, XTAN.00087-03 91 09, XTHAM.00087-03 91 10 K [OKYMEHTY
XTAN.00087-03 91 01. Kpuntollpo CSP. PykoBOACTBO agMMHUCTpaTopa 6esonacHocTtu. Obuwas
4acTb».

YcTaHoBka AucTpubyTtuBa Kpuntollpo CSP AonxHa Npov3BOAMTLCS MOJSIb30BATENEM, MMEOLLUM
npaesa agMMHUCTpPATOPA.

Mepen yCcTaHOBKOM HEO6XO0AMMO OCYLLECTBUTb KOHTPOJIb LLEJIOCTHOCTN YCTAaHOBOYHbLIX MOoAY e
ancTpmbyTmMBa npu noMmowm yTunuTbl cpverify.exe, Bxoaswen B cocTaB Aauctpubytmea CK3U
Kpuntollpo CSP.
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10. HewTaTtHble cuTyauum npv akcnayatauum CK3U

Hmxe npuBeleH OCHOBHOW MNepeyeHb HeLTaTHbIX CUTyalWui U COOTBETCTBYKLWME AeNCTBUS

nepcoHana npm mMx BO3HMKHOBEHUN.

Tabnvua 1 - [leiicTBMS NepCcoHania B HEWTATHbIX CUTYyauunsax

N°n/n

HewTtaTHada cutyauud

[eicTBma nepcoHana

DBaKyauus, yrposa
HanageHusl, B3pbiBa u
T.N., CTUXUNHbIE
6encTeusa, aBapum
obuwero xapaktepa B
LleHTpe ynpaBneHus
K/TIO4EBOW CUCTEMOW.

OcTaHoOBUTbL BCe DBM.

MepcoHan, nMerwwmnin 4oCcTyn K Ka4daM, ob6s3aH caaTb BCe
MMELWMeCcs y HEro B HaJiMuum KJoyeBble HOCUTENN
aaMUHMUCTpaTopy 6e3onacHocTu.

AaoMuHucTpaTtop 6e30nacHOCTM yrnakoBbiBaeT BCe K/Io4YeBble
HOCUTENN, PErucTpaLmoOHHble KapTO4YkU cepTUdUKaToB OTKPbLITbIX
K/lo4Yen nonb3oBaTtenei, ceptudukaTtbl Knoden nposepku O
nonb3oBaTesiel B ornevaTbiBaeMbli KOHTEWHEP, KOTOPbIA BbIHOCUT B
6e3onacHoe nomelleHne nnu 3gaHue. OnevaTaHHbIi KOHTenHep
OOJ/DKEH HaxoAUTbCA MOA OXPaHOM A0 OKOHYaHUsS AEACTBUS
HEeLWTaTHON CUTyauum n BOCCTaHOBNEHUS HOPMasibHOM paboThl
annapaTHbIX W nMporpaMMmHbiXx cpeacTts CK3U.

AOMUHUCTpaTop 6e30mMacHOCTK onoBelaeT rno TenedoHHbIM
KaHanaM obuiero nosb3oBaHWs BCeX MONb30BaTeNEN O
npuocTaHoBKe paboTbl CUCTEMBI.

B cnydae HacTynneHuns cobbirusa, noenekwero 3a cobon
OONrOBPEMEHHBIN BbIXO4 M3 CTPOS annapaTHbiX cpeacTts CK3U,
aaAMUHUCTpaTop 6e30MacHOCTM YHUUTOXAET BCIO KIKOYEBYHO
MHMOPMaLUIO C HOCUTENEN, HAXOAALWNXCS B KOHTenHepe.

KoMmnpomeTauus OA4HOro

M3 JINYHbIX KNOYEeBbIX
HocuTenen.

MopsaoK AeNCTBUIA NpU KOMMpPOMETauum KJKYENn oNncaH B pasgene
9.5 «[lencTBusa Npu KOMMNpOMETALUN KA4Yen».

Bbixon wv3 cTtpos
nepBoro SIM4YHOro
KJ1l04EeBOro HocuTtens.

Heobxoanmo coobwuntb No TenedoHy B YL o pakTe BbixOAa U3
CTPOS JIMYHOTO KJIIOYEBOr0 HOCUTENS M 0becneynTb ero AOCTaBKYy B
YL ons BbISICHEHUS MpUYMH Bbixogda M3 CTpos. [ns paboTbl
NCMNONIb3YEeTCS BTOPOM JINYHbIA KIOYEBON HOCUTESb.

Bbixon u3 cTpos
BTOPOro JINYHOIro
KJTIOYEBOr0 HOCUTENS
(npu ycnosumn, 4to
MepBbIA TOXE BbIWES
n3 CTpoS).

Monb3oBaTenb, Y KOTOPOro BbIWAN U3 CTpos 06a NMYHbIX
KNlo4YeBbIX HOcuUTens, aensetcsa B YL ons noBTopHOM perncTpaumm
(6e3 nsmMeHeHMs AaHHbIX perucTpauun).

OTkasbl U cboun B
paboTe annapaTHoM
yactmn APM co
BCTpoeHHon CK3W.

Mpu oTkazax u cbosix B paboTe annapaTHoi yactn APM co
BCTpoeHHon CK3UN HeobxoamMMo oCTaHOBUTbL paboTy, Mno
BO3MOXHOCTW JIOKaM30BaTb HEMCMPABHOCTb M B Aas/IbHENLLIEM
NPOU3BECTN PEMOHT B YCTAHOB/IEHHOM Mopsake n, nNpu
HeobxoanmMocTu, nepeycTaHoBky CK3W.
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N°n/n

HewTaTHada cutyauud

[eicTBma nepcoHana

OTkasbl U cbon B
paboTe cpeacTs
3awmnTbl oT HCA.

Mpu oTkazax n cbosix B paboTe cpeacTs 3awmtbl oT HCA,
aaMuHucTpaTtop 6e3onacHoOCTH, AO/MKEH BOCCTAHOBUTb
paboTtocnocobHocTh cpeacTs HCA. MNpu HeobxoanmocTun
nepeycTaHoOBUTb NpOrpamMMHo-annapaTtHble cpeactsa HCA.

YTepsa nU4HOro
K/IOYEBOro HocuTens.

YTepsa NMYHOro K0YeBOro HOCUTENs NPUBOAUT K KOMMNpoMeTauuu
XpaHAauWerocd B HEM KJlko4a.

MopsiAoK AeNCTBUIA NpU KOMMpOMETauum KJK4Yen onnucaH B pasgene
9.5 «[lencTBusa Npu KOMMNpoMeTauum Kauemn»,

OTka3sbl U cbon B
paboTe NporpaMMHbIX
CpeacTB BCNeACTBUE He
BbISIBJIEHHbIX paHee
owmnbok B
MporpamMMHOM
obecneveHuun.

Mpu oTkazax n cbosix B paboTe NporpaMMHbIX CPeACcTB, BCIeACTBUE
He BbISIBNIEHHbIX paHee oWwnboK B MporpaMMHOM obecnevyeHuu,
HeO6X0ANMMO OCTAHOBUTb paboTy, NOKaNN30BaTb MO BO3MOXXHOCTMU
NpMYnHy oTKa3oB M c6oeB n BbiBBaTb pa3paboTumka gaHHoro MO
WIN ero npeacTtaBuTens Anst yCTpaHeHUs NPUYKMH, BbBbIBAOLWMNX
oTKa3bl n cbowu.

OTka3sbl B paboTte
MPOrpaMMHbIX CpeacTB
BCNeACTBME
C/Ty4YanHOro unu
YMBbILLJIEHHOIO KX
noBpexaeHus.

Mpu oTkasax B paboTe NporpaMMHbIX CPeACTB, BCIeACTBUE
CNY4YamHOro WAM YMBbIWAEHHOIO WX MOBPEXAEHUs, UL,
OTBETCTBEHHOE 3a 6€30MacHOCTb PyHKLMOHMPOBaHMUS
NpOrpaMMHbIX W annapaTHbX CPeAcTB, 06893aHO NMPoOU3BECTM
cnyxebHoe pacc/iefoBaHUe Mo AaHHOMY akTy C Lesbio
YCTaHOBJIEHMS MPUYMHbI OTKa3a U BOCCTAHOBJIEHMS MPaBUIbHOM
paboTbl NMPOrpPaMMHbLIX CPeACTB B YCTAaHOBIEHHOM MOPSAKE.

OTka3sbl B paboTte
MpOrpaMMHbIX CpeacTB
BCNeACTBMeE OWwmnboK
onepartopa.

Mpu oTkasax B paboTe MporpaMMHbIX CpeacTB, BCieacTBue ownbok
onepaTtopa, onepatop coobliaet o0 AaHHOM dakTe nuyy,
OTBETCTBEHHOMY 3a 6e30NacHOCTb PYHKLMOHNPOBAHUS
MPOrpaMMHbIX M anmnapaTHbIX CcpeacTB. OTBETCTBEHHbIA 3a
6e30nacHOCTb PYHKLMOHMPOBAHNSA MPOrpaMMHbIX WM annapaTHbIX
CpeAcTB AaeT COOTBETCTBYHOLME YKa3zaHMa 06cnyxmBatoLemy
nepcoHasay no BOCCTAHOBJIEHMIO MPaBWIbHOM paboTbl MpOrpaMMHbIX
CpeAcCTB B YCTAHOBJIEHHOM MoOpsiAKe.

Bce HewTaTHble CUTYaUMU O0/KHbI OTpaxaTbCsa B «XKypHasie nosb3oBaTesid CeTu».
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11. BctpanBaHue CK3U

Mpu BcTpamBaHum CK3U «Kpuntollpo CSP» B npukiagHble CUCTEMbl HEOH6XO0AMMO MPOBOAUTL
OLEHKY BJIMSAHWA annapaTHbIX, NporpaMMHO-annapaTHbIX M MNPOrpaMMHbIX CpeacTB ceTu (CUCTEMbI)
KoHdMAeHUMaNnbHON CBS3M, COBMECTHO C KOTOpbIMM Mpejnofiaraercs wraTtHoe (yHKLMOHMPOBaHME
CK3W, Ha BbinonHeHMe npeabsBaeHHbiX K CK3W TpeboBaHuil B criegylowmx cnydyaax:

ecnu mHpopMaums KOHdDMAEHLMANbHOro xapakrtepa MoANeXWUT 3aluuTe B COOTBETCTBUMU C
3akoHozaTenbCcTBOM Poccuiickon denepaunn;

npu opraHusaumm Kpuntorpadumyeckon 3awuntbl KMHIOPMaUUK  KOHDMAEHLMANBHOIO
xapaktepa B QepnepanbHbIX OpraHax WCMOJIHUTENIbHOM BNacTU, OpraHax WCMOJHUTENbHOM
BnacTu cybbekToB Poccuinckonn degepaumn (ganee - rocyaapCcTBEHHbIE OpraHbl);

npuv opraHumsauumm Kpuntorpadmyeckon 3awuTtbl MHPOPMaUUK  KOHDMAEHLMANBHOIO
XapakTepa B OpraHusauumsx He3aBUCMMO OT WX OpraHn3auuMoHHO-NpaBoBoOK GOpMbI U
¢dopMbl COBCTBEHHOCTU MpPU BbINOSIHEHUN MMM 3aKa30B Ha MOCTAaBKYy TOBApOB, BbINOSIHEHME
paboT WM oOKasaHuMe YyCnayr Ans rocyfapCTBEHHbIX Hyx4a (Janee - opraHmsauum,
BbINMONIHAOWME rOCYAApPCTBEHHbIE 3aKasbl);

ecnu obs3aTenbHOCTb 3aWmnTbl MHPOPMaLMM KOHDMAEHUMANbHOrO XapakTtepa BoO3/araeTcs
3aKoHogaTenbCcTBOM Poccuiickor ®degepaumm Ha Uy, WMeLWKMX [AOCTyn K 3TOw
WHpOpMauMM  UAM  HAZENEHHbIX  MOJITHOMOYMAMM MO PacropsiXXeHU  CBEeAEHUSIMY,
coAepXawnumMnucs B gaHHon mHdbopMauuu;

npn obpabaTbBaHuMM UMHDOPMaLUUM  KOHUAEHUMANbLHOrO Xapaktepa, obnagatenem
KOTOpPOM  SBAAKTCHA rocydapCTBEHHble oOpraHbl WAW  OpraHu3auuu, BbINOJHSOWME
rocygapcTBeHHble  3akasbl, B CJlyyae TMpUHATMA UMM Mep N0 OXpaHe ee
KOH(MAEHUNANbHOCTM MYyTEM UCMOJSIb30BaHNS CpeACcTB KpunTorpaduyeckon 3awmTbl;

npu obpabaTtbiBaHnM uHMOPMaUUM KOHPUAEHLMANbHOIO XapakTepa B roCyAapCTBEHHbIX
opraHax W B oOpraHmMsauusx, BbINOJHAOWNX TOCyAapCTBEHHbIE 3akasbl, obnagaTtensb
KOTOPOW npuHMMaeT Mepbl K OXpaHe ee KOHMOWUAEHUMANbHOCTW MNYTEM YCTaHOBJIEHUS
HeobxoaAnMMOCTU KpunTorpadrMyeckon 3awmuTbl AaHHOW MHGOpMaunu.

YKasaHHylo npoBepky Heobxoammo npoBoanTb no T3, cornacoBaHHoMy ¢ 8 LleHTpom OCBH

Poccwun.

Ona  WCKIOUYEHMUS  BO3MOXHOCTW  BAWSIHUS  annapaTHbiX  KOMMNOHeHToB COK  Ha
yHKkUMOHMpoBaHMe CK3W posmkHbl 6bTb BbINOMHEHbI cleaytowme TpeboBaHus:

B MO BIOS [2BM poskHbl bbb onpeaeneHbl YCTAHOBKWM, WCK/OYakolwmMe BO3MOXHOCTb
3arpysku onepaumoHHOM CUCTEMbI, OT/IMYHOM OT YCTAHOBJIEHHOW Ha XX eCTKOM AUCKE;

Bxoa B BIOS [3BM poskeH 6bTb 3allMLEeH NaposieM C AJIMHOM He MeHee 6 CMMBOJIOB;
cpeacteamm BIOS pomkHa 6bIfb UCKAOYEHA BO3MOXHOCTb paboTel Ha [9BM, ecnun BO
BPEMS ero Ha4aJibHOM 3arpy3Ku He NPoXoAAaT BCTPOEHHble TeCThbl;

OOMKHO 6bMb MpoBeAeHO onedvaTbiBaHWMe CUCTEMHOro 6s10ka € ycTaHoBfeHHbiM CK3WY,
NcKayYawLlee BO3MOXHOCTb 6ECKOHTPOJSIbHOMO WM3MEHeHus anmnapaTHor 4vactu pabouen
CTaHUMN U MOAK/TIIOYEHNS BHELIHUX YCTPOWUCTB;

yctaHoBka CK3M npousBoAUTCHA TONbKO /uvuamMu, UMelwuMm ponyck Kk pabotam (B
COOTBETCTBMM C HOpMaMu Mo 6e30NacHOCTM, NPUHATBLIMKM B O praHu3aunn);

nogkntovaemoe Kk M3BM obopynoBaHue He AO/MKHO Cco3aaBaTb yrpo3 6esonacHoctn OC u
CK3W, ycTaHoBNeHHbIX Ha MN2BM;

M3BM, Ha koTopon ycTaHaBmmBaeTca CK3W, pomkHa  BbINOMHATE  Npoueaypbl
CaMOKOHTpPOJIA OCHOBHbIX armnapaTHbIX KOMMOHEHTOB rMocfie Kaxaoro cbpoca cucTeMbl
BKJ/IIOYA@s MOMEHT MOSIBNEHUS NMUTAHUS;

K akcnnyaTtauum CK3W pgonyckatoTcs nuua, npoleflive COOTBETC TBYIOLWYIO MOArOTOBKY M
M3yumBLUME 3SKCMNNyaTauMOHHYIO AOKYMeHTauuto Ha CK3U;
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B ycnosuax:

o

ecnn  uHdopmauus, obpabaTtbBaemas [1AK, noanexut 3awute B COOTBETCTBUM C
3aKoHoAaTenbCTBOM Poccuiickon deanepauuu;

npuv opraHusauuu Kpuntorpadumyeckon 3awmtbl MHPOpMauum B deaepanbHbiX OpraHax
WMCNONIHUTENBbHOM BNAacTM U B OpraHax WMCMOSIHUTENbHOM BnacTnm cybvekToB Poccuinckoi
depepaumnm;

npu opraHmMsauum kpuntorpadunyeckon 3awmtbl obpabaTbBaemon [MAK wnHdbdopmauum, B
OpraHusaumnax He3aBuMCMMO OT WX OpraHMs3auumoHHO-npaBoBoM dopMbl U GOPMbI
Cco6CTBEHHOCTM MpW BbINOJIHEHMM MMM 3aKa30B Ha MOCTaBKy TOBapOB, BbiNOJSiHEHME paboT
NN oKasaHwe yCcnyr Ans roCyAapCTBEHHbIX HYXA,

ONs  orpaHuYeHns BO3MOXHOCTWU BAUAHWSA annapaTHbiX KOMNoHeHTOB CBT Ha dyHKUMOHMpOBaHME
CK3M HeobxoguMmo npoBegeHne wuccnenoBaHmin Ha cooTBeTcTBme [0 BIOS CBT, Ha KOTOpbIX
ycTaHoBneHo CK3UM «BpeMeHHbIM MeToAMYEeCKMM peKoMeHAauussM K MNpoBEeAEHUID UCCeaoBaHUn
nporpaMMmHoro obecneyeHus BIOS no AOKYMEHTMPOBaAHHbIM BO3MOXHOCTAM>,
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12. UIcnonb3oBaHMe NporpaMMHbIX MHTepchencos

PaszpaboTka nporpammHoro obecne4yeHuss Ha ocHoBe CK3W «Kpuntollpo CSP» c ydetom n.1.5
Q®opmynsapa XTSM.00087-03 30 01 moxeT npoussBoamtbcs 6e3 cosgaHmsa HoBbiX CK3UM B cnydae
MCMNONb30BaHMa BbBOBOB WHTepdencos CryptoAPI CK3W w3 nepeuHs T[punoxeHus 2. [daHHbe
BbI30Bbl MOryT WCMO/b30BAaTbCS KaK HanpsMyl, TaK W OMNOCpefoBaHHO 4Yepe3 MpOMeXyTOYHbie
MHTEepdencol.

B cnyyae wucnonb3oBaHus (HanpsaMyl WIM ONOCpenoOBaHHO) B MporpamMMHOM obecneyeHuu
npo4ymx BbBOBOB WHTepdencos CryptoAPI CK3UM HeobxoamMMO Npou3BoAUTb pa3paboTky OTAEeNbHOro
CK3M B cooTBeTCcTBMM C [eNCTBYyKOLWEN HOpMaTMBHOM 6a3oMm (B 4acTHOCTWM, C [locTaHOBEeHMEM
MpaButenbctBa Poccuickon ®eaepauunm ot 16 anpensa 2012 r. N2313 u MNMonoxxeHnem o paspaboTtke,
NpovM3BOACTBE, peanusauunn n akcnayaTaumm wndpoBasnbHbix (Kpuntorpaduyeckmx) CpeacTs 3aluThl
mHdopmauum (Monoxenme MK3-2005)).
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Mpuno)xxeHune 1. KOHTpOJb LENIOCTHOCTU NPOrpaMMHOro
obecneuyeHusn

KOHTPO/Ib LLENOCTHOCTM NPOrpaMMHOro obecrnedeHms C NOMOLLbIO
aNropuTMOB X3LUMPOBAHUS

Moaynb cpverify.exe nO3BOMISET OCYLWECTBAATb KOHTPO/Sb LENOCTHOCTU YCTaHOBMIEHHOIO
nporpamMMHoro obecnevyeHuss. KOHTpo/b LENOCTHOCTM (alifioB OCyLWECTBAAETCS NpKU 3arpyske daina
Ha ucnosHeHue (M NepuoaMyeckn BO BPEMS BbINOJIHEHUSA) WAW MPU PYUYHOM 3anycke nporpaMMsi
KOHTPONSA LEeNOCTHOCTU (CM. OMUUI0 —rV HUXE).

Mpy NoMoLWM MNepeyvYnCrieHHbIX HUXE onuui Moaysb cpverify.exe MOXeT 6bTb UCNOMb30BaH Afs
CNneayrwmx KOHTPOJIbHbIX Lienei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEHME 3Ha4eHUs
xaw-dyHkumn ana danna ¢ umeHem filename c nomowsbo anroputma algid. Mone algid moxert
nMpuHUMaTb  3HadeHmss  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOn4aHuKo
ncnonblyetca GR3411). [-inverted_halfbytes <inv>] yka3sbiBaeTcsa, ecnu nonybantel B hashvalue
rnepeBepHyTbl (Mo ymonuyanmwo ana GR3411 inv npuHMMaeTcs paBHbM <«1», Ona anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «O0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenoctHoctn danmna ¢ umeHem filename, wcnonbays anroputm algid n xsw-3HayeHne hashvalue.
Mone algid ™MoxeT npuHMMaTb 3HadeHuss GR3411, GR3411_2012_256 un GR3411_2012_512 (no
yMonyaHuto ucnonbdyerca GR3411). Ecnm hashvalue He ykasaH, TO Xx3w-3HadeHune 6GepeTcs wm3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaetcsa, ecnu nonybaktel B hashvalue
nepeBepHyTbl (Mo ymonyanmw ansa GR3411 inv npuHMMaeTcs paBHbM <«1», Ong anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbMUC/IEHME 3HAYEHUS X3W-QYHKLUUN AN KaXxAoro ms
dannos, coaepxawmxca B katasnore catname B pasgene peectpa (ecnu catname He ykasaH, TO
6yayT nepecumTaHbl BCe X3LW-3Ha4yeHUs B pasgenie peecTtpa). Tekywee 3HadeHne Xaw-@yHKUMA nNpu
3TOM 3aMeHsieTCS Ha BHOBb MocuymTaHHoe. [lone algid ™MoxeT npuHUMaTb 3HadeHus GR3411,
GR3411_2012_256 wn GR3411_2012_512 (no yMmon4yaHuio ucnonbsyercs GR3411).

cpverify -rv [cathame] - npoBepka uenocTHOCTM ¢ainoB M3 KkaTanora catname B pasgene
peecTpa (ecnun catname He yKkasaH, To 6yayT npoBepeHbl Bce dainbl B pasaene peectpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BblMMCNEHNE 3HAYEHMUS X3LW-DYHKLUN
ans  dannoB, nepeyducneHHblx B Xxml-danne c¢ wuMeHeMm in_file B kaTtanore xmicatname (ecnu
xmicatname He ykasaH, TO X3W-3HayeHus 6yayT nocuuTaHbl AN BCeX @asioB, NeEpeymnCrieHHbIX B
xml-cdarine ¢ wumeHem in_file), n 3anucb Nony4deHHbiXx 3HadeHu B xml-danin ¢ umeHem out_file.
Tekywee 3Ha4yeHMe XaW-@PYHKLUIA Npn 3TOM 3aMeHsieTCa Ha BHOBb nocumTaHHoe. [one algid moxet
npuHUMaTb  3HadeHmsa  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMOa4aHuIO
ncnonbsyetcsa GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka UuLENOCTHOCTU alnoB, NEPEYUCSIEHHbIX B
xml-garne ¢ umeHem in_file B katanore xmicatname (ecnm xmicathname He ykasaH, TO npoBepka
6yaneTt BbiNOSHEHA An4 BCex hanos, nepevyncneHHolx B xml-dainne ¢ umeHeM in_file).

cpverify -r2x out_file - dopmmpoBaHue xml-daina ¢ nmeHem out_file, coaepxaliero cnmcok
¢dalinoB, HaxoAsAWMUXCS B pasjgesie peecTpa MNo4 KOHTPOSIEM LENIOCTHOCTU, M X3 -3HAYEHUS 3TUX
dannos.
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cpverify —-x2r in_file - ycTaHOBKa no4 KOHTPO/Sb LENOCTHOCTWM (aiioB, nNepedyucyieHHbX B
xml-cdarine ¢ umeHem in_file.

CnnMcoK KOHTPONMPYEMbIX MOAYMEN 3aBUCUT OT WUCMOSHEHUA W MOXeT ObMb MOsy4vYeH npwu
nomowin KomaHabl cpverify —r2x in_file.

Ons Toro, u4Tob6bl MOCTaBUTb MO KOHTPO/SIb LENOCTHOCTM YCTAHOBJIEHHOE MpPOrpaMMHOE
obecneyeHne, HY>KHO BbINOSIHUTL CJIEAYIOLLYI0 NOCNeA0BaTeNbHOCTb AeNCTBUN:

1. Co3paTtb xml-cdain, coaepXawuhn CMUCOK YCTaHaBIMBAEMbIX MO KOHTPOJIb LLETOCTHOCTMU
dannoB. daHHbii xml-dainn [oMKeH MMeTb Cleayowyo CTPYKTYpPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid >00008021 </Algid >

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid>

</entry>

</catalog>

</CProlntegrity >

3HauveHune nonsa Algid gomkHo paBHaTbCcs 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, ykazaB B KauyecTBe napaMeTpa
in_file mmMs co3gaHHoro xml-darina. Pe3ynbtratoM paboTbl Moayna 6yaeTr saBnatbcs xml-dann ¢
nmeHeM out_file, coaepxalwmin BbMUCNEHHbIE 3HAYeHUS X3LW-(PYHKUMN ANna nepedncneHHbix B in_file
dannos 1 MMeKLWMn cneayowyto CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid>00008021 </Algid >

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7 </
Tag>

</entry>
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<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid >

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9 C</
Tag>

</entry>
</catalog>

</CProlntegrity >

3HaueHune nonsa Algid gonkHo paBHATbLCS 00008021.

3. YCTaHOBUTb MNOA4 KOHTPOJIb LESIOCTHOCTM ainbl, ANs KOTOPbIX 6bUI0 BbMWUC/EHO 3HaveHue
X3 W-dyHKUMM, ncnonbdyss moaynb cpverify —x2r in_file TestControl, rae napametpom in_file aBngaetcs
xml-alin, nonydeHHbi B pe3ysibTaTe BbMUC/IEHUS 3HAUEHUS X3LW-(YHKUMM B NyHKTE 2.

KOHTPO/b LIENOCTHOCTU NPOrpaMMHOro ob6ecrneyeHms ¢ NOMOLLbIO
anropuTMOB MOAMMUCHK

- cpverify -file_verify umsa_danna [3Ha4yeHue_noanucu] -timestamp pata

MpoBepka noanucm ¢anna Cc uMeHeM <«uMa_danna». [MapaMeTp <«3Ha4vyeHue_noanmcu»
HeobxoanMMo nepenaBaTb B Buae 6anMTOBON CTPOKU. ECnv nmapaMeTp «3HadeHue_rnoanncu» He yKasaH,
TO 3HayeHwe noanucum bepetcsa wm3 danna uma_danna.sgn. lNMapameTp «daTa» ykKasblBaeT, Korga
noanuce 6bina cdopmmpoBaHa, HeobxoaMMO ykKasbiBaTb B QopmaTe AA4.MM.ITIr. [JaHHas KoMaHAa
npoeepsieT NOAMNUCL C MPSIMOM NocnefoBaTesIbHOCTbIO NonybanT, 4ss NpoBepKM noanucu ¢ obpaTHoM
nocnefoBaTeNbHOCTbIO 6anT Heob6xoAMMO MCNOSb30BaTb KOMaHAy versign ¢ aHanorMyHoiM Habopom
napameTpoB. [lognncb npoBepsieTCs Ha OTKPbITOM KJK4Ye M3 chneuuanbHoro ceptudukata nasg
noannucu koza komnaHmm «KPUMTO-TTPO»,

- cpverify —pe_sign FileName [kpuTepuu noucka ceptudukaTa]l [gon. napaMeTpbi]

[NobasneHne B dann ¢ wumeHeMm FileName uudposon noanucum B dopmaTe authenticode
MOSHOCTbID Ha POCCUMUCKMX anroputMax cC nomowbo Microsoft CryptoAPI. C nomowblo AaHHOM
KOMaHAbl MOXHO nognucaTb Tonbko dannbl dopmaTtos .exe u .dll.

Ona Toro utobbl noanucatb dainna, HeobxoaMMO B xpaHunuwe «JlnyHoe» TeKylero
Monb30oBaTeNss UMETb YCTAHOBJIEHHbIN CEPTUPUKAT CO CCbIJIKOM Ha 3aKpbITbid K/OY, B Ha3Ha4yeHMUsX
KOTOporo npucytcTByeT «[loanucobiBaHne Koaa».

MonCK HY>XHOro cepTudunKaTa OCYyLLEeCTBASETCS C NOMOLLbIO CleayLlWwmnx Kputepmes:

Nma cybbekTa cepTudmkaTa Noanmcu. STO 3HAUYEHMe

-name SubjectName .
MOXeT ObITb MOACTPOKOMN MOTHOMO MMEHWU CybbekTa.

-alg Algld ANropuT™M X3WMPOBaHUA 474 NoANMUCU B
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cepTudmkaTe. JonycTumMbie 3HaueHus GR3411,
GR3411 2012 256, GR3411 _2012_512.

-fp FingerPrint 3HadveHune shal oTnedaTka cepTudukaTa.

Moanucb 6ypet nobaBneHa Kak BTOpPOCTeNeHHas.
Ecnn B danne HeT OCHOBHOWM MOAMUCKM MAW NapaMeTp
—append He nepeaaH, To nognucb byaet
pobaBneHa Kak OCHOBHas.

-append

Ecnu Heckonbko cepTudukaToB YAOBAETBOPSIOT 33AaHHbIM KPUTEPUAM, TO MOJSIb30BaTeso
6yaeT NpenocTaB/ieHa BO3MOXHOCTb BPYUYHYO BbibpaTh HYXHbi cepTudumKarT.

- cpverify —pe_verify FileName [gon. napameTpsbl]

Mpoeepka authenticode noanucu danna ¢ umeHem FileName 6e3 ucnonb3oBaHusa Microsoft
CryptoAPL.

MNpoBepka Bcex authenticode nognucei, HangeHHbIX
-multiple B panne. Ecnm napameTp He nepenaH, 1o 6yaet
npoBepeHa TOJIbKO OCHOBHas No4nwuch.
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NMpuno)xxeHue 2. NepeyeHb Bbi30OBOB, UCMOJIb30BaHUE KOTOPbIX
npu pa3pabotke cuctreMm Ha ocHoBe CK3UN «Kpuntollpo CSP» c
yyeTtoM n.1.5 ®dopmynsapa XXTAN.00087-03 30 01 BO3MOXKHO 6e3
AOMNOJIHUTENIbHbIX TEMAaTUUYECKUX UCCNea0BaHUM:

OyHKLNSA

OnucaHue

OrpaHun4yeHns Ha UCMNosib30BaHue
dYHKLMN

DYHKUMM MHMLMANM3aLMM U HaCT

poiikn npoBaigepa

CryptAcquireContext

OyHkuma CryptAcquireContext
MCMONb3yeTCcsa ANa Co34aHus
Aeckpunrtopa
KpuntonpoBangepa C MMEHEM
KJIIOYEBOro KOHTENHepa,
onpeAenéHHbIM napaMeTpom
pszContainer

CryptReleaseContext

®dyHkuma CryptReleaseContext
MCNoNb3yeTcsa Ana yganeHus
Aeckpunropa
KpuynTonpoBangepa, CO34aHHOro
CryptAcquireContext.

CryptContextAddRef

YnpaBiideT CYEeTUYNKOM
AeCKpUNTopoB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

MepeuncneHne yCcTaHOBMIEHHbIX
KpMNTONpoBaniaepos

CryptEnumProviderTypes

MepeuncneHne yCTaHOBJIEHHbIX
TMMNOB KpMNTONpOBanaepos

CryptGetDefaultProvider

[MonyyeHne KoOHTEKCTa
npoBaligepa, YCTaHOBIEHHOIO B
CUCTEME MO YMONYaHUIO

CryptGetProvParam

OyHkuuna CryptGetProvParam
nosly4yaeT napameTpsbl
KpunTonposanaepa.

CryptSetProvParam

OyHkumsa CryptSetProvParam
yCTaHaB/MBAET NapameTpsbl
KpuntonpoBangepa.

FreeCryptProvFromCertEx

dyHKUMSA ucnonblyeTcs ans
yAaneHus geckpunropa
KpuynTonpoBangepa, CO34aHHOro
CryptAcquireContext nnu uepes
CNG.
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CryptInstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®YHKUWN ynpaBlieHus
KOHTEKCTOM npoBangepa no
yYMON4aHUKo

®DYyHKLMM reHepauwm u o6MeHa KIOUaMK, co3aaHue KOHhUrypupoBaHMWe U yaasieHue Kiuen

CryptGenKey

OyHkumna CryptGenKey
reHepupyeT cnyd4anHble
KpunTorpaduyeckmne K4YU Uam
KAlOYeBYO napy
(3aKpbITbIA/OTKPbITbIA  KHO4UN).

CryptDestroyKey

OyHkuuna CryptDestroyKey
yOanseT K4, nepeaaBaeMbin
yepe3 napameTp hKey. lNocne
yAaneHusa kswoud (geckpunrtop
Kto4va) He MoXeT
NCMNoNb30BaTbCH.

CryptExportKey

OyHkuuna CryptExportKey
MCMoNb3yeTcsa ANa 3KCnopra
Kpuntorpapuyeckmnx Kaw4ven ms
KJTIOYEBOro KOHTelHepa
KpunTonposBanaepa, CoxpaHsis
X B 3aWMWEHHOM Buae.

Pa3peu.|eHo 3KCNOpPTUPOBaATb TOJZIbKO
OTKpbITblIE KJTHO4YU
(PUBLICKEYBLOB).

CryptGenRandom

OyHkuma CryptGenRandom
3anonHsaeTt bydep cnyvyanHbiMn
6antamu.

CryptGetKeyParam

OyHkuma CryptGetKeyParam
BO3BpallaeT napaMeTpbl K/o4a.

CryptGetUserKey

OyHkuuna CryptGetUserKey
BO3BpaLLaeT AeCKPUMTOpP OAHOM
N3 AOSITOBPEMEHHBIX KJIH0UEBbIX
nap B KJIlOYEBOM KOHTeEMNHepe.

CryptImportKey

OyHkumna CryptImportKey
ncnonb3yeTcsa Ang umnopTa
KpuynTorpadunyeckoro ksaw4ya m3
knoyeBoro 6n106a B KoHTelHep
KpunTonposanaepa.

PaspelueHo MMNOPTUPOBaTb TOJIbKO
OTKpbITble KJIO4YK
(PUBLICKEYBLOB) npwu Hynesom
3HayeHun dnaros.

CryptSetKeyParam

OyHkumna CryptSetKeyParam
yCTaHaB/MBaeT napaMeTpsbl
K/o4a.

PaspelueHo ncnosnb3oBaHWe TOJIbKO
CO CNeAy WM CUMBOJIbHBLIMU
aprymeHtamu: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

dyHKUMM 06paboTkm kpuntorpad

MYeCcKMuXx coobuieHuin

CryptSignMessage

®dyHkuma CryptSignMessage
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CO3[aeT X3 onpeaeneHHoro
coaep)XaHusi, noanucbIBaeT XLl
M 3aTeM NpounsBoanT
3aKoAnpoBaHME U TeKCTa
MCXOAHOro coobueHus, n
MoANMMCAHHOro xaLa

CryptVerifyMessageSignature

OyHKLMA
CryptVerifyMessageSignature
npoeepseT 3N1eKTPOHHO-
undpoByo Noanmchb
noAnMcaHHoOro coobuieHus.

CryptVerifyDetachedMessageSignat
ure

OyHKUMA
CryptVerifyDetachedMessageSig
nature nNpoBepseT noanucaHHoe
coobueHne, cogepxawee
oTcoeanHeHHyto (detached)
noanMcb AN NoANUCKU

CryptDecodeMessage

OYyHKUMA OeKoaAnpyeT,
pacwundpoBbIBAET M NpoBepsieT
coobuieHune

CryptDecryptAndVerifyMessageSign
ature

dyHKUNA aekoampyeT U
nposepsieT coobueHne

CryptEncryptMessage

®yHkumna CryptEncryptMessage
3awndpoBbiBaeT U NpoOn3BOAUT
3aKoAnpoBaHue coobuienus.
AYTEHTUYHOCTb CO0bLLEHNS He
obecneuymnBaeTcsH.

CryptDecryptMessage

®dyHkuma CryptDecryptMessage
npon3BOAUT pacKoaAupOBaHME U
pacwudpoBaHme cooblieHus.
lMpoBepka ayTEHTUYHOCTHU
coobLeHns He Npon3BoOANTCS.

MpumeyaHune: He ponyckaeTcs
aBToOMaTUYECKUA aHanms
pe3ynbrata paboTbl PyHKUMN,
HanpaBJIEHHbLIA Ha MPOBEPKY
KOPPEeKTHOCTK coobuieHus.

CryptGetMessageCertificates

OyHKUMA BO3BpaLLaeT
XpaHunuwe cepTndurkKaToB U
CMNUCKU aHHYJTIMPOBAHHbIX
cepTuduKaToB n3 cooblieHuns

CryptGetMessageSignerCount

OyHKUMA BO3BpaLLaeT
KOJINYEeCTBO NoANUCaBLUNX
coobuieHmne

CryptHashMessage

dyHKUMA co3aaeT
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X3 WnpoBaHHoOE coobuieHne

CryptSignAndEncryptMessage

dyHKUKNA co3haeT noanncaHHoe
M 3awmndpoBaHHOe coobuieHme

CryptSignMessageWithKey

CDYHKLI,VIFI cOo34aeT nognncaHHoe
coobuieHune

CryptVerifyDetachedMessageHash

OyHKUMA npoBepsieT
OTKpEeneHHbIN X3

CryptVerifyMessageHash

®dyHKUMS nNpoBepsieT
X3 WMpOBaHHOe coobuieHne

CryptVerifyMessageSignatureWithK
ey

OyHKUMA npoBepseT
noannucaHHoe coobuieHne

CryptMsgCalculateEncodedlLength

OyHKUMSA
CryptMsgCalculateEncodedLengt
h BbluMcnseT MakcumanbHoe
KoJinyecTBO 6anTOB,
Heobxoaumoe ans
3aKOANPOBAHHOIO
KpunTorpadunyeckoro
coobuieHns, 3a4aHHOro TUMNOM
cooblieHmnsa, napameTpamu
KoaMpoBaHusa un oblen gnnHom
nHdopMauunm, KoTopas A0JKHA
6bTb 3aKoAMpOBaHa.

CryptMsgOpenToEncode

OyHKUUA
CryptMsgOpenToEncode
OTKpbIBaeT Kpuntorpadunyeckoe
coobleHre ansg 3akoAnpoBaHus
M BO3BpallaeT AecKpuiTop
OTKPbLITOro coobLeHusl.

CryptMsgOpenToDecode

OyHKUMSA
CryptMsgOpenToDecode
OTKpbIBaeT KpunTtorpadunyeckoe
coobueHre ans
pacKoAMpOBaHUA M BO3BpallaeT
OECKPUMTOP OTKPbLITOro
coobLeHus.

CryptMsgUpdate

®yHkuma CryptMsgUpdate
NOMOSIHAET TeKCT
Kpuntorpadunyeckoro
coobueHuns.

CryptMsgGetParam

OyHkuuna CryptMsgGetParam
rMoJly4yaeT napaMeTp coobuieHus
nocsie Toro, Kak
Kpuntorpaduyeckoe coobuieHne
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6bU10 packoanpoBaHoO Uiun
3aKoAnMpoBaHo.

CryptMsgControl

®yHkuma CryptMsgControl
BbIMNOJIHAET KOHTPOJIbHOE
aencreue.

CryptMsgClose

OyHkuma CryptMsgClose
3aKpbiBaeT AeCKpUNTOp
Kpuntorpadunyekoro
coobleHuns.

CryptMsgDuplicate

®yHkuma CryptMsgDuplicate
aybnupyeTt geckpuntop
Kpuntorpadunyeckoro
coobleHns nyTeMm yBenmyeHms
cyeTymKa CChbUIOK

®DYHKUMM paboTbl C airopurMmamm

X3 LUMPOBaHus

®yHkuma CryptCreateHash
WHULMANN3UPYET AECKpUNTOp

Pa3pelwieHo ncnosib3oBaHMUe TOJIbKO
CO CneayrwmMmMm CUMBOJIbHBLIMU
aprymeHTtammn: CALG_GR3411,
CALG_GR3411_2012_256,

CryptCreateHash HOBOTO OBbEKTa yHKLIN CALG_GR3411_2012 512,
X3 WMPOBaHMS MOTOKa AaHHbIX. CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
®yHkumsa CryptDestroyHash
CryptDestroyHash yaanset o6bekT hyHKLUN

X3 WnpoBaHu4.

CryptDuplicateHash

®yHkuma CryptDuplicateHash
CO34aET TOYHYIO KOoNunio obbekTa
PYHKLNN X3WMPOBaAHUS,
BKJ/IlOMas BCE ero nepeMeHHble,
onpegensilowne BHyTpeHHee
COCTOsIHME o06beKkTa DyHKLUUN

X3 LUIMPOBaHMS.

CryptGetHashParam

®dyHkumsa CryptGetHashParam
BO3BpallaeT napaMeTpbl
obbekTa PyHKLMUM X3 LWLMPOBAHUS
N 3Ha4veHne dyHKUUU

X3 WnpoBaHu4.

CryptHashData

®yHkumna CryptHashData
nepenaéTt AaHHble yKa3aHHOMY
06beKkTy hyHKLMN

X3 LWMpPOBaHMUS.

CryptSetHashParam

®yHkuma CryptSetHashParam

PaspelwieHo ncnosnb3oBaHMe TOJIbKO
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yYCTaHaBJIMBaAE€T NapaMeTpbl
obbeKkTa X3WnpoBaHus.

C CMMBOJIbHbIMW apryMeHTamu
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.

CryptSignHash

®dyHkuma CryptSignHash
BO3BpallaeT 3HaYeHue
3/1IeKTPOHHOI LnbpOBOW
noanMCK OT 3HaAYEHUS PYHKLUK
X3 WMPOBaHUS.

CryptVerifySignature

®dyHkumsa CryptVerifySignature
OCYLWEeCTBASET MPOBEPKY
undppoBON NOAMUCHU.

PaspelueHoO ncnosb3oBaHWe TOJIbKO
C AECKPpUNTOpaMM KITOUENH,
MoJTy4YeHHbIX paHee C NMOMOLLbIO
BbizoBa CryptImportPublicKeyInfo
(CryptImportPublickeyInfoEx) wu3
cepTudukarta, NpoBepeHHOro ¢
NOMOLLbID DYHKLUN
CertVerifyCertificateChainPolicy

dyHKUuMM paboTbl ¢ cepTudmrKaTamMm, CMUCKaMM aHHYJIMPOBAHHDbIX

cepTtudukaToB

cepTudukaToB, XpaHWIMLLEM

CNUCKNU aHHY/IMPOBAHHbIX cepTupUKaToB

CertAddCRLContextToStore

OyHKUMNA

CertAddCRLContextToStore
nobasnaet koHTekcT COC B
XpaHuavwe cepTudunkaTos.

CertAddCRLLinkToStore

dyHKUMNA co3haeT CCbUIKY Ha
CMNCOK aHHYJIMPOBaHHbIX
cepTudurKaToB B APYIroM
XpaHunuue

CertAddEncodedCRLToStore

OyHKUMSA
CertAddEncodedCRLToStore
co3paeT KoHTekcT COC u3
3akogmpoBaHHoro COC u
nobaBnaeT ero B xpaHunuue
ceptudukaTtoB. PyHKLUS
co3gaeT Konui KoHTekcTa COC
nepea nobasneHneM ero B
XpaHunuue.

CertEnumCRLsInStore

OyHKUMSA
CertEnumCRLsInStore
noJly4yaeT nepsbii nnm
cneaywowmin COC B
XpaHunuuwe. 3Ta PyHKUUS
MCMONb3YyeTCs B LuKie ans
TOoro, 4ytobbl NocnegoBaTeNbHO
nony4utb Bce COC B
XpaHunuuie.
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CertFreeCRLContext

OyHkumna CertFreeCRLContext
ocBoboxaaeT kKoHTekcT COC,
YMEHbLUAasi CYETYMK CChUIOK Ha
eavHuuy. Korga cueTtumk
ccbu1oK 06HynseTcs, dyHKUms
CertFreeCRLContext
ocBoboXaaeT namsaThb,
BblAe/IEHHYI MOA4 KOHTEKCT
COcC.

CertCreateCRLContext

OyHKUMSA
CertCreateCRLContext co3paet
KOHTekcT COC u3
3akogmposaHHoro COC.
Co34aHHbBIN KOHTEKCT He
MoMeLLaeTcs B XpaHumLLe
ceptudmkaToB. B cozgaHHOM
KOHTEKCTEe PYyHKLMUS
pasMellaeT KOnuio
3akoampoBaHHoro COC.

CertDeleteCRLFromStore

OyHKUMA yaanseT cnMcok
AHHYIMPOBAHHbIX
cepTUhUKATOB U3 XpaHWUIMLLA

CertDuplicateCRLContext

OyHKUMA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBennyneas CYETUMK CCbUIOK
Ha COC Ha eauHuLy.

CertFindCRLInStore

®yHkuma CertFindCRLINnStore
HaxoAUT MepBbin UIn
cnepyowmn koHtekct COC B
XpaHunuuwe ceptmdukaTos,
KOTOpbIA COOTBETCTBYeT
KpUTEPUIO MOUCKaA,
onpegensieMoMy napaMeTpoM
dwFindType 1 cBA3aHHbIM C
HMM pvFindPara. 2ta dyHKuuA
MOXeT 6bITb UCMosib30BaHa B
UMKNe ans Toro, 4tobbl HAWTKU
BCce COC B xpaHunuuie
ceptudukaTos,
yOOBeTBOpstoWmMe 3a4aHHOMY
KpUTEpUIO noucka.

CertDeleteCertificateFromStore

OyHKUUA
CertDeleteCertificateFromStore
yhanseT onpegeneHHbIn
KOHTeKkCT COC u3 xpaHumnumiia
cepTmudmKaToB.
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CertFindCertificateInCRL

DyHKUMNA OCYLLECTBNAET NOUCK
3aAaHHoOro ceptudukaTa B
CMNNCKEe aHHYJIMPOBAHHbIX
ceptudmkaTos

CertGetCRLFromStore

OyHKUUA
CertGetCRLFromStore
nosly4yaeT NepBbii Man
cneaywowmin koHtekct COC ans
onpenesnieHHOro msaartens
cepTudmkaTa M3 XpaHuIuwia
cepTudukaTos. dTa PyHKLUSA
TakKXe ocylwecTBnaser
BO3MOXHYt0 npoeepky COC.

CertSerializeCRLStoreElement

dyHKUMA cepnanmsaumm
CNUCKa aHHYIMPOBAHHbIX
cepTndmKaToB CO CBOMMMU
CBOMNCTBaMMU

PacwmpeHHble cBoMcTBa cepTudmMKkata cnucka oTo3BaHHbIX (COC) ceptudmkatos m CTL

CertGetCRLContextProperty

OyHKUMA
CertGetCRLContextProperty
nosiyyaeT pacliMpeHHble
CBOMCTBA onpeaesieHHoro
KOHTekcTa COC.

CertSetCRLContextProperty

OyHKUMA
CertSetCRLContextProperty
yCTaHaB/IMBAET pacClUMPEHHbIE
CBOWCTBa onpeaeneHHoro
KOHTekcTa COC.

CertGetCertificateContextProperty

OyHKUMA
CertGetCertificateContextPropert
y nony4yaeT uHdopmauumio,
codepxallytCcs B paclUMPEHHbIX
CBOWCTBaxX KOHTEKCTA
ceptudwmkara.

CertEnumCertificateContextProperti

es

OyHKUUA
CertEnumCertificateContextProp
erties N0O3BONSET NEPEUYUCIUTD
MHdOpMaLUo, coaepXKallytcs B
pacCLUMpeHHbIX CBOWMCTBaXx
KOHTeKCTa cepTudukaTa.

CertSetCertificateContextProperty

OyHKUMA
CertSetCertificateContextPropert
Yy YCTaHaBIMBAET pacLUMPEHHbIE
CBOMCTBa ANs onpeaesieHHOro
KOHTEKCTa cepTudukara.
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CertEnumCRLContextProperties

MepeuncneHme paclMpeEHHbIX
CBOMNCTB CNKnckKa
aHHYJIMPOBaHHbIX CepTUdMKaTOB

CertEnumCTLContextProperties

lMepeyncneHve pacLlmMpeHHbIX
ceoncTe CTL

CertGetCTLContextProperty

Mony4yeHne pacMpPEHHOrO
ceomnctBa CTL

CertSetCTLContextProperty

YcTaHOBKa pacLUMpeHHbIX
ceomcTe CTL

CertAddCTLContextToStore

OyHKLUMSA

CertAddCTLContextToStore
nob6asnsiet kKoHTekcT CTL B
XpaHunuue ceptudukaToB

CertCreateCTLContext

®dyHkuma CertCreateCTLContext
CO34a€eT KOHTEKCT
3akogmpoBaHHoro CTL.
Co34aHHbIN KOHTEKCT He
MoMeLLlaeTCcsa B XpaHunviie
ceptudmkaToB. DyHKUMS aenaet
konuio CTL B co3gaHHOM
KOHTEeKCTe.

CertDuplicateCTLContext

OyHKUMSA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,
yBenM4nBas CYETUYMK CCbUIOK Ha
CTL Ha eanHuuy.

CertFreeCTLContext

OyHkumna CertFreeCTLContext
ocBoboxaaeT kKoHTekcT CTL,
YMEHbLUAs CYETYMK CChUIOK Ha
eavHuuy. Korga cuyeTymk CCbU1okK
obHynsetcs, dyHKLMSA
CertFreeCTLContext
ocBoboXxaaeT NamsaThb,
BblaeneHHy nog KoHTekcT CTL.

®dyHKUMM paboTtbl ¢ cepTudmkatamm

CertAddCertificateContextToStore

OyHKUMA
CertAddCertificateContextToStor
e fgobaBnsgeT KOHTeKCT
cepTudmkaTa B XpaHuiumLie
cepTudmrKaTos.

CertAddCertificateLinkT oStore

[obaBnseT cCcbUKy Ha
cepTndmkaTt B Apyrom
XpaHunumie
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CertAddEncodedCertificateToStore

OyHKUUA
CertAddEncodedCertificateToSto
re co34aeT KOHTEeKCT
ceptudukaTa 13
3aKoAMpOBaHHOro ceptudukarta
n gobasnsieT ero B xpaHunuwe
ceptudukaTtos. Co3gaHHbIN
KOHTEKCT HEe COAEPXUT HUKAKUX
pacLlwmMpeHHbIX CBOWNCTB.

CertEnumCertificatesInStore

OyHKUMSA
CertEnumCertificatesInStore
nosly4YaeT NepBbii UK
cneaywuwmn ceptudukaT B
xpaHunuuwe ceptmndurkaToB. 3Ta
dYHKLMSA UCNONb3yeTCs B LMKIE
Ans Toro, ytobbl
nocraegoBaTeNibHO MOSyYUTb BCE
cepTudmKkaTbl B XpaHunuwie
cepTndmKaToB.

CertFreeCertificateContext

OyHKUMA
CertFreeCertificateContext
0CBOb6OXAaeT KOHTEKCT
cepTudukaTa, ymMeHbllas
CYETUYMK CCbUIOK Ha eauHuLy.

CertCreateCertificateContext

OyHKUUA
CertCreateCertificateContext
CO3[a€eT KOHTEKCT cepTudukaTa
M3 3aKOAMPOBAHHOIO
ceptndmkaTa. Co3aaHHbIN
KOHTEKCT He noMeLllaeTcs B
XpaHunuuwe ceptudukatos. B
CO3[aHHOM KOHTEKCTEe PyHKLUMS
pa3MellaeT KOMNuio
3aKOAMPOBAHHOIO cepTudmkaTta.

CertDuplicateCertificateContext

OyHKUMA
CertDuplicateCertificateContext
AybnnpyeTt KOHTeKCT
cepTudmkaTa, yBenndmaas
CUYETUYMK CChbUIOK Ha eanHuLy.

CertFindCertificateInStore

OyHKUMSA
CertFindCertificateInStore
Haxo4AuT MNepBbiA UK
CNeayoLWmni KOHTEKCT
cepTudukaTa B XpaHunuiie
cepTndmrKaToB, KOTOPLIN
COOTBETCTBYET KPUTEpPUIO
novcka, onpeaensemMomy
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napameTpoM dwFindType un
CBSI3aHHbIM C HMM pVFindPara.

CertDeleteCertificateFromStore

OyHKUMA
CertDeleteCertificateFromStore
yaanseT onpeaeneHHbin
KOHTEKCT cepTudmkaTa us
XpaHunuwa cepTudmKaTos.

CertGetSubjectCertificateFromStor
e

OyHKUMSA
CertGetSubjectCertificateFromSt
ore nosy4yaeT KOHTEKCT
cepTudukaTa 13 xpaHunuua
cepTnuduKaToB, 04HO3HAYHO
onpenensieMbiii ero usgatenem m
CEepUNHBIM HOMEpPOM

CertGetIssuerCertificateFromStore

Monck ceptudmkaToB usgartenen
3aflaHHOro ceptudukaTa

CertGetSubjectCertificateFromStor
e

Monck cepTtudukata no
CEPUNHOMY HOMEpPY U m3aaTento

CertGetValidUsages

Mouck nepeceveHus KeyUsage
Ana mMaccusa ceptudukaTos

CertSerializeCertificateStoreElemen
e

Cepunanusaumnsi aneMeHTa
XpaHunuwa

CertComparePublickKeyInfo

OyHKUMSA
CertComparePublickeyInfo
CpaBHMBAET ABa OTKPbITbIX
KJllo4a M onpeaensiet, ABASIOTCS
N OHWN NAEHTUYHBIMMU

CertFindExtension

OyHkumna CertFindExtension
HaxoAuT paclMpeHne B Maccuse
W BO3BpallaeT yKasaTesnb Ha
Hero.

CertGetPublicKeylLength

OyKHUUA
CertGetPublicKkeylLength
BO3BpallaeT A/IMHY KJo4va B
6utax.

CertGetIntendedKeyUsage

OyHKUMSA
CertGetIntendedKeyUsage
nosy4yaeT Ha3HadeHue KJwya m3
ceptmudumkaTa.

CertCompareCertificateName

OyHKUMSA
CertCompareCertificateName
CpaBHMBaeT ABa cepTudmkaTa u
onpegensieT, ABAATCS /N OHU
MAEHTUYHbBIMU.
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CryptSignCertificate

®dyHkumsa CryptSignCertificate
dopMumpyeT 31eKTPOHHYHO
noanuce 6noka
3aKoAMpOBaHHbIX AaHHbIX TBS.

Pa3zpelleHO MCNONb30BaHME TOMBLKO
CO CcneayrwmMm CUMBOJIbHbIMU
aprymentamm: CALG_GR3410,
CALG_GR3410_12_256,
CALG_GR3410_12_512.

OoCsP

CertAddRefServerOcspResponse

YBenmyeHne cyeTymka CCbU1oK
Ha OCSP otBeT

CertAddRefServerOcspResponseCo
ntext

YBenYeHme cyeTuymKa CCbU1oK
Ha KoHTekcT OCSP otBeTa

CertCloseServerOcspResponse

3akpbmune pgeckpuntopa OCSP
oTBeTa

CertGetServerOcspResponseContex
t

MonyyeHne koHTekcTa OCSP
oTBeTa

CertOpenServerOcspResponse

OTkpbirne peckpuntopa OCSP
oTBeTa ANS 3a4aHHOM LLernoYKku
cepTndmkaToB

OKOHHbIe (PYyHKLUMN

OTobpaxkeHne amnanora Bbibopa

CertSelectCertificate cepTudumkaTa rno 3ajaHHbM
KpUTEpUsIM
OTobpaxxeHne guasnora
CryptUIDIgCertMgr

ynpaBfeHusa cepTudukatamm

CryptUIDIgSelectCertificate

OTobpaxeHne amnanora Bbibopa
ceptudukaTa

CryptUIDIgSelectCertificateFromSto
re

OTobpaxeHune ananora Bblibopa
cepTndmkaTa M3 xpaHuamwia

OTob6paxkeHne amnanora co

CryptUIDIgViewCertificate .
CBOWCTBaMu cepTudukaTa
OTobpaxeHne cepTudukarta,
CryptUIDIgViewContext CNUCKa aHHYNMPOBAHHbIX

ceptudukartos mnm CTL

CryptUIDIgViewSignerInfo

OTobparkeHne ananora C
MHdOpMaumen o nognucasLlem

CertSelectionGetSerializedBlob

Cepuanumsauuna ceptudukaTa ms
CTPYKTYPbl, UICNOJSIb3yeMOli AN
oTobpaxeHus

GetFriendlyNameOfCert

MNpeobpazoBaHne MMeHU
cepTudukaTa K «<4YnTaemMomy»
BMay
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®DYHKLMM NPOBEPKU Lenouek

CertVerifyCertificateChainPolicy

OyHKUUA
CertVerifyCertificateChainPolicy
npoBepsieT LenoyKy
cepTndUKaTOB Ha
AOCTOBEPHOCTb, BKJIOYAs
COOTBETCTBME KPUTEPUIO
UCTUHHOCTMN.

CertGetCertificateChain

OYyHKUUA
CertGetCertificateChain ctpout
Lenoyky ceptmudmkaTos,
HayMHas C nocnepHero
ceptudmkaTta, B o6paTHOM
HanpaB/ieHUn A0 AOBEPEHHOrO
KOpPHEBOro cepTtudukaTa, ecam
3TO BO3MOXHO.

CertFreeCertificateChain

OyHKUMSA
CertFreeCertificateChain
ocBoboOXAaeT uenoyky
cepTudunkaToB nyTem
YMEHbLUEHNS CYEeTYMKa CCbUIOK.
Ecnn cyeTumK CCbUIOK paBeH
HY/0, TO NaMsATb, BbiaesieHHas
noa Leno4yky, ocsoboxaaercs.

CertCreateCertificateChainEngine

OyHKUMSA
CertCreateCertificateChainEngin
€ CcOo34aeT KOHTeKCT
HCERTCHAINENGINE, koTopbliii
Nno3BonsieT U3MEeHsATb NnapameTpsbl
MexaHu3Ma MOCTPOEHUS LEenoYKu
cepTudukaTos. Mo3sonseT
OorpaHn4MBaTb MHOXECTBO
[lOBEPEHHbIX CepTUdUKaToB.

CertFreeCertificateChainEngine

OyHKUMSA
CertFreeCertificateChainEngine
ocBobOXaAaeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate
ContextProperties

Co3paHune CTL Ha ocHOBEe CBOWCT
aTpmMbyTOB KOHTEKCTA
cepTudukaTa

CertDuplicateCertificateChain

Oy6nupoBaHune KoHTeKCTa
LLEeMOYKMU.

CertFindChainInStore

DYHKUUSA NOCTPOEHUS LLENOYKHU
Nno 3aJaHHbIM KpPUTEPUSIM U3
XpaHunuwa
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CertFreeCertificateChainList

®yHKLMA 0cBO6OXAEHMSA
MaccuBa Lenovek

CertIsValidCRLForCertificate

DYyHKLUMSA NPOBEPKN Hanuuus
cepTudukaTa B Crmcke
aHHYJIMPOBAHHbLIX CepTudnkaTos

CertSetCertificateContextProperties

FromCTLEntry

YcTaHOBKa CBOWCTB B KOHTEKCT
ceptmndmkaTta Ha ocHose CTL

PacwupeHHble cBoicTBa cepTudukata (EKU)

CertGetEnhancedKeyUsage

OyHKUMSA
CertGetEnhancedKeyUsage
nony4yaeTt UHgopMauuo o
pacLMpPEeHHOM MCMNONb30BaHWUMK
K/JloYa U3 COOTBETCTBYOLWEro
paclmpeHns unu ms
pacLUMpeHHbIX CBOWCTB
ceptudumkarta. PacwmpeHHoe
NCMONb30BaHWE KJto4a CAYXUT
NMpM3HaKoM MNpaBOMEPHOro
Ncnosb3oBaHnsa cepTudukara.

CryptAcquireCertificatePrivateKey

OyHKUMNA
CryptAcquireCertificatePrivateKe
y nony4yaeTr AecKpunTop
HCRYPTPROV un napameTp
dwKeySpec anst onpegeneHHOro
KOHTEKCTa cepTudukara.

®yHKUMM paboTbl C uaeHTupuKaTopammn

CryptFindOIDInfo

OyHkuma CryptFindOIDInfo
nosly4yaeT MepByto
npenonpenesieHHy0 nan
3aperncTpMpoBaHHY0 CTPYKTYpy
CRYPT_OID_INFO,
COrnacoBaHHyo C

onpeaeneHHbiIM TUMOM KJo4a U C
KJTHOUYOM.

CryptEnumOIDInfo

[MepeyncneHuve
3aperncTpmupoBaHHbIX
MAeHTUMOMKATOPOB U MOAyYeHUne
nHdopMauum ansa HuUx

®OyHKUMWM pa6oTbl C XpaHWIMLLEM

CertOpenStore

®dyHkuna CertOpenStore
OTKpbIBaeT XpaHuauLle
cepTuduKaTos, MCNOAb3YS
3aZlaHHbIA TN NpoBaKaepa.
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CertDuplicateStore

®yHkumna CertDuplicateStore
aybnupyeTt aeckpunrtop
XpaHunuwa, yBenmumsas
CYETUYMK CChUIOK Ha XpaHunua
Ha eanHuuy.

OyHkuma CertOpenSystemStore
ncnonb3dyeTcsd Ansd OTKpbITUA

CertOpenSystemStore
Hanbosiee 4acTo MCMOJb3yEeMbIX
XpaHunuw, ceptuduKkaTos.
®dyHkuma CertCloseStore
3aKpbiBaeT AeCKpUNTOp
CertCloseStore XpaHunuwa cepTtudnkaTosB U

YMeHbLIaeT CYHETHYUK CCbUIOK Ha
XpaHuwnunwa Ha eaunHuuy.

CertAddStoreToCollection

[ob6aBneHne xpaHunvua B
KONIEKL MO

CertControlStore

YcTaHoBKa HOTUdUKauum npm
pasnmMumsix B 3aKeLnpoBaHHOM
XpaHunuwe n pusanyeckom
XpaHunuue

dDyHKUMHN, UCnosib3yeMbie AN paboTbl C OTKPbITbIMA AAaHHbBIMM U 06beKTaMu

CryptImportPublicKeyInfoEx2

OyHKUMSA
CryptImportPublicKeyInfoEx2
MMMOOPTUPYET MHDOpMauuo ob
OTKpbIroM ktoye B CNG un
BO3BpallaeT AecKpunTop
OTKPbITOro KJtoua.

CryptImportPublicKeyInfoEx

OyHKUMSA
CryptImportPublicKeyInfoEx
MMMOOPTUPYET MHDOpMauuno ob
OTKpbITOM KJtoye B CSP u
BO3BpallaeT AeCKpunTop
OTKPbITOro KJtoua.

CryptImportPublicKeyInfo

OyHKUMA
CryptImportPublicKeyInfo
npeobpasoBbiBaeT U1
UMMOPTUPYET MHpopMaumno 06
OTKPbITOM KJIl0Ue B npoBangep wm
BO3BpalLaeT AeCKpUNTop
OTKPbITOro KJitoya.

CryptExportPublicKeyInfoEx

OyHKLUMA
CryptExportPublicKeyInfo Ex
aKCcnopTmpyeT nHdopmaumo ob
OTKPbITOM KJII0UE, CBA3AHHYHO C
COOTBETCTBYHOLLNM CEKPETHBIM
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KJIl0YOM MpoBaiaepa.

CryptExportPublicKeyInfo

OyHKUMSA
CryptExportPublicKeyInfo
3KCNopTMpyeT nHdopmaumo ob
OTKPbLITOM KJItO4e,
aCCOLMNPOBaHHYIO C
COOTBETCTBYHOLLNM CEKPETHBIM
K/1lOYOM MpoBangepa.

CertCompareCertificate

OYyHKUUA
CertComparecCertificate
CpaBHMBaEeT ABa cepTudmkaTa
ONns Toro, 4Tobbl ONpeaennTs,
SABNATCS M OHU UAEHTUYHBIMU.

CertComparelntegerBlob

OyHKUMSA
CertComparelntegerBlob
CpaBHMBAET ABa LeI0YNCNEHHbIX
6noba ans onpegeneHus TOro,
npeacTaBnsaOT in oHW cobon aBa
paBHbIX 4ucna.

CryptExportPublickeyInfoF romBCry
ptKeyHandle

DKCNopTUPYET MHpOopMaumno o6
OTKPbITOM KJItOYE,
aCCOLMNPOBaAHHYIO C
COOTBETCTBYHOL MM CEKPETHbLIM
KMlOYOM npoBanaepa.

®DYHKLMM KOAUPOBaHMA/ AEeKOANPOBaHUSA

CryptDecodeObject

OyHkuma CryptDecodeObject
NCNoNb3YyTCA ANS
AekoanpoBaHus cepTudumkaTos,
CMUCKOB aHHYJIMPOBAHHbIX
ceptndumkatoB (COC) n
3anpocoB Ha cepTudmukaTbl

CryptDecodeObjectEx

OyHkumna CryptDecodeObjectEx
NMCMONb3YTCHA ANs
AekoanpoBaHus cepTmudmkaTos,
CMUCKOB aHHYTIMPOBaHHbIX
cepTudUKaToOB M 3aNpoCOB Ha
cepTudukarbl

CryptEncodeObject

®dyHkunsa CryptEncodeObject
NCMOb3YTCA A KOANPOBAHMUS
cepTuduKaToB, CMMCKOB
aHHY/IMPOBaHHbIX CepTuUdnKaToB
M 3anpoCcoB Ha cepTudmkaTsbl.

CryptEncodeObjectEx

®yHkuma CryptEncodeObjectEx
MCMNONb3YTCA AN KOAMPOBaHUS
cepTudunkaTos, CNMCKOB
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aHHYIMPOBaHHbIX CepTUdUKaTOB
M 3anpocoB Ha cepTUdUKaThL.

MonyuyeHue 06beKTOB U3 yAaJsiIeHHbIX UCTOYHUKOB

CryptRetrieveObjectByUrlA

OyHKUMA
CryptRetrieveObjectByUrlA
nonyvyaet ob6bekT
WHPPaCTPYKTYpPbl OTKPbITbIX
Knto4ven no 3agaHHomy URL.

CryptRetrieveObjectByUrW

OyHKLUMSA
CryptRetrieveObjectByUrlW
SABMSETCA unicode Bepcuen

dyHKL NN
CryptRetrieveObjectByUrlA.

[AononHurenbHble (yHKLUUN

CryptBinaryToString OYyHKUMA NepeBoaAnT ABOUYHYIO
CTPOKY B CTpoKy Base64/HEX.
CryptStringToBinary OyHKUMA NepeBoanT CTPOKY

Base64/HEX B ABOWYHYIO
CTPOKY.

CertFindAttribute

®OyHKUNA NPOM3BOAUT MOMUCK
aTpubyTa ceptudmkaTa no
naeHTudukaTopy.

CertGetNameString

dyHKUMA nony4vaeT uMs
Bnagenbua van mnsgaTtens
cepTudukara.

CertNameToStr

OyHKUNA Npon3BoauT
packoaupoBaHue uMeHu m3 ASN
cTpykTypbl B DN (RFC1779).

CertSaveStore

®yHKUMA NPOM3BOAUT 3amnucCb
XpaHunvwa cepTndukaTos
(BKIIOYAS CMUCKM OTO3BaHHbIX U
AOBepeHHbIX cepTudUKaToB) B
Buae cTpyktypbl PKCS#7 wnun
6uHapHoOro gamna B nNamsTb UK
dann.

CryptFindCertificateKeyProvInfo

DYHKLUMA OCYLEeCTBASAET MNOUCK
3aKpbITOro Kwua,
COOTBETCTBYIOLLEro OTKPLTOMY
KJlouy cepTudmkara.

CryptHashPublicKeyInfo

OyHKUMA ocywecTBnseT ASN1
KOAVUpPOBaHMWE U X3LWKMpOBaHUe

CTPYKTYpbI
CERT_PUBLIC_KEY_INFO
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CryptMsgCountersign

®yHKUMA BblpabaTbiBaeT
[06aBOYHYO MOAMKUCH.

CryptMsgCountersignEncoded

dyHKUMA BblpabaTbiBaeT
A06aBoOYHYO NOAMMUCH.
(kogmpyeT cTpykTypy Signerinfo,
Kak onpegeneHo B PKCS #7).

CryptMsgVerifyCountersignatureEn
coded

OyHKUMA npoBepseT
A06aBOYHYO NOAMNUCH.
(AekoamnpyeT CTpyKTypy
Signerinfo, kak onpepeneHo B
PKCS #7).

CryptMsgVerifyCountersignatureEn
codedEx

®yHKUMSA npoBepsieT
Ao6aBoyHy0 NoanucChb.
(AekoAnpyeT CTpyKTypy
Signerinfo, kKak onpeneneHo B
PKCS #7).

CryptMemFree

OyHkuuna CryptMemFree
ocBoboXxgaeT NamMsaTb, KOTopas
6bU1a BblaeneHa C NOMOLLbIO
CryptMemAlloc wvnn
CryptMemRealloc.
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v o N

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

JintepaTtypa

FOCT 28147-89.TocynapcrBeHHbI cTaHaapT Poccuiickon ®egepaummn. Cucremol 06paboTkm nHdopmayunu.
3awuTta kpunTorpaduryeckasa. AIroputTm Kpuntorpaduryeckoro npeobpasosaHus.

FOCTP 34.10-94. NocyaapcrBeHHbI ctaHaapT Poccniickon ®eaepauymmn. MHpopMauMoHHasa TEXHOOTMS.
KpunTtorpaduueckas 3awmnta nHdopmaumun. NMpoueaypbl BbIpaboTKM U MPOBEPKU 3NEKTPOHHO M LMD POBOM
noanucu Ha 6ase acMMMETPUYHOro KpuntTorpadmnyeckoro anropmTMma.

FOCTP 34.10-2001.TocynapcreBeHHbIM cTaHaapT Poccuinckon ®epgepaunmn. MHpoOpMaLMOHHAsA TEXHOIOTUS.
KpunTtorpaduueckas 3awmnta nHdopmaummn. Npoueccbl GopMMpoBaHUSA U MPOBEPKN SNIEKTPOHHO M LM poBOM
noANucK.

FOCTP 34.11-94.TocynapcrBeHHbIN cTaHaapT Poccuinckon deaepauymnn. MHdopMaLMOHHAs TEXHOOMUS.
Kpuntorpadunyeckas 3awmnta nHbdopmaumnm. yHKLNS X3 LWUMPOBAHUS.

FOCTP 34.10-12 UHdpopmMaunoHHasa TexHonorus. Kpuntorpaduyeckas 3awmrta nHpopmauymu. Npoueccsl
dopMMpoBaHNS N NPOBEPKN 3NEKTPOHHOWN LMD POBON NOANMUCK.

FOCT P 34.11-12 NHdopMaumMoHHasa TexHonorna. Kpuntorpadgunyeckas 3awmrta nHpopmaymmn. ®yHkyms
X3 WMPOBaAHMUSA.

XTAN.00087-03 30 01. Kpuntollpo CSP. ®opmynsp.

XKTAN.00087-03 90 01. Kpuntollpo CSP. OnuncaHne peanusauunu.

XKTAN.00087-03 91 01. Kpuntolpo CSP. PykoBoacTteo AaMuHucrtpaTtopa 6esonacHoctn. Obuwiasa 4yacrb.

. XT4MN.00087-03 91 02. Kpuntollpo CSP. PykosoacTBo AaMMHUCTpaTopa 6e3onacHOCTU. Micnonb3oBaHue

CK3W noa ynpasneHmnem OC Windows .

XTAN.00087-03 91 03. KpunTtollpo CSP. PykoBoacTtBo AaMnHucTpatopa 6e3onacHocTu. icnonb3oBaHue
CK3W nog ynpasneHunem OC Linux.

XTAN.00087-03 91 04. Kpuntollpo CSP. PykosoacTtBo AaMuMHUCTpaTopa 6e3onacHoOCTU. Micnonb3oBaHue
CK3U noa ynpaenennem OC FreeBSD.

XTAN.00087-03 91 05. Kpuntollpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasnennem OC Solaris;

XKTAN.00087-03 91 06. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e3onacHocTu. Mcnonb3oBaHue
CK3U noa ynpasnennem OC AIX;

XTAN.00087-03 91 07. Kpuntolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHue
CK3WM nog ynpasneHmneMm OC Mac OS X;

XKTAN.00087-03 91 08. Kpuntollpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTu. Mcnonb3oBaHue
CK3U noa ynpasnenunem OC iOS;

XTAN.00087-03 91 09. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHue
CK3W B BUpTYyanbHbIX cpenax;

XTAN.00087-03 91 10. KpunTtollpo CSP. PykoBoACTBO aaMMHUCTpaTopa 6e3onacHocTtu. Mcnonb3oBaHune
CK3W nog ynpasneHuem OC Sailfish;

XTAN.00087-03 92 01. KpunTtolpo CSP. NHcTpyKkums no ncnosb3oBaHuto. Windows.

XTAN.00087-03 94 01. Kpuntollpo CSP. APM Bbipab0TKM BHELIHEN raMMmbl.

XTAN.00087-03 96 01. Kpuntollpo CSP. PykoBoacTBO nporpammucra.

[X.680-X.699]. OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)
[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection
- The Directory: Authentication Framework, June 1997.

[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», January 1999.

MonoxeHne o pas3paboTke, nNpPOU3BOACTBE, peanMs3auMn W 3dKCJayaTauum  WndpoBasbHbIX
(kpunTorpadgunueckux) cpeacrs 3awntbl MHGopmaymm (Monoxenune MNK3-2005).

Mpuka3 ®AMNCU oT 13.06.2001r. N°152 «O6 nMHCTpyKUunM 06 opraHmnsaumnm n obecnevyeHmnm 6e3onacHocCTm
XpaHeHuns, o06paboTkn U nepepaym N0 KaHanaM CBA3N C UCMONb30BAHMEM CPEACTB KpUNTorpadmyeckomn
3aWnTbl MHPOpPMALMM C OrpaHWMYEHHbIM AOCTYNOM, He coAepiKallen cBeAeHMUI, COCTaBAsLWUnX
rocyfapCTBEHHYIO TalHy».

52



XKTAN.00087-03 95 01. Kpuntollpo CSP. lNpasuna nonb3oBaHuUs

JINCT pernctpauum n3MeHeHui

Homepa nuctoB (cTpaHuL)

Bcero nucTos

N3M.

N3MEHEHHbIX

3aMEHEHHbIX

aHHYnupo-
BaHHbIX

HOBbIX

(cTpaHuu) B
LOKYM.

N@

L OKYyMeHTa

Bxoasawumn
N° conpoBoau-

ITENbHOIMO A OKYM,
n aaTta

Moan.

[daTa
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