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1. OBWUME YKASAHNA

1.1. QopMmynsap Ha wuspgenune CpeactBo KpuntorpadmMyeckon 3awuTbl MHGOpMauum
"Kpuntolpo IPsec", CK3U XTAN.00074-01, saBnaetrca [AOKYMEHTOM, YAOCTOBEPSIOLMM
rapaHTMpOBaHHblE M3rOTOBUTENIEM OCHOBHble Xapaktepuctnkm CK3U, onpenensiowmm KOMMNIEKT
NOCTaBKW, OTpa)kawlWMM CBeAEHMS O MPOU3BOAMMbBIX WU3MEHEHUSIX B KOMIMJIEKTE MOCTaBKU WU
Apyrve AaHHble 3a BeCb Nepuoa aKkcnayataumu.

1.2, okcnnyataumsa CK3WN XKTAN.00074-01 ponkHa nNpoBOAUTBLCA B COOTBETCTBMM C
3KCMJlyaTauMOHHOW AOKYMeHTauuen, npeaycMOTpeHHoOn Hactoswmm @dopMmynspoM, W B
cooTBeTcTBMM C pasgenom V "lMonoxeHnsa o pa3paboTke, MNPOM3BOACTBE, peanusauum wu
akcnayaTauumm  wudpoBanbHbiX  (KpunTorpadmyeckmx) CpeacTtB  3aWwuTbl  MHQOpMauumn
(MonoxeHune MK3-2005)".

1.3. CK31N «Kpuntollpo IPSec» Bepcun 1.0 dYHKUMOHMPYET Ha 6asze CK3U
«KpunTollpo CSP» Bepcumn 3.6.1 (PKTAN.00050-03).

1.4. Mopsaaok obecneyeHns WHMOPMaUMOHHONM 6e30MacHOCTM MpU  UCMOIb30BaHUN
CK3M XTAN.00074-01 onpepnenseTcsd pyKOBOAWUTENEM IKCMyaTUpPYHOLWENA OpraHms3auum Ha
OCHoBe TpeboBaHWI NO OpPraHU3auMOHHO-TEXHUYECKMM MepaM 3alunTbl, W3M0XEHHbIM B
3KCnayaTaunoHHOW aokyMeHTaumm Ha CK3UM XKTAN.00074-01 n XTSHN.00050-03.

1.5. Mpn  skcnnyatauum  CK3UN  XKTSN.00074-01  AOXKHbI MCrMosib30BaTbCA
cepTudukaTol OTKPbITbIX Kno4ven, BbINYyLLEHHbIE YnocTtosepsowmm LEHTPOM,
cepTMdMUMPOBaHHBLIM MO KIACCy 3aluTbl HE HUXE Knacca 3awnTbl ncnonbsyemoro CK3N.

1.6. Mpn BcTpamBaHum CK3U XTHAN.00074-01 B npuknagHble cuctembl Heob6xoanMMo
NpoOBOAUTbL OLEHKY BAWSHWSA annapaTHblX, NPOrpaMMHO-annapaTHbIX U MPOrpaMMHbIX CpeacTB
cetn (cucrtembl) KoHdUAeHLUManbHON CBSA3W, COBMECTHO C KOTOPbIMW MpegnosaraeTcs wraTHoe
dyHKunoHupoBaHne CK3U, Ha BbinonHeHMe npeabsBneHHbiX K CK3U TpeboBaHuii:

- ANns ncnonHenmsa 3 (knacc 3awmtbl KC3) - BO Bcex cnyyasx;

- Ana ucnonHeHun 1 (knacc sawmtbl KC1) n 2 (knacc 3awmtbl KC2) - B cneayouwmx
cnyJyasx:

1) ecnn mnHdopmaumsa, obpabatbiBaemas CK3W, noanexuTt 3awute B COOTBETCTBUU C
3aKoHoAaTenbLCcTBOM Poccuiickon ®eaepaunu;

2) Npu opraHmsauum 3awmtbl nHdopmaumu, obpabatbiBaemon CK3U, B denepanbHbIX
opraHax WCNOAHUTENbHOW BAACTW, OpraHax MWCMNOJHUTENbHOM BAacTu cybbekToB Poccuinckom
denepauum;

3) npyu opraHmsauum Kpuntorpadumyeckor 3awmntbl WMHdopMauum, obpabaTbiBaemomn
CK3WM, B opraHusaumax He3aBUCMMO OT WX OpraHM3auMOHHO-NpaBoBOM QOopMbl U dOpMbI
CO6CTBEHHOCTM MpPW BbINOJIHEHMX MMM 3aKa30B Ha MOCTAaBKYy TOBapoB, BbiMOJSIHEHME paboT wuan
OKasaHue ycnyr ansi rocyaapCcTBeHHbIX HYXA.

YKazaHHYl OLeHKy Heobxoammo npoBoauTb Mo T3, cornacoBaHHoMmy ¢ 8 LleHTpom ®CH
Poccuu.

1.7. ®opmyngap BxoauT B KoMrsiekT rnoctaeku CK3U XKTAN.00074-01 v posmxeH
MOCTOSIHHO XpPaHUTbLCS B opraHe (nogpasgeneHnm), oTBETCTBEHHOM 3a akcnyaTtaumio CK3U.

Bce 3anucn, BHOCUMbIE B popMynsap, AO/KHbI 6biTb 3aBepeHbl MLamMu, OTBETCTBEHHbIMU
3a akcnnyaTtauymio CK3U.




XKTAN.00074-01 30 01. KpunTtollpo IPSec. ®opmynsp

2. TPEBOBAHNA K SKCIJTYATAUUN CK3U

Mpn skcnnyataunmn CK3W XKXTAK.00074-01 OOJDKHbI - BbINOHATLCS cnepgytowimne

TpeboBaHus:

1. CpeactBamu CK3M HE AOONYCKAETCH o6pabatbiBaTb MHMOPpMauMio, CoAepikallyto
CBeeHus1, COCTaBnsALWmMe rocyaapCTBEHHYIO TalHYy.

2. OONYCKAETCHA uncrnonb3oBaHue CK3U ansa kpuntorpadmuyeckon 3awmTbl NEPCOHANbHbIX
OAHHbIX.

KntoueBasi MHpopMaums aBnseTcs KoHduaeHUNaNnbHOM.

4. BHewHsa ramma, ucnonblyemass 418 MHULMANMU3aUMKM COCTOSSHMA nporpammHoro [CH,
ABNSETCS KOHUAEHUNaNbHOM.

5. PasmeweHne CK3UN XTAM.00074-01 B nNoOMeleHUsaX, B KOTOPbIX OCYLLECTBNSETCS
obpaboTka uWHIOpMauuM, copepxkaller CBeAeHUsi, COCTaBMSAKOWME TrOCyAapPCTBEHHYHO
TalHy, OCYLLUEeCTBSEeTCA YCTAHOBNEHHbIM MOPSAKOM.

6. Mpun skcnnyataumm CK3UN XTAN.00074-01 Heob6xoamMO BbINOSIHEHWE AOENCTBYHOLWMUX B
Poccuiickon ®eagepaunm TpeboBaHUM NO 3awmTe MHPOPMaLNM OT YTEUKM N0 TEXHUYECKUM
KaHanaM, B TOM 4yucne, no KaHany cea3m (Hanpumep, CTP-K).

7. WHctannauma CK3U XTHAM.00074-01 Ha pabounx Mectax AOJIKHA NPOU3BOAUTLCS TOMbKO
C anctpnbyTtmea, NONy4YEHHOro Mo AOBEPEHHOMY KaHany.

8. CK3M pomkHO wucnonb3oBaTbCA CO CpPeAcTBaMuM  aHTMBMPYCHOWM  3awwuTtbl. Knacc

AQHTUBUPYCHbIX CpeacTB 3aluTbl onpeaensieTcsa ycnosusaMm skcnnayataumm CK3UW B
aBTOMaTU3NPOBAHHbIX CUCTEMAX.
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3. ObWNE CBEAEHNA N OCHOBHbIE TEXHUYECKWE OAHHbBIE

3.1. CK3M XTAN.00074-01 npepgHa3HayeHO ANa 3awWwMTbl OTKPbITOM MHPOpMauMn B
MHMOPMALIMOHHBIX cUcTeMax 06Liero Nob30BaHMS M 3aWMTbl KOHPUAEHUNANBHOW MHpOPpMaLuK,
He coaepxaleh CBeAeHUIN, COCTaBMSAKLWMUX TOCYyAaApPCTBEHHYIO TalHy, B KOPMNOPaTUBHbIX
MHMOPMALIMOHHBIX CUCTEMAX C BbIMOSIHEHMEM (DYHKLUWNNA:

- 3alUMLLEHHOE XpaHEeHWe TMOo/b30BaTe/IbCKUX KJIOYel B KJIIOYEBOM KOHTElHepe ¢
MCnosib30BaHWEM WNDPOBaAHUS, UMUTO3ALWNTbI U ayTeHTUdUKaUnn AocTyna;

- reHepaumsa Ka4en, ncnonbdyembix B npotokonax Kpuntollpo IKE, ESP;

- ucnonb3sosaHne [OCT 28147-89, TOCT P 34.11-94 un TOCT P 34.10-2001 npwu
ynpasneHunu knwodvamm IKE n ISAKMP;

- ICNOSIb30BaHMe KOMOWMHMpOBaHHOro anroputMma wudpoBaHusa IPsec (ESP) Ha ocHose
FOCT 28147-89;

- obecneyenmne yenoctHoctn IPsec (ESP) Ha ocHoBe TOCT P 34.11-94;
- 3awmTa IP-coegnHeHni c ncnoab3oBaHMEM NpPOTOKON0B IPsec;

- ayTeHTUdMKaUnsa CeTeBbIX COEAMHEHUN C UCMONb30BaHMeM ktouen DI (cepTudumkaTos
OTKPbITbIX KNtoyen) nubo PSK.

CK3W XTAKN.00074-01 BbINyCcKaeTCsl B TPEX UCMOJSTHEHUAX:
* WcnonHeHune 1 (yposeHb 3awmTbl KC1);
* WcnonHeHune 2 (ypoBeHb 3awmThbl KC2);

* WcnonHeHune 3 (ypoBeHb 3awmTbl KC3).
3.2. CK3M XKTAN.00074-01 yHKLUMOHMPYET B NporpaMMHo-annapaTHbIX cpejax:
Windows XP/2003/Vista/2008/7/2008R2 (ia32, x64).

MpuMedaHune. MNMopsaaoK M CPOKKU IKCMyaTauum onepaumnmoHHbIX CUCTEM, B cpeae KOTOpbIX
dbyHKkunoHunpyet CK3W, onpeaensoTcs Npou3BOAMTENSIMU OMEPALMOHHbIX CUCTEM.

3.3. CK3M XTSKN.00074-01 npepHasHadeHO Ansa akcnayaTtauum coBmecTtHO ¢ CK3U
Kpuntolpo CSP v. 3.6.1 (OKTAK1.00050-03).

3.4. ANroput™M 3awwmdpoBaHus/paclumdpoBaHms AaHHbIX W BblYMCIEHME WMUTOBCTaBKMU
peanun3oBaH B cooTBeTcTBMM C [OCT 28147-89 "CUCTEMbl OBPABOTKN WHO®OPMALINN.
SALNTA KPUMTOTPAGUHYECKASA".

3.5. Anroput™ dopMmnpoBaHusa n nposepku DUIM peannsosaH B cootBeTcTBumM ¢ TOCT
P 34.10-2001. "MH®OPMALIMOHHASA  TEXHOJIOTUA.  KPUMNTOIPAGNYECKAS  3ALLUUTA
NHOOPMALNMW. TMPOUECCbI ®OPMUPOBAHUA W TMPOBEPKW 3JIEKTPOHHOU LUMOPOBOU
noanncm".

3.6. ANroput™M BblpaboTKM 3HAYeHUs X3W-PYyHKUMM peann3oBaH B COOTBETCTBUM C
FOCT P 34.11-94 "MHOOPMALMOHHASA TEXHONOIMMA. KPUMNTOMPA®GUNYECKASA  3ALLUTA
NHOOPMALINN. ®YHKUNA X2OWKNPOBAHNA".

3.7. CeTeBas ayTeHTUduKauus peanm3oBaHa Ha 6ase npotokona IPsec ¢
NCronb30BaHWEM anropuTtmos n.n. 3.4 -3.6.

3.8. Pexxumbl  ayTeHTudukaumm, wudposaHmas wn  obecnevyeHns  LENOCTHOCTMU
peann3oBaHbl B COOTBETCTBMM C MeTOAMYECKMMW pekoMeHaauusmu, paspaboTaHHbIMU
TEXHUYECKMM KOMUTETOM Mo cTaHAapTusaumm "Kpuntorpadudeckas 3awmta nHpopmaunm™:

- KoMbuHmnpoBaHHbI anroput™ wudpoBaHms BrnoxeHun IPsec (ESP) Ha ocHoBe OCT
28147-89;
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- Anropmutmbl o6ecneveHmns uenoctHoctn IPsec (ESP) Ha ocHoBe TOCT P 34.11-94;

- Ucnonb3osaHne TOCT 28147-89, TOCT P 34.11-94 n TOCT P 34.10-2001 npwu
ynpasneHunun knodvamm IKE n ISAKMP.
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4. KOMNMEKTHOCTb

Komnnekrauma mcnonHenmna 1

HanMmeHoBaHue

O603HaueHune

CK3U KpunTolpo IPsec v.1.0.

XTAK1.00074-01 99 01

CK3WU KpunTtollpo IPsec. PykoBoAcTBO agMMHUCTpaTopa 6e30nacHoCTU.

XT5K1.00074-01 90 02

CK3WU KpunTolpo IPsec v.1.0. ®opmynsp.

XTAK1.00074-01 30 01

CK3U KpunTollpo CSP v.3.6.1. ®opmynap. NcnonHeHue 1.

XTAKM.00050-03 30 01

Ceptudumkat CK3U (konus).

Komnnekrauma mcnonHeHmsa 2

HanMmeHoBaHue

O603HaueHune

CK3U KpunTolpo IPsec v.1.0.

XT5AK1.00074-01 99 01

CK3W KpunTolpo Ipsec. PykoBoacTso aaMnHmucTpatopa 6esonacHocTu.

XT5K1.00074-01 90 02

CK3U KpunTolpo IPsec v.1.0. ®opmynsp.

XT5AK1.00074-01 30 01

CK3U KpunTollpo CSP v.3.6.1. ®opmynsap. NicnonHeHune 2.

XTAM.00050-03 30 01

Ceptudumkat CK3U (konus).

Komnnekrauma mcnoaHeHumna 3

HanMmeHoBaHue

O603HaueHune

CK3U KpunTolpo IPsec v.1.0.

XT5AK1.00074-01 99 01

CK3W KpunTolpo IPsec. PykoBoaCTBO agMMHMUCTpaTopa 6e3onacHOCTH.

XT5K1.00074-01 90 02

CK3U KpunTolpo IPsec v.1.0. ®opmynsp.

XT5AK1.00074-01 30 01

Secure Pack Rus Bepcus 3.0. dopmynsp.

EAPM.5090005.032-01 30 01

CK3U KpunTollpo CSP v.3.6.1. ®opmynsap. VicnonHeHue 4.

XTAM.00050-03 30 01

Ceptudumkat CK3U (konus).

MpuMmeyvyaHusn:

1. KomnnekT AOKYMeHTauuu npegHasHayeH adMUHUCTPATOPOB, ucnosb3ytowmnx CK3U.

2. TMporpammHoe obecneyeHune n sKCnayaTauMoHHas AOKYMEHTauusa nocTaBasoTCs
eAVHbIM AMCTpnbyTMBOM B 3N1EeKTPOHHOM Buae B dopmate PDF (Adobe Acrobat
Reader) Ha CD-ROM, dopmynsap u konusa ceptudukarta, 3aBepeHHas 000
"KPUOTO-MPQO", - B ne4aTHOM BUzAeE.

3. Wcnonb3oBaHue BapuaHTa ncnosHeHmns CK3M B KOHKpETHOM NpOrpaMMHoO-
annapaTtHoOl cpeae OrpaHMYnUBaETCs JINLEH3MEN.
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5. AMMAPATHO-IMPOIrPAMMHOE CPEACTBO 3AWNTBI OT HCA

N3penve "Kpuntollpo IPsec", XTAW. 00074-01, BapwaHT wWcnosHeHun 2, 3
KOMMEeKTyeTCs annapaTHO-NMpPOrpaMMHbIM CpeAcCTBOM 3aWunThl nHhopMaLnu oT
HEeCaHKLMOHUPOBAHHOIO AOCTYyMa.

HanmeHoBaHue cpeactea, TY CepuiiHbliA HOMep, AaTa BbiMycka

M.. FnaBHbIN nHXeHep OO0 "KPUATO-MPO"
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6. CBUAETENBCTBO O NPUEMKE

N3penue "Kpuntolpo IPSec" Bepcun 1.0, XKXTHAN. 00074-01,

cepuiiHbin N auctpnbyTuBa

HocuUTEenwu:
O CD-ROM wT.

COOTBETCTBYET 3TaJIoHy, XpaHsuwemyca B OO0 "KPUMTO-MPO", M npusHaHO roAHbIM Ans
aKCnJyaTauum.

[aTa Bbinycka: " " 20 r.

M.T. FnaBHbIn nHxeHep OO0 "KPUTMTO-MPO"
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7. CBUWOETENNIbCTBO OB YINAKOBKE

N3penue "Kpuntolpo IPSec" Bepcum 1.0, XXTHAN. 00074-01,

cepuiiHbin N auctpnbyTuBa

yrnakKoBaHo B
O 6yMa>kHbI1 KOHBEPT
O kopobky
O nnacTuKOBbIA KOHBEPT
O

JaTta ynakoBku: " " 20 r.

YnakoBKy Npoun3Bes

10
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8. TFAPAHTUN N3TOTOBUTEJIA (MOCTABLLNKA)

lMonb3oBaTenb npmo6peTaeT mn3genne n HECET OTBETCTBEHHOCTb 3a €ro wmcnoJsib30BaHME B
COOTBETCTBUN C pEKOMEHAALUNAMU, USJTOXEHHbIMU B 3|<cnnya'rau,v10HH0171 AOKYyMEHTauunn.

MpeanpuaTue-nu3roToBUTENb rapaHTUpyeT pa60TOCI'IOCO6HOCTb n3pgenna B COOTBETCTBUKN C
3aAaAB/IEHHbIMU XapaKTEPUCTUKaMWN.

B cnydae BbiiBNeHUSA B NMpoOrpamMmMHOM obecneyeHunn Ll,e(.'beKTOB, HE CBA3aHHbIX C HapylWweHNEM
npasun 3sKcnalyatauun, TPaHCNOPTUPOBAHUA WU XpaHEHUA, U3AENUNE NOANEXUT peKlaMauunun.
MpeanpuaTue-n3roToBuTENb 06;|3yeTc;| no nony4vyeHmn pexknamaumm B BO3MOXXHO KODOTKMVI CpOK
YCTPaAHUTDb ,Cl,e(fbeKTbI cBOMMKM CunnaMn n cpeacrtBamum BMnaOTb A0 NMOCTaBKWM HOBOIro MU3aennd, a
TaKXe NPpUHATb MEpPbIl, UCKNKOYakwLWmne 3tn Ll,e(beKTbI B nocnenyrwmnx aKkemnndapax n3aennd.

FapaHTUIAHBLIN CPOK M3aenuss — 12 MecsiueB C MOMEHTa MOCTaBKM MpU YyCIOBUM COBAOAEHUS
nonb3oBaTtenem TpeboBaHM sKCNNyaTauMOHHON AOKYMEHTaunmM Ha nsgenme.

MpumeyaHue. Mpu OTCYTCTBMM A@HHbLIX O AaTe MOCTaBKW U3AENUS FapaHTUNHbIN
CPOK OTCUYMTbIBAETCS OT AaTbl €ro BbiMyCKa, yKasaHHOW B pa3saene 6
"CBMAETENLCTBO O NpuemMke".

[JaHHble 0 nocTtaBke (Npoaaxe) nsgenus:

(HanMeHoBaHMe opraHMsaummn-nocraswmka (Npogasua) n3genns)

[JdaTta nocraBku:

M.T1.

(noanuce)

11
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9. CBEAEHNA O PEKITAMALNAX
Peknamauuu, cCBsi3aHHble C 3KChiyaTauvenh Usaenusi, AO/KHbl HaMpaBAsaTbCA NPeAnpUSTUIO-
M3roToBUTENIO B NMUCbMEHHOM BUAE MO afapecy:

127018 r. Mocksa, a/a KPUMTO-MPO.

Cpok paccMOTpeHus peknaMaumm — 1 (oAnH) Mecsil, CO AHA NOJIYYEHUS peKklaMalni.

[Mpn HEeCoOoTBETCTBUM MOCTABNSAEMOro U3AENUs, ero Tapbl, YNakoBKU, KOHCEpBaLUWU, MapKUPOBKU U
KOMMJIEKTHOCTU Tp86OBaHMFIM COI'IpOBOLI,MTe}'IbHOﬁ AOKyMeHTauun, nonb3oBaTeslb 06s53aH
HanpaBuTb pekamMaumio NpeanpuaTUIO-N3roToBuTENt0 B TedeHun 60 OHEN CO OHS MOCTaBKMU
n3aennd.

MpeanpuaTMe-u3roToBUTENb NPUHMMAaET peksiamaunio, ecnm He ycTaHoB/IeEHa BUHA nonyvyaTtensd B
BO3HUKHOBEHWN p,ecbeKTa B n3gennun.

CeefeHus 0 peknamMaumnax pukcmpytotTca B Tabnuue 1.

Ta6bnuua 1
DaTa CoaepaHue peknaMaumm Mepbl, NpUHATbIE Moanuck
no peknamaumm OTBETCTBEHHOIO
nvua

12
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10. CBEAEHWA O XPAHEHWN

[laTa ycTaHOBKW Ha
XpaHeHune

[aTa cHAaTusa ¢
XpaHeHus

Ycnosua xpaHeHus

[omKHOCTb, hamunns
M NOAMUChL OTB. NMuA

13
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11. CBEAEHWA O 3AKPEIMJIEHUW N3AENNA TPU SKCIYATALUN

HonxkHoCTb
OTBETCTBEHHOIO
nvua

damnnnsa
OTBETCTBEHHOIO
nvua

Homep un paTta
npukasa o
Ha3HayeHun

Homep v pata
npukasa ob
ocsoboxaeHnn

Moanucb
OTBETCTBEHHOIO
nvua

14
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12. CBEAEHWA Ob NUSMEHEHUAX
LOMMKHOCTD, Moanucb nuua,
aMuUIna m OTBETCTBEHHOr0
N° OcHoBaHue (Bx. N2 [aTta CoaepxxaHue naMeHeHus nocgnMCb ua 33
n/n | COMPOBOAWTENbHOT | NPOBEAEHMA OTBETCTBEHHOTO 3KCnAyaTaLumio
0 AOKYMEeHTa U M3MeHeHus 33 M3MeHeHUs nsgenus
aaTta)

15
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13.

OCOBbIE OTMETKH

16
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